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Chapter 1. Support and Safety

...company and industry references

1.1. Customer Support

Before contacting customer support, look for release notes, software updates, technical specifications, and
frequently asked questions (FAQ) online at the MRV support website: http://service.mrv.com/.

The website includes information regarding software updates, technical specifications, frequently
asked questions (FAQ), and contact information. Contact help online by sending email to
mailto:support@mrv.com or through the website request link at http://service.mrv.com/support/contact.

+1-800-435-7997
+1-978-952-4888
MRV Europe +49-6105-2070

MRV International +972-4-993-6200

MRV Americas (US, Canada, Latin America)

Include the following important information when opening a support case:

. SiteID or company name

. Contact information

. Modé or product name

. Serial number

Top assembly revision (see label on device)

. Brief problem or question including a description of the host network environment
. Attenuation data for applicable high-speed fiber links

. Urgency of theissue

ONOOUAWNER

1.2. User Guides and Related Documents

Download Fiber Driver product documents from:

* http://service.mrv.com/support/tech_docs/10
« ftp://ftp.mrv.com/pub/doc/manuals/Fiber Driver/

Release Notes are produced as needed for specific product revisions. MRV reserves the right to change
products and documents without notice. The user assumes sole responsibility for application and use of
products and information supplied.

1.3. FCC Notice

This equipment generates, uses, and can radiate radio frequency energy. This equipment is tested and
complies with the limitsfor a Class A digital device in Part 15 of the FCC rules. These limits and product
manuals provide protective guidelines to avoid communication interference for operation in acommercial
environment. Users must correct interference when operating this equipment in a residential area. Use
only shielded and grounded cables to ensure compliance with FCC rules. Changes and modifications not
expressly approved by the manufacturer can void users' authority to operate the equipment.

PN 1275005-100 Rev E6 1
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1.4. Regulatory Compliance

Contact an MRV representative for additional details regarding specific MRV products.

Fiber Driver Chassis: FCC Part 15 (Class A); IC (Class A); EMC Directive: Emission (Class A) and
Immunity; LVD Directive: Electrical Safety; CE Marking; TUV CUE Mark (Canada, USA, EU); GOST;
RoHS Directive, REACH SVHC Directive, WEEE Directive: Wheelie Bin Mark; ETSI, NEBS, C-Tick

Media Cross Connect Chassis: FCC Part 15 (Class A); IC (Class A); EMC Directive: Emission (Class
A) and Immunity; LVD Directive: Electrical Safety; CE Marking; TUV CUE Mark (Canada, USA, EU);
RoHS Directive, REACH SVHC Directive, WEEE Directive: Wheelie Bin Mark; ETS|

Fiber Driver Modules: FCC Part 15 (Class A); IC (Class A); EMC Directive: Emission (Class A) and
Immunity; LV D Directive: Electrical Safety; RoHS Directive, REACH SVHC Directive, WEEE Directive:
Wheelie Bin Mark; ETSI, EN 60825-1:2007 (Safety of Laser Products)

Media Cross Connect Blades: FCC Part 15 (Class A); IC (Class A); EMC Directive: Emission (Class
A) and Immunity; LVD Directive: Electrical Safety; RoHS Directive, REACH SVHC Directive, WEEE
Directive: Wheelie Bin Mark

Optical and Copper Transceivers. FCC Part 15 (Class A); IC (Class A); EMC Directive: Emission (Class
A) and Immunity; LVD Directive: Electrical Safety; CE Marking; TUV; UL, CSA, RoHS Directive,
REACH SVHC Directive, WEEE Directive, ETSI, NEBS, EN 60825-1 (Safety of Laser Products), 21
CFR 1040.10 (except deviations noted in Laser Notice #50, 6/24/2007)

As a leading supplier of network equipment to carriers, service providers, and enterprise
customers worldwide, the Quality Management System of MRV Chatsworth Product Division
has been registered to 1SO 9001.

1Iso |MRV Communications, Chatsworth Product Division has established, implemented, and
properly maintains an environmental management system in accordance with the requirements
14001 |of 1SO 14001.

The TUV CUE Marking is applied to the equipment certified by TUV Product Service. CUE is
the acronym for TUV's 3-in-1 certification service, combining electrical safety certification for
three of the most sought-after marketsintheworld: C=Canada (SCC), U=United States(NTRL),
and E=Europe (EU Directives).

unsorted municipal waste. Dispose of the equipment and its components as specified by all

K The Wheelie Bin symbol refers to the WEEE Directive. Do not dispose of this equipment as
mm | NEMONA 1aWS and regulations.

Preserve, protect, and improve the quality of the environment, protect human health, and use natural
resources prudently and rationally.
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1.5. International Regulations

European Union

This equipment conforms with the provisions of EMC Directive 2004/108/EC (Class A) and Low Voltage
Directive 2006/95/EC in the application of harmonized standards.

The "CE" marking of the CE Marking Directive is applied to MRV products.

Contact MRV's EU authorized representative (international @mrv.com) for routing information to return
EU equipment for WEEE collection.

Canada
This Class A digita apparatus complies with Canadian | CES-003.

Cet appareil numerique de laclasse A est conforme ala norme NMB-003 du Canada.

Australia and New Zealand

The C-tick mark is applied to equipment certified for compliance with EMC standards for
Australiaand New Zealand.

N2079
China
China RoHS Disclosure & RoHS FH
. Hazardous Substance Name H5H SRR
c P,u““t‘m“ Lead | Mercury Cadmium Hexavalent Polybrominated | Polybrominated
omponent Control y = Gt S L ‘
Name Logo & ] = Chromium Biphenyls Diphenyl Ethers
BHEE TR Sl (Pb) (Hg) (cdy e ZREFE ZR_FER
pes. Cr (VD) (PBB) (PBDE)
Fiber Driver @ X o [3) o o [9)
Chassis,
Modules and
Accessories
KA
HLA8, EfA
B
Pluggable @ X o [ o &) 0
Optics
AR
B/
Power X 0] o] o] o] o]
Supplies
BiR
O: Indicates that this hazardous substance contained m all of the homogeneous materials for this component 1s below the lnut
requirement 1n SJ/T11363-2006.
O REERAEAEVRA LSS IRMETHN S BIIE SIT11363-2006 T M ENRRERUT.
X: Indicates that this hazardous substance contained in at least one of the homogeneous materials used in this component is above
the lumit m ST/T11363-2006. Contam lead in solder.
X AT ZEBEENRELLEHBANE R ETHN S BEH SIT11363-2006 FEREHRERE , BETEH,

Table of Hazardous Substances Name and Concentration BEEEWREHRESMRINET
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1.6. General Safety

One person must not lift heavy devicesalone. Lift with legsand astraight back to prevent injury.
Use both hands, grasping undernesth the lower edge only. Do not lift from the chassis power
supply handles, interface processors, or plastic panels on the front of the chassis.

Do not stack unsecured equipment that can cause damage or injury when falling.

Stabilize the equipment and rack while mounting or servicing components by:

« Mounting devices from the bottom of an empty rack.
« Mounting the heaviest rack devices at the bottom of the rack.
« Installing rack stabilizing equipment before mounting or servicing rack devices.

While operating, secure all modules, cover empty slots, and plug lasers outputs.

Proposition 65: Some MRV products may contain chemicals known to the State of California
to cause cancer, birth defects, or other reproductive harm.

Operate devices only in areas within the recommended ambient temperature range. Provide at
least 3 inch (7.6 cm) of clearance around the ventilation openings for proper air flow.

>k b PPk

Only trained and qualified service personnel (IEC 60950-1) should install or service this
equipment.

1.7. Electrical Safety

Provide proper grounding to avoid ESD damage to components during service and operation.
Use antistatic carriers to transport exposed electronic devices. Use protective clothing,
grounding straps, antistatic furniture and surfaces, and any recommended devices.

Use only shielded and grounded cables to comply with FCC rules.

Electrical equipment relies on building installation safety devicesfor short-circuit, over-current,
and earth (ground) fault protection. Ensure that these devices are properly rated to protect the
equipment. Use alisted or certified fuse or circuit breaker on al current-carrying conductors.

Install the equipment near the power source. The power cord plug must be always accessible
as the main disconnecting device. Unplug the power cord before working on a system without
an on/off switch.

Disconnect al power sources before servicing equipment. Connect power cords to equipment
before applying the power source.

The equipment is not intended for direct copper connection to a public switched telephone
network or telecommunication network (EU) connection ports.

> >

Install MRV equipment in accordance with applicable building and electrical codes such as:
NFPA NEC 70, CEC, Part 1, CSA C22.1, IEC 60364, BS7671, etc.
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1.8. Laser Safety

Do not open laser devices for service. Removing the cover may cause exposure to harmful laser
beams. Return defective laser devices to the vendor for service.

Un-terminated connectors or fiber cable ends may emit invisible laser radiation. To avoid eye
injury, do not view them within 100 mm or directly with optical instruments such as eye loupes,
magnifiers, or microscopes. The amplified laser output can dramatically increase eye hazard.

Thisequipment isintended for usewith Class 1 pluggable (SFP, SFP+, XFP, QSFP, GBI C) fiber
optic transceivers with alabel indicating the following specifications:

1. Classification as aClass 1 Laser product

2. Compliance with Food and Drugs Administration Center for Radiological Heath (FDA
CDRH) performance standards, 21 CFR 1040.10 (except deviations noted in Laser Notice
#50, 6/24/2007)

3. Certification from Nationally Recognized Testing Laboratory (NRTL), CSA, or TUV

Some fiber optics modules (EM316EDFA) may contain Class 1M levels of invisible laser
radiation. Class 1M equipment must be installed in a restricted location that is accessible only
to authorized personnel with laser safety training.

WARNING: Laser products|abeled as Class 1M may haveinternal laser diodes containing Class
3B lasers.

Caution: use of controls, adjustments, or procedures not specified by the manufacturer my result
in hazardous radiation exposure.

> B B PP

4

. CLASS 1M Laser product  INVISIBLE LASER RADIATION, .'
Z‘MRV Complies with 21 CFR DO NOT VIEW DIRECTLY WITH

MMYYYY 1040.10 and 1040.11 OPTICAL INSTRUMENTS

1.9. Aggregated Power

Accessto the fiber ends and connections constitutes potential riskswith live laser transmissions. Although
individual components may produce output within Class 1 parameters, some devices combine signals that
collectively exceed Class 1 hazard level of 10 dBm. Measure all risk potentials for both skin and retinal
hazards when working with equipment such as Fiber Driver WDM add/drop and multiplex/de-multiplex

devices.

|EC 60825-2, D.5.1 - Aggregated Wavelengths on a Fiber (excerpt)

When more than one wavelength is combined on the same fiber asin a WDM system, then the hazard
level depends on aggregated power levels. Hazards are cumulative for common wavelengths used in
optical communications.

Refer to the IEC document quoted above for more information on laser safety.

1.10. Input Thresholds

Receiver inputs are sensitive to power levels, particularly on small pluggable transceivers. Observe
component thresholds for optimal operation, to avoid damage, and to maintain warranty support.
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Chapter 2. Network Managers

...introduction to the Linux-based network managers

2.1. The EM316LNXNM Modules

The EM316LNXNM network managers control either the Fiber Driver (FD) or the Media Cross Connect
(MCC) network platforms. The EM316LNXNM models are specifically configured for each product line,
as shown below.

EM316LNXNM-OT Fiber Driver manager (two SFP sockets and embedded MegaVisiond GUI)
EM316LNXNM-MCC | MCC manager (no SFP sockets and embedded PathFinder GUI)

The MCC configuration is bundled and distributed as an integral part of each MCC chassis. The Fiber
Driver configuration is ordered as a separate module to allow for many unmanaged and remotely
managed CO/CPE applications. Default settings may work for many applications, but management allows
customization to optimize installations or to use the powerful features of the MRV network devices.
Examples and figures may show either module configuration, but management features are consistent
between the modules except as stated.

2.2. Features

EM316LNXNM modules provide powerful and extensive tools for managing Fiber Driver and MCC
systems. The management module firmware is based on a Linux kernel for security and extensibility.

* Local and remote administration interface for Fiber Driver and MCC platforms

* Linux-based onboard software for extensible, open-source configuration

* Serial port and | P network interface access with Telnet or SSH terminal services

» Native command line interface (CL1) and SNMP support

* Field upgrade support to expand software features with limited downtime

» Extensive management tools and environment controls for users, groups, and administration
» Custom graphical user interface (GUI) support with MegaVision

 PathFinder graphical user interface (GUI) support (MCC only)

» Application programming interface (API) for automated and scripted administration (MCC only)
» Additional SFP interface sockets for more network expansion (Fiber Driver only)

 Cluster Discovery Protocol for groups of managed systems (Fiber Driver only)

 Synchronization of commands with devices (f | ush) and software (sync)
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2.3. Management Environments

The NM module provides a command line interface (CLI) management environment that is accessible
locally through the RS-232 serial console port or remotely through the RJ45 Ethernet port using SSH
or Telnet protocols. The CLI environment and some of the available CLI commands are addressed in
dedicated manual sections. Refer to EM316LNXNM command line help for specific command syntax and
usage not included in this document.

The EM316LNXNM module also provides Simple Network Management Protocol (SNMP) support that
allows control through any industry standard network management system (NMS). To maximize the
graphical remote management control of MRV modules, MRV offers MegaVision® Pro. It is apowerful
NM Swith unique graphical user interfaces (GUI) for managed MRV network componentsincluding Fiber
Driver and MCC. A limited version of MegaVision called “Configurator” is available for trial through
http://www.mrv.com. Refer to MegaVision Pro documentation for more information on the benefits and
options for graphical management.

The firmware of the EM316LNXNM module includes a graphical network manager: MegaVisionJ for
Fiber Driver and PathFinder for MCC. Each graphical user interface (GUI) is accessible through a Java-
enabled HTTP browser at the I P address configured on the module. The embedded GUI provides access
to all the necessary management features available for one managed system only.

An Application Programming Interface (API) isavailable for customized automation and software control
of managed systems. Refer to MRV technical support for details not included in this document.
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Chapter 3. Module Installation

...unpacking and installing hardware

3.1. The EM316LNXNM Network Manager

The FD NM (EM316LNXNM-OT) is a standard Fiber Driver module that occupies one slot in a Fiber
Driver chassis. It isnot bundled with any chassis because network management is optional for some Fiber
Driver platform solutions.

The appropriate MCC network manager model is bundled as part of each MCC modular chassis, but it is
also available as a replacement or spare.

3.2. Unpacking the NM Module

Thisinformation is primarily for the FD NM that is sold independently, but the general information below
can also apply to the spare MCC NM. Follow the steps below asiillustrated in the figure.

1. Open the cardboard box.
2. Remove the static bag containing the device.
3. Check for additional accessories in the box that may move beneath the module tray during transit.

Contact your authorized MRV dedler or representative if any contents are missing or damaged during
shipment. The EM316LNXNNM-OT packageincludes a power cable and aserial datacable. If returnibng
the unit becomes necessary, repackage all contentsin the original container.

Unpacking a module
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3.3. Module Handling and ESD

MRV delivers electronic devicesin antistatic packaging to limit electrical damage during shipping. Avoid
electrostatic discharge when unpacking and handling all electronic equipment. Use grounding straps and
antistatic surfaces to minimize equipment damage. Some of these safety devices are pictured below.

WHIST STRAP GROUND

NG, sotcn A

N S 4az4
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3.4. NM Module Installation

Fiber Driver modules including the FD NM are hot-swappable in a powered Fiber Driver chassis. A
#1 Phillips and a 5.0 flat-tip screwdriver may be useful when working with Fiber Driver chassis and
components.

If it does become necessary to handle the MCC NM, refer to the guidelines described below for the Fiber
Driver NM with allowances for the illustrated Fiber Driver chassis examples.

Follow all guidelinesto eliminate static el ectricity while handling the modul e and other electronic devices.
Follow all safety suggestions in this manual and guidelines for al related equipment.

Step 1 Remove the blank panel or old module from the target chassis slot. Unfasten the mounting screws
with a 6-inch Phillips screwdriver, or disengage any thumb screws by hand.

Remove the required blank panels

To comply with FCC regulations and for optimal cooling air flow, a cover panel or amodule must cover
every chassisslot. Tolimit external signals, no chassissl ot should remain open when the unit isoperational.
Secure modules and panels with appropriate screws for grounding and further compliance.

Step 2 Ingtall the module into a Fiber Driver chassis by aligning the edge of the circuit board with the rail
of the chassis. Tighten the thumbscrew by hand, and do not over-tighten.

e

%f{é FM { 3

Module installation (not all chassis are shown)

Handle modules by the edges to avoid damaging any components. Follow ESD precautionsin this manual
and electrical component guidelines. Push the module securely into the chassis slot your thumbs. Do not
use excessive force, but make sure the module connector isfully inserted in the chassis. Secure the module
by hand using the thumbscrew.

Fiber Driver module installed in a powered chassis
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3.5. Fiber Optic Transceivers Care

Optical devicesuse avariety of cables, connectors, transceivers, and other components that require special
handling care.

Follow all ESD precautions listed at the front of this manual.

3.5.1. Cleaning Fibers

Fiber optic components and cables are very sensitive to dirt, dust, and mishandling, especialy in high-
speed networks. Dirty or mistreated fiber may cause errors and degradation of signal quality that affect
network performance or module functionality.

3.5.1.1. Cleaning Supplies

1.  Optica cleaner cartridge

2. Can of compressed air

Cleaning cartridge

3.5.1.2. Cleaning Procedure

Follow the procedure below to clean optical transceivers before each cable installation.

1. Blow astream of compressed air on the fiber ends while the caps are in place.
2. Remove the caps, and blow the ends of the fibers again.
3. Follow the cartridge instructions to clean the ends of the fibers.

Fiber Inspection

P A

Contaminated fiber and clean fiber through a scope
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3.5.2. Working with Fiber Optic Transceivers

The pluggable optics modules
used in the EM316xx products
are extremely portable, and
consequently may be easily
mistreated. If optical transceivers
have not been protected
against dust, remove the dust
caps and clean them with
1.25 millimeter cleaners.

Optical transceiver cleaners

3.5.2.1. Cleaning Fiber Optic Transceivers

Use the 1.25mm cleaners shown above and the steps below to clean optical transceivers.

1. Insert the 1.25mm cleaner into the optical transceivers
2. Turn %turn

3. Remove the 1.25mm cleaner and discard

4. Repeat the process

Install optical cableswith aslittle fiber stress as possible. Stretching or bending optical fibers can damage
them and affect performance.
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Chapter 4. EM316LNXNM
Hardware

...network manager ports and LEDs

4.1. The EM316LNXNM Front Panels

The EM316LNXNM-OT front panel designed for Fiber Driver is shown below:

I L\
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The EM316LNXNM-MCC designed for the MCC system is similar, but it has no SFP sockets.

Serial, Ethernet, and SFP ports are described in this section along with optical maintenance. The SFP port
descriptions apply to the EM316LNXNM-OT module only.
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4.2. Access Ports and Connectors

There are two RJ port connectors built into the EM316L NXNM front panel for serial and Ethernet access.
The RS-232 port connects to a PC serial port for direct "out-of-band" secure access to the command line
interface (CLI1). The serial interface configuration is discussed later in this section. The Ethernet port
opposite the serial port connectsto an IP network for CLI and SNMP control.

The EM316LNXNM-OT includes two SFP sockets in addition to the two RJ ports. An SFP transceiver
may be installed in each of these sockets for addition network connections. Refer to the transceiver
documentation for connection information not covered in this document or appendices.

4.3. LED Legend

LED indicators built into the front panel of the EM316LNXNM module display operationa status.

LED Labe ‘Functional Description

PWR/NMS Lights amber while booting and green when the module is operating
DD * Lights green when the installed SFP Digital Diagnostics report good status or
amber for error codes
SpP* Lights green when the installed SFP detects signal precence
LNK/ACT Lights green when an Ethernet link is detected, and blinks for activity
100 Lights green for Ethernet link at 1200 Mbps or amber for 10 Mbps

* SFP ports and the associated LEDs are on the EM316LNXNM-OT module only.
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4.4. Command Line Interface (CLI) Setup

4.4.1.

4.4.2.

The EM316LNXNM may be controlled through SNMP tools or through a command line interface (CLI).
This manual deals primarily with the CLI, which may be accessed through either a serial or network
connection.

Local Serial Console Setup

The EM316LNXNM RS-232 interface is used for secure "out-of-band" communications to the CLI. Use
this serial interface for configuring the module to eliminate error sources from the network. Another
advantage of the serial interfaceis"out-of-band" management that is enitrely secure and does not compete
with network traffic.

Connect one end of a seria cable (included parts listed below) to atermina (or a PC terminal emulator)
and the other end to the EM316LNXNM seria port.

Table4.1. RS-232 Serial Cables (current and previous versions)

Cable Assembly ‘ Part Number
Adapter Cable (current) 2012001-001R
Cable and adapter (previous) 151-3028 REV-F Al 04/04 and 350-0308 REV. B MRG/20028-2

Configure the terminal serial parameters with the following values:

38400 baud * No parity
+ 8datahits * no flow control
o 1 stop hit

Remote IP Setup

Besides local serial access, the EM316LNXNM also provides an Ethernet interface for remote
administration. SFP transceivers may be installed in the EM316LNXNM-OT for additional network
interfaces.

The factory default IP configuration for the RJ-45 Ethernet port is shown below:

IP Address - 192.168.14.201
Netmask - 255.255.255.0

The IP address and netmask above may be written as 192.168.14.201/24 (24-bit netmask).

Without a gateway, the EM316LNXNM cannot respond to either CLI (Telnet/SSH) or SNMP requests
beyond the subnet. For wider management access, consult your network administrator for an 1P gateway
within your subnet.

The EM316LNXNM supports SSH and Telnet. Use SSH (secure shell) from the network to the
EM316LNXNM IP address to open a secure command line interface (CL1). Telnet services are disabled
by default on the EM316LNXNM, but they may be enabled for additional CLI access.
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Chapter 5. Management Basics

..getting started with the EM316LNXNM-OT manager for Fiber
Driver

Thi s chapter includes only Fiber Driver management features
that are not specific to any device. Later chapters may

i ntroduce commands for specific Fiber Driver devices. Use the

| at est product revisions to ensure support for all features.
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The EM316LNXNM (LNXNM) network management module provides monitoring and configuration
access to a chassis and all installed manageable components. The EM316LNXNM-MCC module is
integrated into the Media Cross Connect (MCC) chassis. Installing the EM316LNXNM-OT in any slot
of a powered Fiber Driver multi-slot chassis is recommended for most applications. This chapter uses
Fiber Driver examplesto introduce the LNXNM basic concepts and commands that apply to both product
platforms except where noted otherwise.

While the factory default device configurations may address some applications, network management is
a powerful tool for proactive Fiber Driver administration and reduced operating expenses. The LNXNM
provides monitoring and configuration access locally or remotely through the serial or Ethernet ports.

The LNXNM provides a command line interface (CLI) that is accessible either through a local serial
console or from the IP network using SSH or Telnet. This section includes common CLI commands and
management concepts. The display examples may vary slightly between LNXNM firmware versions.
Refer to the CLI help commands in this chapter for complete command lists, options, and syntax.

The network management module also provides Simple Network Management Protocol (SNMP) support
to allow control through any industry standard network management system (NMS). MRV's MegaVision
Pro is a general purpose network management system with unique graphical support for MRV products
including Fiber Driver. A limited version of MegaVision called "Configurator" is available for trial
through the MRV website. Refer to ftp://ftp.mrv.com/pub/software/megavision/ for the latest MegaVision
software, documentation, and more product details. ResourceFinder is the powerful graphical system
designed for MCC management in any application. MegaVisionJ is a compact graphical manager that is
built into the EM316LNXNM-OT firmware to manage only asingle chassis system. Accessthisinterface
from any standard Java-enabled web browser with an IP route to the LNXNM. Some GUI management
windows are included later in this manual.
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5.1. System Response Time

The EM316LNXNM-OT is part of a distributed architecture that uses polling, which can impact the
response time of the system. The resulting command latencies should be considered during initia
installation and testing as well as during operation.

The command process begins by sending a command to the LNXNM through the command line, API,
or graphical interfaces.

There isatime lag before the requested action executesin the target line card. Usethe f | ush command
to compl ete outstanding action requests before continuing with dependent actions, especially in automated
management.

There isanother delay before the LNXNM reads the updated information back from the device to display
the updatesin the user interfaces such astheshowcommand inthe CLI. The Command latency dependson
the type and quantity of modules managed in the chassis. LNXNM statistics collection from the modules
for presentation to the user may take several seconds. The delay may belonger when collecting information
from remotely managed Fiber Driver CPE modules. Use the sync command to complete all requested
actions and allow the LNXNM to finish polling before continuing with dependent actions. The sync
requiresmore processing timethanf | ush, soitismost useful when managing through amanual interface
such asthe CLI or API.

Avoid rapidly plugging managed devices in and out to alow time for the EM316LNXNM-OT
software to register modules, pluggable transceivers, and cables. Otherwise unexpected configuration and
synchronization conflicts may result.
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5.2. Command Line Console Setup

5.2.1.

5.2.2.

The LNXNM front panel includes an RS-232 seria port and an RJ-45 Ethernet port for management
access, as described below. The Fiber Driver EM316LNXNM-OT model hastwo SFP portsfor additional
network access options.

Serial Console Connection

Use the seria connection for the initial system configuration and for secure "out-of-band" management.
Connect the LNXNM RS-232 port to the PC or terminal with the serial cable (shown below) and power
up the chassis.

Adapter Cable (current) 2012001-001R
Cable and adapter (previous) 151-3028 REV-F Al 04/04 and 350-0308 REV. B MRG/20028-2
e 38400 baud . 1o pait
Terminal Parameters: * 8databits parity
. * no flow control
o 1 stop bit

Network Console Connection

TheEM316LNXNM-OT hasan RJ-45 Ethernet port that istypically used to connect to alocal areanetwork
(LAN). Use a standard Ethernet Cat-5e cable to connect between the LNXNM RJ-45 network port and
anetwork switch or hub.

The LNXNM Fiber Driver model also includes two SFP ports on the front panel. MSA-compliant
pluggable transceivers may beinstalled for additional network access options. Contact MRV sales or visit
http://www.mrv.com for current SFP availability.

The factory default 1P address is 192.168.14.201 with netmask 255.255.255.0, sometimes written as
192.168.14.201/24 to show the 24 bits masked for subnetting.

From the network, connect to the LNXNM P address using Telnet or SSH (secure shell) to open the
command line interface (CLI). Telnet services are disabled by default on the LNXNM, but they may be
enabled for additional CL1 access.

5.3. LED Legend

LED indicators built into the front panel of the EM316LNXNM module display operational status.

PWR/NMS |Lights amber while booting and green when the module is operating
DD * Lights green when the installed SFP Digital Diagnostics report good status or amber
for error codes
SP* Lights green when the installed SFP detects signal precence
LNK/ACT |Lights green when an Ethernet link is detected, and blinks for activity
100 Lights green for Ethernet link at 200 Mbps or amber for 10 Mbps

* SFP ports and the associated LEDs are on the EM316LNXNM-OT module only.
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Management Basics

5.4. Command Line Interface (CLI)

The LNXNM provides command line interface (CLI), SNMP, and graphical administration options for a
Fiber Driver chassis and compatible modules. This section introducesthe CL1 for the Linux-based network

5.4.1.

management (LNXNM) module with some useful commands for the EM316LNXNM-OT.

EM316LNXNM-OT Boot and Login

The box below shows the NM boot banner. Do not interrupt this boot process.

U-Boot 1.0.3.2 (Mar 5 2009 - 11:55:56)

CPU: MPC875ZPnn at 133 MHz: 8 kB |-Cache 8 kB D- Cache FEC1 FEC2
BOARD: MRV NMV2 v3
DRAM (64 MB SDRAM 64 MB
FLASH: 16.5 MB
Net : FEC ETHERNET
Ht any key to stop autoboot: O
Detecting flash | ayout:
no negi c header
Det ect ed ext ended fl ash | ayout!
### JFFS2 | oading 'ulmage.initrd" to 0x800000
Scanni ng JFFS2 FS: . done.
HHBHHBHH B R H B R R H B R R H R R R R
#t# lines omitted #tHH
HHBHHBHH B R H B R B R R H R R R R
Verifying Checksum... K

Unconpressing Milti-File Image ... OK
Fl ash version 2
I mage version 2 ... K

Loadi ng Randi sk to 0373e000, end 03f71b15 (833b15)... K
VWl come to MRV EMB16LNXNM

FPGA 5c. 18 Al ready Loaded
Starting up, please wait

MRV EMB16LNXNM

| ogi n:

Use the default user "admin” with password "admin" to login, as shown below.

| ogi n: adm n

Passwor d:

EMB16LNXNM v4. 7 fdr 17 (Aug 2 2011 - 14:02:31).

U-Boot 1.0.3.4 (Sep 1 2010 - 01:58:56).

Li nux kernel v2.6.32.1-nmrv (#1 Mon Dec 14 15:13:11 PST 2009).
EMB16LNXNM (firmmvare 5c. 1c) (00: 20: 1a: 02: 83: c8).

Copyright (c) MRV Corp. 1993-2010

You are a SUPER user!

fiberdriver#
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5.4.2. Command Syntax

To execute a command at the command prompt, type the command followed by the parameters required
in the syntax. Use online help to display the syntax for acommand by entering the commnand followed by
a"?'. Using an incorrect number of parameters displays an error message with correct command syntax.
<Up> and <Down> arrow keys display the history of commands entered during the current CL1 session.
The <Enter> key completes and executes each command entered.

The <Backspace> and <Delete> keys alow editing of entered commands before they are executed.
Depending on the terminal type, <Delete> may act as a backspace rather than deleting the character at
the cursor.

There are also severa special keystrokes.

Tableb5.1. Special CLI Keystrokes

Key Function
<Ent er > Enter the command
<Up> Previous command - in the history of commands
<Down> Next command - in the history of commands
<A"C (Crl +C) |Cancel command

? Context sensitive list of available commands and on-line help
! Begin acomment. Any text after thisto the end of thelineisignored

<Tab> Command completion (see below)

<Tab><Tab> |Command completion (see below)

The <Tab> key completes partially entered commands. It searches the available CLI command list for
commands that begin with the text entered so far on the command line. For a single match, the full
command is completed and displayed. For multiple matches, the system beeps and displays as much text
as is shared by al the commands that match the text entered. More text may be entered to narrow the
command match selections, or you may press <Tab> again to list al the commands that match beginning
of the command entered so far.

For example, suppose that the command line interface consisted only of the commands "t el net "
and "t er mi nal ". If you type "t <Tab><Tab>", the system displays two commands: "t el net " and
"term nal ".

fiberdriver# t<Tab><Tab>
telnet term nal
fiberdriver# t

If you continue by typing "el <Tab>", then the system would complete the command "telnet".

Similarly, a command may be abbreviated by typing enough characters to make it unique. Using the
example above, you could type "tel 192.168. 2. 237", and the CLI would execute "t el net
192. 168. 2. 237" because no other command begins with "tel".

The CLI maintains a history list of commands that have been entered by the user. To move backward
through this list, use <Up> key. To move forward, use <Down> key.
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If you enter acommand incorrectly, amessage is displayed indicating the type of error that occurred. For
exampl e, typing a nonexistent command gives the following message:

fiberdriver# pn
% Unknown conmand ' pn'
fiberdriver#

If the command exists but the number of parametersisincorrect, the following message is displayed:

fiberdriver# ping
% Conmmand i nconpl et e.
fiberdriver#

Use the 7 command (entered alone on the command line) to display alist of available commands.

To see current state of the chassis, slot, and port, use the show command. To make changes to the
configuration, enter the configuration context by typing "configure terminal”.

After entering acommand, there may be adelay of several seconds before the action displays
inthe"show' command.

5.4.2.1. Command Truncation

As with many operating environments, the CL 1 recognizes partial commands and arguments if enough of
the character string is typed to make the word unique.

For example, show ver si on may be shortenedtosho ver.

If the truncated entry is not unique or does not match any valid CLI command string, an appropriate
message is displayed.

5.4.2.2. Command History

A history of commands is maintained for each CLI login session. The "up-arrow" key moves backwards
through the list from the most recent commands to the more distant ones. The "down-arrow" key moves
forward through the list towards the most recent. A recovered command may be edited when it is visible
on the command line.

Theshow hi st or y command displays the entire saved history of commands.
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5.4.2.3. Command Argument Completion

When entering commands, specify all the parameters listed in the command syntax. The wrong number
of command parameters may cause the command to fail, or worse, the command may cause unexpected
results. Extra command line arguments are ignored while unspecified arguments retain previous attribute
values. It isgood practiceto verify the expected command results using the show command. If resultsare
not as expected, revert to default values or try the command again.

The box below shows an example command with all arguments specified:

fiberdriver(config)# aaa renote-server host 1 1.2.3.4 nySecret 1 2 3
fiberdriver(config)# show aaa renote-server hosts
aaa remote-server host 1 1.2.3.4 nySecret 1 2 3

The next box below shows the same command with too few arguments specified, which resultsin the final
parameters keeping the values 1, 2, and 3 from the previous command.

fiberdriver(config)# aaa renote-server host 1 1.2.3.4 nmyNewSecr et
fiberdriver(config)# show aaa renote-server hosts
aaa renote-server host 1 1.2.3.4 nyNewSecret 1 2 3

5.4.2.4. Command Argument By Name

The unique descriptive name assigned to a chassis, slot, or port in the system may be used in place of the
numbered hardware designation in most commands. Refer to the descri pti on command sections to
set up a unigue device name. These names can be used to make administration clearer with names that
reflect location or function.
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5.4.3. CLI Navigation

The CLI operates in five states that affect or determine the command availability and behavior. The CLI
provides an organized system layout that the user follows with navigation tools to address actions toward
specific system components.

Atlogin, the CLI hasafixed set of available commands. This state alone determines the working " context"
for the CLI command environment. This environment is referred to simply as the "login context”.

There are also four configuration states: Config, Chassis, Slot, and Port. The Config (Configuration) state
aso has afixed set of available commands, so the CLI environment isreferred to as the "config context”.

The available commands and resulting actions in the other three CLI states (Chassis, Slot, and Port)
depend partially on the specific hardware component being accessed. These three states are roughly
hierarchical, corresponding to the hardware represented; a chassis contains slots which contain ports.
The CLI environment is in a similar operating state for chassis, for slots, or for ports, but the specific
characteristics of each hardware component also affects the available commands. The hardware state
(chassis, dot, or port) along with these individual component characteristics determines the command
"context".

The default system prompt displays the active command context. The box below shows the state model
and a command sequence traversing through the CLI environment Notice how the prompt changes with
each navigation command.

Login [ sl config Ehassis fiberdriver# configure term na
fiberdriver(config)# chassis 1
fiberdriver(chassis/1)# slot 1.2
‘ |: fiberdriver(slot/1.2)# port 1.2.2
fiberdriver(port/1.2.2)# next
Slot fiberdriver(port/1.2.3)# previous
fiberdriver(port/1.2.2)# up
fiberdriver(slot/1.2)# up
(:LJ fiberdriver(chassis/1l)# exit
Contexts Port fiberdriver(config)# exit

fiberdriver#
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Enter the Config context withtheconfi gure term nal command. Return to the Login context with
theexi t command.

fiberdriver(config)# port 1.2.2
fiberdriver(port/1.2.2)# chassis 1
fiberdriver(chassis/1)#

The three hardware contexts follow a partly hierarchical structure that mirrors the physical device
relationships. The chassis contains slots (modules) which in turn contain ports. Operations on the larger
component often affect the components contained in the larger target device.

The next command is a short-cut for navigating to the following slot or port context. The pr evi ous
command navigates in the reverse direction. The up navigates either from the port to the slot context or
from the slot to the chassis context. Notice how the port value in the prompt changes in the box below.

fiberdriver(port/1.2.2)# next
fiberdriver(port/1.2.3)# previous
fiberdriver(port/1.2.3)# up
fiberdriver(slot/1.2)# up
fiberdriver(chassis/1)#

PN 1275005-100 Rev E6 24



EM316LNXNM-OT Management Basics

5.5. Login Context Commands and Examples

5.5.1.

Commands in the Login context are generally for system status monitoring. Usethe" ?" and "1 i st "
commands at thef i ber dri ver # prompt to display the list of command line options.

"?" and "list"

? displays the commands available in the current context of the CLI. The box below shows the login
context commands:

fiberdriver# ?

configure Enter configuration context

cp Copy files

echo Di splay text for scripting

erase Erase configuration or NVRAM

exit Exit current context and go down to previous context

flush Wit for changes to be flushed to hardware

l'ist Print command |i st

| ogout Logout of the system

I's List files

nor e Display file

mv Rename files

no Negate a conmand

pager Pause scrolling when screen is full

pi ng Send | CMP echo nessages to test network connectivity

qui t Exit current context and go down to previous context

restart Reboot the NM card

rm Rermove files

scp Use SCP to transfer files (small config files only)

show Show runni ng system information

sl eep Pause CLI for scripting

source Read CLI commands fromfile

ssh Open a SSH connecti on

sync Wait for changes to be flushed to hardware / display

t el net Open a TELNET connecti on

t er mi nal Set current term nal paraneters

tftp TFTP conmmands

upgr ade Upgr ade software

who Find out who is connected to the system

whoam Who am | ?

wite Wite running configuration to nmenory or term nal
fiberdriver#

For more detailed syntax help, typel i st <conmand> todisplay all optionsfor the specified command.
If no command is specified, then it displays every valid command for the current context.

The"?' character may aso be used on the command line after a valid command in the box above. The
display shows the valid parameters that may be used following the specified command. If the given
parameter does not complete the command line, then another "7 may be used to display the list of valid
options for the next parameter on the command line.
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5.5.2. "show"

The show command displays information about the target system component. Use the command line

"?" (help character) to display command line syntax and parameters for the show command.

fiberdriver# show?

fiberdriver# show ?
C.S P
NAME
€
C.S
aaa
chassi s
config
cos
defaul ts
di gi tal -di agnostics
di scovery
dscp
firmare
fl ows
groups
hi story
i nvent ory
ip
l'i cense
| og
map
mappi ng-types
nenory
nt p
nt p- server
packages
perm ssi ons
pl ugi ns
ports
proc
r edundancy
rm
runni ng-config
sl ot
slots
snnp- server
startup-config
statistics
sys
tabl e
term nal
tftp
unmapped
user -cl ass
users
versi on
vi d- map
war r anty

fiberdriver#

show - Show runni ng system i nfornmation

Di splay info for port P of slot Sin chassis C
Display info for an elenent with the given nane
Show i nfo for a chassis

Show i nfo for a slot

Show AAA (RADI US/ TACACS+) configuration

Show chassis |i st

Show admi ni strative configuration for a | ocation
Show CoS configuration

Show default configuration for a | ocation

Show Di gi tal Diagnostics summary

L2 Di scovery Protoco

Dscp Map

Show firmware info

Show fl ow configuration

Show group configuration

Di spl ay the session command hi story

Show i nformati on about every object in the system
Show admi ni strative |P status

Di spl ays licensing infornmation about this system
Show | oggi ng configuration and |og entries

Di spl ay port map

Show mappi ng-type info

Show nmenory usage

Show NTP configuration

NTP server configuration

Show i nstal | ed packages and versi ons

Show your perm ssions

Show Pl uggabl e Optics (SFP/ GBI T XFP) summary
Show port |ist

Process information

Show r edundancy i nfo

Renot el y nmanageabl e nmodul e version information
Current operating configuration

Show sl ot |i st

Show sl ot |ist

Show SNWP server configuration

Contents of startup configuration

Show port info

Show system i nformati on

Di splay a systemtable

Show | ocal term nal information

Show tftp information

Show unmapped ports

User cl ass (debug, super, etc)

User accounts

Di spl ays software version

Show VI D nap

Di spl ays infornmation about the warranty for this system

The following examples use the show command with some possible command line parameters.
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5.5.3. "show version"

The show version command displays revision levels for the management system components:

fiberdriver# show version

EMB16LNXNM v4. 7 fdr 17 (Aug 2 2011 - 14:02:31).

U-Boot 1.0.3.4 (Sep 1 2010 - 01:58:56).

Li nux kernel v2.6.32.1-nmrv (#1 Mon Dec 14 15:13:11 PST 2009).
EMB16LNXNM (firmmvare 5c¢. 1c) (00: 20: 1a: 02: 83:c8).

Copyright (c) MRV Corp. 1993-2010

fiberdriver#

55.4."show chassis"

The following box displays the configuration of a chassis:

fiberdriver# show chassis
Chassis Model Nane Nunber OF Slots Tenp(C) Serian Num

1 NC316BU- 16 Chassis 1 16 20 XXXXXXXXXX

fiberdriver#
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5.5.5. "show slots"

The following example displays information about modulesin the dlotsin a chassis:

fiberdriver# show slots

Sl ot Model Nane Mac Address Serial Num
1.1 EMB16LNXNM OT EMB16LNXNM OT at 1.1 00: 20: 1a: 02: 48:28 NA

1.2 EMB16T1EL- XY Dual -converter-with-2-CPEs N A 030309EMLYAG
1.3 EMB16- GSVWKY- 4 GSWKY FD Modul e 00: 20: 1a: 12: 12: 34 032309EMLZLM
1.5 EMB16GSW XY EMB16GSW XY at 1.5 00: 02: 1a: 08: 08: 08 N A

1.7 EMB16Q8C/ S1 EMB16Q8C at 1.7 N A N A

fiberdriver#

5.5.6. "show ports"

The following example displays information about the available portsin a chassis:

fiberdriver# show ports

Por t Enabl e Li nk LIN Speed DDi ags W.(nn) Nane

1.1.1 N A N A N A N A N A N A RS232 at 1.1.
1.1.2 enabl e no Signal N A 100 Mops N A N A SFP at 1.1.2
1.1.3 enable no Signal N A 100 Mops N A N A SFP at 1.1.3
1.1.4 enable I'i nk N A 100 Mops N A N A RJ-45 at 1.1.
1.2.1 enabl e no Signal enabl e N A N A N A RJ48 at 1.2.1
1.2.2 enabl e no Signal enabl e 100 Mops Alarm 850 SFP at 1.2.2
1.2.3 enable no Signal enabl e 100 Mops Alarm 850 SFP at 1.2.3
1.2.4 enable no Signal enabl e N A N A N A Tlport4
1.3.1 enabl e no Signal di sable 10 Mops N A N A RJ-45 at 1.3.
1.3.2 enable signal Detect disable 1 Gops Ok 850 GSWKY port 2
1.3.3 enable signal Detect disable 1 Gbps Ok 850 SFP at 1.3.3
1.3.4 enable no Signal di sable 10 Mops N A N A RJ-45 at 1.3.
1.5.1 enabl e no Signal N A 10 Mops N A N A RJ-45 at 1.5.
1.5.2 enable signal Detect NA 1 Gbps Ok 850 SFP at 1.5.2
1.5.3 enable signal Detect NA 1 Gbps Ok 850 SFP at 1.5.3
1.5.4 enable no Signal N A 10 Mops N A N A RJ-45 at 1.5.
1.7.1 N A no Signal N A N A N A N A 2BNC at 1.7.1
1.7.2 N A no Signal N A N A N A N A S1_DSC_SM at
fiberdriver#
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5.5.7. "show log"

The show log command displays log settings for the management system components:

fiberdriver# show | og
Runni ng Level : warni ng
Nvram Level : di sabl ed
Trap Level : warning
Renmpbte Server: 0.0.0.0
Renpte Level : notice
Debug Messages: di sabl ed

fiberdriver#

5.5.8. "show groups" and "show users"

Management access is controlled through group and user permissions. Display the current system groups

and users with the commands shown below.

fiberdriver# show groups
System group configuration:
group all wite 1

group all wite 2

Your configured perm ssions:
Read/Wite Chassis: 1, 2
(From Goup "all")

fiberdriver#

fiberdriver# show users

username adm n password encrypted $1$kQr| g/ $b8wWFa2EWL34TnN7wd/ cl ass super
username adm n groups all

user name debug password encrypted $1$NUl VuN $sN7t mM\baoZG8ggT. | 30 cl ass debug
user name debug groups all

fiberdriver#
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5.5.9. "show running-config"

The show running-config command displays the currently active system parameters for the management
system.

fiberdriver# show runni ng-config
Bui | di ng configuration...

Current configuration:

Configuration saved on 2011/08/15 12: 05: 55

Configuration witten by adm n!

EMB16LNXNM v4. 7 fdr 17 (Aug 2 2011 - 14:02:31).

U-Boot 1.0.3.4 (Sep 1 2010 - 01:58:56).

Li nux kernel v2.6.32.1-nmrv (#1 Mon Dec 14 15:13:11 PST 2009).
EMB16LNXNM (firmmvare 5c¢. 1c) (00: 20: 1a: 02: 83:c8).

Copyright (c) MRV Corp. 1993-2010

ip interface 192.168. 14. 201/ 24

snnp-server community wite encrypted $1$wZCHI 9/ $6H3nte5Y15i Lht dpoXBoal
snnp-server community read encrypted $1$hZyZkAl$xi JTxyCDf Vb1bcAYyWOW 1
snnp-server sys nane fiberdriver

ip interface dhcp

chassis 1 type NC316BU-16 rev 1

chassis 2 type VIRTUAL16

slot 1.1 type EMBI6LNXNM OT rev 4
slot 1.2 type EMB16-10G XY rev 1
slot 1.3 type EMB16E3 rev 8

slot 1.4 type EMB16F rev 12

slot 2.2 type EMB16EFRM rev 6
port 1.1.1 type RS232

port 1.1.2 type SFP

port 1.1.3 type SFP

port 1.1.4 type RJ-45

port 1.2.1 type SFP

port 1.2.2 type XFP

port 1.2.3 type XFP

usernanme adm n password encrypted $1$kQ2r| g/ $Cb8wFa2EWL34TnN/wd/ cl ass super
username adm n groups all

user nane debug password encrypted $1$NU VuN $sN7t 871 MAZGBggT. | 30 cl ass debug
user nanme debug groups all

group all wite 1

group all wite 2

fiberdriver#
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5.5.10. "show startup-config"

The show startup-config command displays the contents of the startup-config file, which are applied when
the system boots. Default values are applied to any parameters not specified in thisfile.

fiberdriver# show startup-config

Configuration saved on 2005/ 01/ 01 00: 22: 42

Configuration witten by adm n!

|
|
|
|
|
!
I EMB16LNXNM v4.0 fdr 58 (Jul 25 2007 - 09: 34: 25).

! U-Boot 1.0.1 (Jan 25 2005 - 11:08:25).

I Linux kernel v2.4.26 (#1 Wed Dec 13 10: 36: 44 PST 2006).

I EMB16LNXNM (firmavare 5c. 13) (00: 20: 1a: 02: 48: 28).

I Copyright (c) MRV Corp. 1993-2007.

|

ip interface 192.168. 14. 201/ 24

username adm n password encrypted $1$kQ2r| g/ $Cb8WFa2EWKCATNN/WI/ cl ass super
usernanme admin group all

user nane debug password encrypted $1SNU VuN $sN7t 871 mMAZGBggT. | 30 cl ass debug
user nane debug group all

group all wite 2

group all wite 1

snnp-server community read encrypted $1$hZyZkAl$xi JTxyCDf Vb1bcAYyWOW 1
snnp-server community wite encrypted $1$wZCHI 9/ $6H3nte5Y15i Lht dpoXBoal

ip interface dhcp

snnp-server sys nane fiberdriver

chassis 1 type NC316BU-16 rev 1

chassis 2 type VIRTUAL16

slot 1.1 type EMB16LNXNM rev 4

slot 1.2 type EMB16Q3C rev 5

slot 1.3 type EMB16E3 rev 8

slot 1.4 type EMB16F rev 12

slot 2.2 type EMB16EFRM rev 6

fiberdriver#
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55.11. "show defaults"

The show defaults command displays the startup-config parameters for the specified system component.

fiberdriver# show defaul ts?
NAVE - Display info for an element with the given nane
defaults - Show default configuration for a |ocation
fiberdriver# show defaults ?

C - Chassis
C.S - Slot
C.S.P - Port

NAME - El enent
fiberdriver# show defaults 1
chassis 1

| tenperature-limt 45
! tenperature-mn 5
I gen-trap link
I gen-trap chassis
I gen-trap | oopback
I gen-trap sl ot-change
! gen-trap port
! gen-trap nodul e-specific
! | oopback-ti neout 0O
! description "Chassis 1"
! gen-trap lin
| gen-trap port-change
I gen-trap port-diags
! gen-trap switchover
|

fiberdriver#

5.5.12. "show config"

The "show config" command displays the operating parameters for the specified system component.

fiberdriver# show config?
NAME - Display info for an elenment with the given name
config - Show administrative configuration for a | ocation
fiberdriver# show config ?

© - Chassis
CRS - Sl ot
C.S.P - Port

NAMVE - El enment

fiberdriver# show config 1

chassis 1
I Configured paraneters that override defaul ts:
I Configured paraneters that match defaul ts:
I Paraneters that will follow defaults:
| tenperature-limt 45
! tenperature-mn 5
! gen-trap link
! gen-trap chassis
! gen-trap | oopback
! gen-trap sl ot-change
! gen-trap port

! gen-trap nodul e-specific

I | oopback-timeout O

! description "Chassis 1"

! gen-trap lin

! gen-trap port-change

! gen-trap port-diags

! gen-trap switchover

i

fiberdriver#
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5.5.13. Displaying and Saving System Parameters

Use the write terminal command to display the current operating parameters.

Use the write file command to save the current parameters to the configuration file.

These commands display no output besides the prompt.

5.5.14. EM316LNXNM Hot-Swapping

Hot-swap settings are stored on each EM316LNXNM module. Stored startup values are read by the
EM316LNXNM when the module restarts.

The EM316LNXNM may be removed from the chassis during operation and replaced with a spare that
is configured the same as the original. Data flow may be affected while the manager is not available, but
normal Fiber Driver operation resumes when the EM316LNXNM reboots in the system.

Not all line cards or settings support EM316LNXNM hot-swap. Modules that do not support hot-swap
are reconfigured according to the "st ar t up- conf i g" filewhen the NM is booted, which can intertupt
traffic. Settings that do not support EM316LNXNM hot-swap are reloaded from "st ar t up- confi g".
For example, port, slot, and chassis names cannot be read from the hardware, so the EM316LNXNM
software uses these values as stored in the configuration file. To minimize impact from hot-swapping
modules, it is very important to save changes made to the running configuration.

5.5.15. "flush" and "sync"

Thef | ush command forcesthe system to wait for all previous commandsto execute on the target device.
This command assures that the target devices are in the desired operating state. This command is useful
with automated management before any command that requires a known system state.

fiberdriver# flush

The sync command forces the system to wait for all previous commands to execute on the target device
AND for the EM316LNXNM-OT to poll the system to update any changes in the status tables. This
command assures that the target devices are in the desired operating state AND that the user interfaces
correctly report the current status including changes. This command is useful with manual management
before any command that reads system status and manageabl e parameters.

fiberdriver# sync
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5.5.16. Network Testing: "ping"

The system's ping tool can be used to check the IP connectivity between the EM316LNXNM and any
external device. Pingisan ICMP/IP utility that sends an echo request from one host to another and expects
areply from the remote host. The reply requests are answered if there is a logical network connection
between the device and the destination. If there are no responses, either there is no connection or the IP
configuration is not configured correctly on the device or at |east one of the sending and receiving devices.
If there are some responses and some timeouts, then there is likely an intermittent cabling problem.

User the pi ng command to verify network connectivity between IP devices. Type the destination IP
addressin dotted decimal notation (e.g. 192.168.1.1).

Use <"C> (Ctrl+C) to stop the ping command in the EM316LNXNM CLI.

64
64
64
64
64
64
64
64

byt es
byt es
byt es
byt es
byt es
byt es
byt es
byt es

168.1.1 (192

from192.
from192.
from192.
from192.
from192.
from192.
from192.
from192.

168.
168.
168.
168.
168.
168.
168.
168.

.1

round-trip m n/avg/ max
fiberdriver#

1.

PR RRRERER

fiberdriver# ping 192. 168.
Press Cirl-C to term nate.
PI NG 192.

68

1:

PR RRERER

.1

1.

1

.1): 56 data bytes

i cnp_seq=0
i cnp_seqg=1
i cnp_seq=2
i cnp_seq=3
i cnp_seq=4
i cnp_seqg=5
i cnp_seq=6
i cnp_seq=7

- 192.168.1.1 ping statistics ---
8 packets transmitted, 8 packets received, 0% packet |oss

ttl=20
ttl=20
ttl=20
ttl=20
ttl=20
ttl=20
ttl=20
ttl=20

= 1.0/1.5/5.5 s

ti me=5.
tinme=1.
tinme=1.
tinme=1.
tinme=1.
tinme=1.
tinme=1.
tinme=1.

roOooooou
FRAAD BB A

NG (Cirl +0)
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5.5.17. IP Access

The EM316LNXNM-OT supports standard IP access tools for remote network monitoring and
administration. HTTP, Telnet, and SSH operate as server and client services to connect aremote user with
the Fiber Driver system manager. To use each protocol for management access, first verify that the server
is enabled on the LNXNM to accept the connection request from the remote client.

The server setup commands are similar for each service. Configuring the LNXNM [P address, mask, and
gateway isawaysthefirst step before using any network service. Set these parametersin the Configuration
context with the P commands shown below.

fiberdriver(config)# ip?

ip - IP configuration
fiberdriver(config)# ip ?

defaul t-gateway - Set default gateway

gratuitous-arp - Send broadcast gratutitous ARP when |P address changes or network
cComes up

interface - Systeminterface configuration

ssh-server - Enabl e ssh server

tabl es - iptables configuration

t el net - server - Enabl e TELNET server

web- server - Enabl e web server

fiberdriver(config)

Enable and disable the Telnet server with the commands:

fiberdriver# ip tel net-server

fiberdriver# no ip tel net-server

Enable and disable the SSH server with the commands:

fiberdriver# ip ssh-server

fiberdriver# no ip ssh-server

Enable and disable the HTTP (web) server with the commands:

fiberdriver# ip web-server

fiberdriver# no i p web-server

Usethewrite fil e command to apply the current configuration each time the EM316LNXNM-OT
restarts.

When the |P parameters are configured and the server is enabled, then the EM316LNXNM-OT is ready
to receive connection requests from corresponding remote clients.

The EM316LNXNM-OT also supports outward (client) Telnet and SSH connections. Telnet and SSH
connections originating at the LNXNM require | P configuration, but servers may be disabled.
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55.17.1. Server Ports

Telnet, SSH, and HTTP use ports 23, 22, and 80 by default. These default ports may be changed with the
following commands:

fiberdriver# ip tel net-server port <1-65535>
fiberdriver# ip ssh-server port <1-65535>

fiberdriver# ip web-server port <1-65535>

5.5.17.2. Remote CLI: "Telnet"

Contact the EM316LNXNM-OT from a network workstation with the TCP/IP terminal interface " Telnet"
client.

The CLI operates and appears the same as using the seria interface. For security, the Telnet server is
disabled by default. Refer to the following section for more secure management access through secure
shell (SSH).

Use the open command to open auser CLI session.

Usethequi t command to exit the CLI and close the Telnet connection.

5.5.17.3. Secure Remote CLI: "SSH"

Contact the EM316LNXNM-OT from a network workstation with the TCP/IP terminal interface " SSH"
client for secure management.

The CLI operates and appears the same as using the serial interface.

5.5.17.4. Graphical Web Access

The EM316LNXNM-OT includes an HTTP server for direct graphica management of a single Fiber
Driver system. The HTTP (web) server is enabled by default.

Use aweb browser (Internet Explorer, Firefox, etc.) from a network client to access the graphical HTTP
server on the target Fiber Driver manager. Use the EM316LNXNM-OT IP address configured above in
the address line to open the administration starting page.
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5.5.18. Upload/Download: "tftp"

Trivia File Transfer Protocol (TFTP) transfers files to or from the network management (NM) module.
The EM316LNXNM firmware includes a TFTP client that must be configured with an external TFTP
server to send or receivefiles. Thet f t p command is available in the Login context of the CLI.

Thet f t p tool isintended for moving revision (*.rev), source (*.src), and configuration files. Once used,
these files should be removed from LNXNM storage because onboard capacity is limited. Use the | s
command to view the current files stored.

Usethe upgr ade command for firmware revision images. Files such as ulmage.initrd that are too large
can cause problems.

5.5.19. Configuration Scripts: "scp"

SCP copiesfilesto or from the system with the security of authentication and encryption. SCP establishes
an SSH connection to either send or receive files. SCP transfers can initiate only from the LNXNM. SCP
transfers can't be initiated by an SCP client running on an external host. Use the"scp" command to start
afiletransfer.

To copy afileto thelocal system from aremote host (with IP Address 192.168.1.1, for example):

fiberdriver# scp localfile fromuser@?92.168.1.1:renptefile

Passwor d:

renotefile 100% 1759 0. OKB/ s 00: 00
fiberdriver#

To copy afilefrom thelocal system to aremote host (with IP Address 192.168.1.1, for example):

fiberdriver# scp localfile to user@?92.168.1.1:renptefile

The authenticity of host '192.168.1.1 (192.168.1.1)' can't be established.
RSA key fingerprint is 1f:e6: 7f:7b:c2:56: 2c: 74: 42: 11: c7: a3: a6: f 6: dO: 05.

Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Permanently added ' 192.168.1.1' (RSA) to the list of known hosts.
user @92.168.1.1's password:

| ocalfile 100% 1759 0. OKB/ s 00: 00
fiberdriver#

The scp toal isintended for moving revision (*.rev), source (*.src), and configuration files. Once used,
these files should be removed from LNXNM storage because onboard capacity is limited. Use the | s
command to view the current files stored.

Usetheupgr ade command for firmware revision images. Files such as ulmage.initrd that are too large
can cause problems.
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5.5.20. Custom Scripts

Write CLI scriptsusing any text editor and then, using TFTP or SCP, transfer the filesto the deviceto run
them. Provide an external TFTP or SCP server. For improved security, the EM316LNXNM system does
not include an onboard TFTP or SCP server. However, it does provide TFTP and SCP clients.

5.5.20.1. Moving Files

Usingthe"sys tftp-host-ip 10.1.1.1" command, set up the IP address of the external TFTP
server. The"tftp get" and"upgr ade" commands use the address (10. 1. 1. 1) if it is not specified
in the command itself.

Usethe"tftp get script.txt" command to transfer the script file to the device. If the command
does not specify a TFTP server using "sys tft p-host-ip", orif you wish to use a different server
thantheonespecifiedbyt f t p- host - i p,usethe"tftp get 10. 1. 1.2 script.txt"command.

fiberdriver# con t

fiberdriver(config)# sys tftp-host-ip 10.1.1.1
fiberdriver(config)# exit

fiberdriver# tftp get script.txt

Fetching script.txt from10.1.1.1...
Copyi ng. . .

fiberdriver#

Alternately, use the steps described in "SCP">.

Unix-like commands| s, mv, and r mare available to operate on those files.

fiberdriver# |s
STWTWE - - - 1 admin config 12 Mar 29 11:58 script.txt

fiberdriver# mv script.txt script2.txt
fiberdriver# |s

STWTWE - - - 1 admin config 12 Mar 29 11:58 script2.txt

fiberdriver# rmscript2.txt
fiberdriver# |s

STW- - - - 1 root config 668 Sep 2 2005 ssh_host_dsa_key
FWr--r 1 root config 606 Sep 2 2005 ssh_host_dsa_key. pub
W ------ 1 root config 531 Sep 2 2005 ssh_host_key
W ------ 1 root config 335 Sep 2 2005 ssh_host_key. pub
W ------ 1 root config 883 Sep 2 2005 ssh_host_rsa_key
FWr--r 1 root config 226 Sep 2 2005 ssh_host_rsa_key. pub
FW-r----- 1 root config 1734 Mar 29 09: 30 startup-config
FW-r----- 1 root config 1708 Mar 20 13:19 startup-config.sav

fiberdriver#
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5.5.20.2. Executing Scripts (sour ce)

Usethe"l s" command to verify that the script isloadedinthe LNXNM. Type"sour ce script.txt"
to execute the CLI commandsin the named script file.

Examplescri pt.t xt:

port 1.1.1
description port 1

Loading and running scri pt .t xt:

fiberdriver# tftp get script.txt
Fetching script.txt from 10.1.1.19...
Copyi ng. . .

fiberdriver# show 1.1.1

Port: 1.1.1

Nane: RS232 at 1.1.1

Enabl e: enabl e

Connector: cu Db9
fiberdriver# source script.txt
fiberdriver# show 1.1.1

Port: 1.1.1

Nane: port 1

Enabl e: enabl e

Connector: cu Db9

fiberdriver#

5.5.20.3. Restoring a Saved Configuration

Beginning with EM316LNXNM-OT v4.5, the "sour ce" command does not process script command
lines that reset default values. Previous versions simply processed each script line sequentially. Contact
customer support if scripts behave differently after upgrading EM316LNXNM-OT versions.

To return a module configuration to a specific saved state, follow the steps below.

Save Configuration

1. Usethe"write fil e"command to savethe module configuration
2. Note the module hardware settings (necessary for most recent Fiber Driver products)

Restore Configuration

1. Set module hardware to the setting when the configuration was saved (recent Fiber Driver modules)

2. Usethe"def aul t al | " command to configure default settings (hardware-dependent in recent Fiber
Driver modules)

3. Usethe"sync" command to wait for all defaultsto reset

4. Usethe"source [config-fil e]" command to restore the non-default system configuration
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5.5.21. LNXNM Firmware Upgrades

Usethe"'write file" command to make sure that the "st art up-confi g" fileis
current and matches the running configuration.

Backup the"st art up- confi g" fileby usingthe"tftp put A. B.C. D startup-
config renote-file-name" command, where A. B. C. D is the address of your
external TFTP server. A backup makesit easier to go back to the previous software version if
you have problems with the new software. See "Firmware: Upgrade” for more information.

When the system software is working properly, upgrade process is simplest with a TFTP server on a PC.
Setup the external TFTP server and useupgr ade command to update the EM316LNXNM software. This
"upgrade" command may run for a minute or more. If not specified, the upgr ade command retreives

thefile"ul mage. i ni t r d" by default. If security isimportant, then use upgr ade scp, where "scp"
means 'Secure Copy'.

fiberdriver# upgrade 169.254.192.116 ul nage.initrd
Fet ching ulnage.initrd from 169. 254. 192. 116. . .

Use SCP to upgrade the system with the command:

fiberdriver# upgrade scp user@yO. 1.120. 16 fil enane
fetching filenane ...
Passwor d:

filename 100% 4978KB 551. OKB/ s 00: 08

Erasi ng Fl ash: Erased!

Witing i mage: Software updated!
al | done!
fiberdriver#

SSH uses RSA keys, which the system may not know at thetime of executing an SSH command. Therefore,
the system may ask you to acknowledge the authenticity of any host being contacted the first time. Also,

the Linux NM does not have a DNS client, so you must use an actual |IP Address (e.g. 192. 168. 1. 1)
for SSH remote hosts.

To restart the system, use one of the following commands:

* Torestart the LNXNM and al line cards, reload firmware and configuration settings as show below.

fiberdriver# restart cold
Wi ting for processes. .ok
Restarting system

e Torestart the LNXNM but not reload firmware or configuration settings.

fiberdriver# restart warm
Waiting for processes.. ok
Restarting system

MRV EMB16LNXNM

| ogi n:
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* Torestart the LNXNM and reload firmware only, but not reload configuration:

fiberdriver# restart upgrade
Waiting for processes.. ok
Restarting system

If the EM316LNXNM does not start after an upgrade process, the normal boot process can be interrupted
to download avalid "ulmage.initrd" file from a TFTP server. See the "Recovering from afailed ‘'upgrade
command" section in the Troubleshooting chapter.

5.5.22. LNXNM Firmware Downgrades

Before upgrading the system software, always make a backup of the current " st art up- confi g"

file. This backup may be used to downgrade the EM316LNXNM to this previous version of software,
if necessary.

To back up the current st ar t up- confi g file:

fiberdriver# wite file

Bui | di ng configuration file...

OK, saved to startup-config

fiberdriver# tftp put 10.1.1.15 startup-config saved-startup-config
putting startup-config ...

TFTP fi ni shed!

fiberdriver#

See "Firmware: Upgrade" for more information.
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Procedure5.1. Downgrading LNXNM software

Configure the TFTP server with the required files. Required files should include current LNXNM
software (ul mage. i ni trd), old LNXNM software (ol d- ul mage. i ni t rd), and old startup-config
file (ol d- st art up-confi g).

1. Loadthecurrent version of software

Skip this step if you are already running the current version of the software.

fiberdriver# upgrade
Erasi ng Fl ash: Erased!

Witing inmage: Software updated
all done
fiberdriver#

2. Restorethepreviousversion of "st art up-confi g"

To be sure that your " st art up- confi g" file contains commands compatible with the older
version of software, restorethe” st art up- conf i g" filewith the working copy before upgrading.
Usethe"tft p get" command:

fiberdriver# tftp get 10.1.1.15 old-startup-config startup-config
Fet chi ng ol d-startup-config from 10. 1. 1. 15..

Copyi ng. .

fiberdriver#

Donot execute"wri te fil e" after restoringthe” st art up- confi g" fromol d- st art up-
conf i g. That command would overwrite the newly restored " st ar t up- confi g".

3. Load old version of software

Follow the same steps used in the "Firmware: Upgrade” section to downgrade your NM card to the
desired version of software.

fiberdriver# upgrade 10.1.1.15 old-ulmage.initrd
fetching old-ulmage.initrd ...

Erasing Fl ash: Erased!
Witing i mge: Software updated

al | done
fiberdriver#

4. Reboot!

Usethe"restart upgrade" command to reset the NM card and reload the operating software
without interrupting modul e (or blade) function. Note that "restart upgrade” isequivalent to LNXNM
hot-swap.

fiberdriver# restart upgrade
Waiting for processes.. ok
Restarting system
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Chapter 6. Configuration Context

...LNXNM envirnonment setup in the CLI

The configuration context is used to set up system and environment parameters. For alist of commands
available in this (or any) context, type '? after the command prompt.

fiberdriver(config)# ?

aaa Renpt e aut henti cati on/ aut hori zati on/ accounti ng

chassi s Configure a chassis

def aul t Restore paraneter(s) to defaults

echo Di splay text for scripting

end End current context and go down to initial command context

exit Exit current context and go down to previous context

firmare Onboard firmvare mani pul ati on

flush Wait for changes to be flushed to hardware

f oreach Execute a command on a set of objects

group G oup configuration

ip I P Configuration

list Print command |i st

| og Loggi ng configuration

| ogout Logout of the system

map Configure port nap

no Negat e a command

nt p Enabl e NTP

nt p- server NTP server configuration

pager Pause scrol ling when screen is full

port Configure a port

qui t Exit current context and go down to previous context

scp Use SCP to transfer files (small config files only)

show Show runni ng system information

sl eep Pause CLI for scripting

sl ot Configure a slot

snnp- server SNVP server configuration

sync Wait for changes to be flushed to hardware / display

sys Syst em confi guration

term nal Set current term nal paranmeters

user name User account nmanagenent

who Find out who is connected to the system

whoami Who am | ?

wite Wite running configuration to nenory or termn nal
fiberdriver(config)#

Usethel i st comnmand to display all the complete commands available.

The "?' character may aso be used on the command line after a valid command in the box above. The
display shows the valid parameters that may be used following the specified command. If the given
parameter does not complete the command line, then another "?' may be used to display the list of valid
options for the next parameter on the command line.

PN 1275005-100 Rev E6 43



EM316LNXNM-OT Configuration Context

6.1. Storage of Configuration Parameters

The device has a Non-Volatile RAM (NVRAM) to store configuration parameters. The "st art up-
conf i g" file contains device configuration parameters. This file is simple text, readable with any text
editor. It contains alist of the CL1 commands required to bring the box from the known default condition
to the desired running condition.

The manager does not automatically save the current running configuration. Usethe"wri t e
fil e" command to save current parameterstothe"st ar t up- conf i g" fileand use them
when the system restarts.

6.2. Restoring Default Parameters

Use the default command to discard changes applied to the module configuration. The example below
illustratesreturning the entire modul e to the original factory defaults. Usethe"?" after the default command
or refer to EM316LNXNM-OT documentation for parameters to reapply only selected default values
including individual port settings.

fiberdriver(config)# defaul t?
default Restore paraneter(s) to defaults
fiberdriver(config)# default ?

@ Chassi s

C.S Sl ot

CS P Por t

aaa Renpt e aut henti cati on/ aut hori zati on/ accounti ng
ip | P Configuration

| og Loggi ng confi guration

nt p Restore ntp to its default state

snnp-server SNWVP server configuration

sys System confi guration

fiberdriver(config)# default 1
Restored defaults for 1.
Renpved configuration for 1.

fiberdriver(config)#
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6.3. Configuring System Parameters

Enter "configuration" mode, as shown below, to configure the system parameters. The prompt changes to
reflect the current command context.

fiberdriver# configure term na

Commands are completed with the -CR- or -Enter- key, which does not display or print.

Change the SUPER user password using the 'username’ command.

fiberdriver(config)# usernane admi n password -new password-

Set IP address and netmask information using the following command:

fiberdriver(config)# ip interface 192. 168. 88. 114/ 24

ThelPaddress(192.168.88.114) and netmask (255.255.255.0) above are examplesonly. Use | P parameters
appropriate for your network.

Set specific gateway information using the following command:

fiberdriver(config)# ip default gateway 192.168.88.1

The new IP information configured does not load until restarting the system or using the command:

fiberdriver(config)# ip interface update

Use the following command to save the configuration into permanent (non-volatile) storage:

fiberdriver(config)# wite file
fiberdriver(config)# exit

The system does not automatically save configurations to permanent storage. Use the write file command
to save a configuration before restarting the system. Now the IP configuration is complete.

The default SNMPv1 and SNMPv2c community names are "publ i ¢ for read and "pri vat e" for
write. You can reset the SNMP community strings using the"snnp- ser ver conmuni t y" command.
SNMPv3 configuration information is provided later in this manual.

fiberdriver(config)# snnp-server community read readsecret
fiberdriver(config)# snnp-server community wite witesecret
fiberdriver(config)#

Use the "descri pti on" command to change names of the chassis, dot, and port. Use the show
command to verify the change. Chassis names are limited to nine characters.
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6.4. Dynamic IP (DHCP)

The EM316LNXNM-OT supports Dynamic Host Control Protocol (DHCP) for convenient IP
configuration. The DHCP client automatically requests | P configuration valuesfrom alocal DHCP server.
These values are applied when the LNXNM boots, and may change if the |P connection resets.

The box below shows the syntax help for thei p command in the config context.

fiberdriver(config)# ip ?

defaul t-gateway - Set default gateway

gratuitous-arp - Send broadcast gratutitous ARP when |P address changes or network
comes up

interface - Systeminterface configuration

ssh-server - Enabl e ssh server

tabl es - iptables configuration

tel net-server - Enabl e TELNET server

web- server - Enable web server
fiberdriver(config)# ip interface ?

A.B.C.D - IP address

A B.CDM- IP address/prefix |ength

dhcp - Enabl e DHCP

updat e - Apply administrative interface configuration to operationa

vl an-id - Set 802.1g VLAN ID (0 to disable). WII not take effect until next col d-
restart
fiberdriver(config)# ip interface dhcp ?

<cr>

> - Redirect output to a file

>> - Append output to file
fiberdriver(config)#

Usethei p i nterface dhcp command to enable automatic IP addressing.

fiberdriver# ip interface dhcp

Usetheno ip interface dhcp command to disable automatic IP addressing.

fiberdriver# no ip interface dhcp
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Usetheshow i p i nt erface command to display the IP network settings.

fiberdriver# show ip interface
Desired I P Interface Configuration:
DHCP enabl ed
I nternet Address: 192.168.72.72
Net mask: 255.255.255.0
Broadcast: 192.168. 72. 255
Default Gateway: 192.168.73.73
802.1g VLAN I D: unconfi gured

Actual |IP Interface Configuration:
DHCP enabl ed, |ease tinme: 1209600 seconds, server |ID: 192.168.11.21
I nternet Address: 192.168.12.105
Net mask: 255. 255. 255. 0
Broadcast: 192.168. 12. 255
Default Gateway: 192.168.12.1
802. 19 VLAN I D: unconfi gured

fiberdriver#

With DHCP enabled, changes applied to IP parameters display in the "Desired" section at the top of the
display. DHCP manages the "Actual" IP interface configuration until it is disabled. Desired IP interface
configuration is applied when DHCP is disabled.

For |P parameter configurations not discussed in this manual, consult the local network administrator.
Misconfigured 1P parameters can interrupt network communication and services.
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6.5. Configuring the Prompt

The default login prompt for the EM316LNXNM is:

fiberdriver#

There are two ways to change the EM316LNXNM prompt string:
1. CLI command
2. SNMP sysName SNMP object (OID .1.3.6.1.2.1.1.5) - see SNMP section

From the CLI configuration prompt, use the command below to change the CLI prompt string:

fiberdriver(config)# snnp-server sys name somepronpt
sonmepr onpt (confi g) #

The prompt cannot include the characters "#', "$", "(", or ")". The CLI prompt maximum length is 40
characters. Additional charactersin the new prompt string are ignored. The SNMP sysName string limit
is 255 characters, but only the first 40 characters are displayed.

The command "def aul t snnp-server sys nane" returns the prompt to the default, as shown
below:

OLD- PROWPT(confi g)# default snnp-server sys name
fiberdriver(config)#
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6.6. Editing the Login Banner

Unless changed, you will see the following banner when you login to the LNXNM:

MRV EMB16LNXNM

| ogi n:

The box above shows the default EM316LNXNM login banner. The banner may be changed, and can
contain up to 256 characters including newline. There are two ways to change the LNXNM Banner: by
single command or interactively.

Sngle Command

Use the command below from the configuration prompt to change the EM316LNXNM prompt. STRING
isthe new banner text to apply. If you want to insert atab Usethe "\ t " sequence to insert atab within the
string. Use the "\ n" sequence to insert a newline within the string.

fiberdriver(config)# sys |ogin-banner STRI NG
fiberdriver(config)#

For example, "sys | ogi n- bannner First Line \'n Second Line" displays the following
on login:

First Line
Second Li ne | ogin:

Interactive Changes

Use the command command below from the configuration prompt to enter the EM316LNXNM prompt
editor. Next, type the exact banner text you wish to use. Start a new line with the <Enter> key. End the
banner entry with a new line containing only ". " followed by <Enter>, or a new line with only <"D>
(Ctrl+D).

fiberdriver(config)# sys | ogin-banner

Enter banner (. or ~D alone on a new line to end):
> This is nmy |ogin banner.

> This is the second line of ny |ogin banner.

> .

done!

fiberdriver(config)#
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Removing the LNXNM banner

Usethe"no sys | ogi n- banner " command from the configuration prompt to delete the banner. Only
"l ogi n: " displays when the EM316LNXNM session starts.

Returning the LNXNM banner to default

From the configuration prompt, use the command "def ault sys | ogi n- banner." The default
banner string is at the beginning of this section.

Displaying the current LNXNM banner

Usethe"show sys | ogi n- banner" command from the configuration prompt to display the literal
banner text, as shown below:

fiberdriver(config)# show sys | ogi n-banner
Logi n Banner: \nMRV EMB16LNXNM n\ n
fiberdriver(config)#

Thefollowing characters may be used in the banner editor: 0- 9, A-Z, a-z, <Tab>, oroneof"!"#
$U& () *+,-.1:;<=>?2@\]1"_"{|}~". All other characters are converted to "?".
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6.7. Users, Classes, Groups, and Access

User accountsinclude ausername, apassword, and an access classthat determinesthe commands available
to each user. The three access classes and general permissions are:

Class Permissions
Super Full accessto all commands
Normal Access to non-sensitive show/config commands
View Access to non-sensitive show commands

"Non-sensitive" commands cannot have afatal impact on managing the system and cannot reveal sensitive
information such as passwords and community strings.

"Super" access allows users to add, remove, or change access to user accounts.

Change the active user in a CL | session by using logging out and logging back into the CL1 with the other

username and password.

A Super class user does not need to know the password of a user to change or delete the account. If a
Normal or View user forgets his password, a Super user can set a new password for the user by using the
"user passwor d" command. Passwords must have strong security. (See " Password Strength" below.)
The factory default Super user account is "admin" with the default password "admin”, which is the only

exception to the password strength rules.

. Remember the super user password when it changes, and safely record it in asecurelocation.
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6.7.1. Adding and Removing Users

Create separate users and groupsfor better administrative security. Each user account includesausername,
apassword, and an access class. The only factory default user account is"admin”, with password "admin"
and class "Super".

Other users may be added and managed from any account in the "Super" class. The account access class
determines the commands available to each user.

Usethe"user nane" command to create a user:

fiberdriver(config)# usernane jsmith password goodfella2 class nornal

Usethe"no user nane" command to remove a user:

fiberdriver(config)# no usernanme jsmth

The CLI help display below gives the command description. The "list" command shows all the command
line options.

fiberdriver(config)# usernane?
usernane - User account nmenagenment
fiberdriver(config)# usernane ?
NAME - User name
fiberdriver(config)# |list usernane
user name NAVE
username NAME cl ass (debug]| vi ew| nor nal | super)
user name NAME group NAME
user name NAME gr oups WORD
user nane NAME password
user name NAME password PASS
user name NAME password PASS cl ass (debug]| vi ew| nor mal | super)
user name NAME password cl ass (debug| vi ew nor mal | super)
user nanme NAME password encrypted PASS
user name NAME password encrypted PASS cl ass (debug| vi ew nornal | super)
fiberdriver(config)#

Usethe "?" after any portion of an incomplete command to display the options for the next argument on
the command line.

User namerules:

e must be 1 to 32 characters long
* must start with the following characters: a-z or _
« must only contain the following characters: a-z, 0-9, -, or _

Group namerules:

* must be 1 to 16 characterslong

e must start with the following characters: a-z or _

» must only contain (except for the one exception below) the following characters: a-z, 0-9, -, or _
¢ may end with the following character: $
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6.7.2.

There must always be at |east one SUPER class user configured in the system. If thereis only one SUPER
class user on the system, it cannot be deleted. Even the built-in "admin" user may be deleted if another
SUPER user is added first.

The example below adds a new user "david2" with the password "david2pw".

fiberdriver(config)# usernane david2 password davi d2pw

fiberdriver(config)#

fiberdriver(config)#

fiberdriver(config)# show users

usernanme adm n password encrypted $13kQ2r| g/ $Cb8wWFa235XCATnN/wWI/ cl ass super
username adm n groups all

user name davi d2 password encrypted $1$ERATU 7. $nmf 4ncdXwl G M LVEHW
fiberdriver(config)#

The system does not automatically save configurationsto permanent storage. Usethewritefile command to
save aconfiguration before restarting the system. Unsaved changes are lost, including new user accounts!

Password Strength

Descriptive error messages give helpful information when a password does not meet the system
requirements. Passwords created must meet be:

 at least 6 characterslong
« at least one alphabetic character
« at least one non-alphabetic character

The commands below remove and re-apply the password strength restrictions above.

fiberdriver(config)# no sys password-strength-checking
fiberdriver(config)#
fiberdriver(config)# sys password-strength-checki ng
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6.7.3. Protecting Passwords

The most recent commands entered in a CLI session may be viewed by using "show hi st ory”. If
passwords are typed as part of a command line, then these passwords are visible in the command history
log. Log out of CLI sessions after password changes are made to clear the command history.

fiberdriver(config)# username foouser password foouserl cl ass super
fiberdriver(config)# show history

configure term nal

user nane foouser password foouserl class super
fiberdriver(config)# | ogout

Another way to hide displayed passwordsis by using commands that prompt for separate password input.
When the passwords are entered interactively as in the example beloow, the system does not display or
save them in the command history.

fiberdriver(config)# usernane foouser password
Passwor d: —Password not echoed to screen
Agai n: — Password not echoed to screen
fiberdriver(config)# usernane foouser class super
fiberdriver(config)# show history

configure term nal

user nane foouser password

user nane foouser class super

fiberdriver(config)#

Some CLI commands (like the ones listed below) inlcude passwords in their syntax. Most of these
commands have alternative syntax that prompt for passwords interactively and hide them from the display
and history.

o fiberdriver(config)#snnp-server community read
o fiberdriver(config)#snnp-server community wite
o fiberdriver(config)#snnp-server user foouser

o fiberdriver(config)#usernane foouser

o fiberdriver(config)#usernanme foouser password
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6.7.4. Groups

Limiting the privileges of users increases system security and integrity. User classes provides a very
general measure of security. Groups provide more specific control over two types of user permissions:

1. Port/9ot/Chassis Control

...which Fiber Driver components can each set of users manage

2. Login Access

...which user interfaces each set of usersis allowed to login through:

* console

* telnet

e ssh

. ap|

* gui

These interface permissions may be granted all together using the keyword "al", or they may be denied
together using the keyword "none".

The default group "all" has full accessto all system resources.
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6.7.5. Port/Slot/Chassis Control

The CLI controls user access to Fiber Driver components through group permissions. Each group is
assigned read, read/write, or no access to each manageable component in the system. A user can be a
member of any or all the available groups. The one factory default group, called "al | ", has read/write
access to al possible ports. The "adm n" username is assigned to group "al | ", so this user can access
and change the configuration of any port on the system.

To add a user to agroup (from "configuration” context):

fiberdriver(config)# username USERNAME gr oup GROUPNAME
fiberdriver(config)#

To remove a user from a group:

fiberdriver(config)# no username USERNAME gr oup GROUPNANME
fiberdriver(config)#

To configure the READ port membership of a group:

fiberdriver(config)# group GROUPNAME read 1.1.1
fiberdriver(config)#

To remove that access privilege:

fiberdriver(config)# no group GROUPNAME read 1.1.1
fiberdriver(config)#

Similar commands exist for read/write access rights. Use "wri t e" instead of "r ead" in the above
commands. The system checks chassis, slot, and port access rights on each command. If a user has
permission to manage a system component through a"chassis’, "slot”, or "port" access configuration, then
the user can access the component. Read and read/write accessrights are stored separately. Each port, slot,
or chassis read or write access must be allowed through a specific component access right.

For example, consider the following sequence of commands:

fiberdriver(config)# usernane guest group read-group
fiberdriver(config)# usernane guest group guest-group
fiberdriver(config)# usernane admin group wite-group
fiberdriver(config)# group read-group read 1
fiberdriver(config)# group guest-group wite 1.1
fiberdriver(config)# group guest-group wite 1.2.1
fiberdriver(config)# group wite-group wite 1
fiberdriver(config)#

Thiswill allow "admin" full read/write accessto every port on the chassis. User "guest” will be abletoread
every port on the chassis, and will also be able to configure ports on slot 1.1, and will be able to configure
port 1.2.1, but will not be able to configure any other port.
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6.7.6. Login Access

User groups may be used to restrict access to the various interfaces to the management system. There are
five interfaces supported by the EM316LNXNM manager:

» Console
» SSH

e Telnet
* AP

» GUI

A group may be granted or denied permission to use each of these management interfaces. By defaullt,
new groups (and users) have no access restrictions. For convenience, all these access permissions may be
granted or denied together with the two key words below:

e any
* none

The screen shot below showsthe CLI help ("?") display for agroup called "b":

fiberdriver(config)# group b access ?
any Enable access via any service
api Enabl e api service access
consol e Enabl e consol e service access
gui Enabl e pat hfinder service access
none Renpbve access via any services
ssh Enabl e ssh service access
tel net Enable tel net service access
fiberdriver(config)#

Group permissions may be added or removed by any SUPER user. Each user account is denied access to
aninterface only if no associated group allowsthat access. If auser belongsto two groups and one of those
groups allows API access, for example, then the user can access management through the API.

The commands below add, remove, and reset access privileges for the specified "GROUP":

group GROUP access (any|nonejconsol ejtel net|ssh|api)
no group GROUP access (any|consol eltel net|ssh|api)
default group GROUP access

Each interface access may be restricted to some or al groups. If a group with SUPER class members
is assigned no ("none") access, those SUPER class members are granted FULL ("any") access to all
interfaces. This exception protects agains possibly locking out SUPER class control from the system, but
it may be opposite from the intended effect for any SUPER class usersin afully restricted group. Note a
SUPER class user may be restricted from SOME interfaces, but not from ALL interfaces.
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6.7.7. Access by Address

The Linux kernel in the network manager (NM) supports the standard i pt abl es command. Access to
the NM may be granted or denied based on 1Pv4 or MAC addresses through packet filtering and network
address trandation (NAT).

Thei p t abl es commandiscomplex with many command line arguments. The command syntax options
are listed below. Refer to online documentation (e.g. http://www.netfilter.org) for more information.

e ip tables -[AD] chain rul e-specification [options]

e ip tables -1 chain [rulenun] rul e-specification [options]
e ip tables -R chain rul enumrul e-specification [options]

e ip tables -D chain rul enum [options]

*ip tables -[LFZ] [chain] [options]

e ip tables -N chain

e ip tables -X [chain]

e ip tables -P chain target [options]

* ip tables -E ol d-chai n-name new chai n- nane

By default, accessis opento al IP and MAC addresses.
Toreturni pt abl es to the default configuration, typedefaul t i p tabl es.
Todisplay thei pt abl es configuration, typeshow i p tabl es.

PN 1275005-100 Rev E6 58


http://www.netfilter.org

EM316LNXNM-OT

Configuration Context

6.7.8. Forcing User Logouts

Super class users can force logout of a user currently logged into the system. There are two situations to

address.

First, aparticular connection may belocked or another user may require access from that location. A Super
user can end the session of the user currently connected at that point without affecting other connections.
Use the "who" command to find the process identification (PID) number for the command argument.

Disconnect a specific session or sessions:

sys di sconnect pid PID

Second, a rogue user may be logged into the system through multiple connections. All connections
belonging to this user can be terminated by a Super user.

Disconnect a user's session(s):

sys di sconnect user USER

Disconnecting a specified user's sessions can be also be limited to an access interface type listed below:

COMMAND

FUNCTION

sys disconnect user USER api

Disconnect user from all APl sessions

sys disconnect user USER console

Disconnect user from serial console

sys disconnect user USER ssh

Disconnect user from all ssh sessions

sys disconnect user USER telnet

Disconnect user from all telnet sessions

sys disconnect user USER gui

Disconnect user from all gui sessions
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6.8. EM316LNXNM Reboot

There are three commands to reboot the EM316LNXNM:

e "restart upgrade"
e "“restart warnt
e "restart cold"

The"restart war ni' command restarts the current version of the software. The EM316LNXNM will
not reconfigure line cards that support hot-swap.

The"restart upgrade" smulates unplugging and re-plugging the EM316LNXNM in the chassis.
It reloads the software from flash memory, but it does not reconfigure modules that support hot-swap.
Ensure that the running configuration and the"st ar t up- conf i g" remain synchronized after the restart
iscompleted by running"write fil e" beforeusingthe"restart upgrade".

The'"restart col d" simulates a power cycle to the entire chassis. The EM316LNXNM reloads its
software from flash, and it reconfigures all modules accordingto st ar t up- conf i g. Usethiscommand
to ensure that the configuration in "st art up- conf i g" is applied to the hardware.

6.9. Configuration Backup and Restoration

Once the device is configured with proper parameters, backup the configuration file on a remote tftp-
server. Use "t ft p put " to make a copy of the "st art up- confi g" file on a remote tftp-server. If
necessary, restore the "st art up- confi g" on the same EM316LNXNM or a replacement card. Use
"tftp get"tocopy"startup-config"fromtheexternal tftp-server ontothe EM316LNXNM. Use
adifferent chassis (even a 1-slot chassis) to restore EM316LNXNM system settings to avoid the risk of
disturbing the traffic flow in the target chassis.

Make sure that the right "st art up- confi g" is programmed into the replacement EM316LNXNM.
Then, unplug the old EM316LNXNM from the live chassis and replace it with the new EM316LNXNM
(hot-swap). The swap will not disturb the traffic flow through the other modulesin the chassis.
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6.10. Module Replacement and Type-Locking

By default, there are no restrictions between slots in a system chassis for slot devices (modules or blades)
that are supported by the chassis. Once configured for a specific application, use the following command
to restrict each slot in the Fiber Driver chassisto allow only the currently installed device type.

fiberdriver# configure term na
fiberdriver(config)# sys |ock-types
fiberdriver(config)#

Once locked by the command above, each system slot will initialize only the associated device type. To
return to the default state, unlock all sotsin the chassis with the command below:

fiberdriver# configure term na
fiberdriver(config)# no sys |ock-types
fiberdriver(config)#

To unlock only one dlot in the chassis and install any supported device into that slot, use the command
below in the target slot context:

fiberdriver(slot/1.s)# clear-type
fiberdriver(slot/1.s)#

When removing and inserting slot devicesin achassis, the LNXNM usesthefollowing initialization rules:

» With type-locking enabled, a slot device may be replaced only with the same device type; the system
rejects any other device type in the same dlot. The "cl ear -t ype" command releases the dot as if
it was not previously occupied. The "no sys | ock-types" command releases all the dot type
restrictions.

* When type-locking is disabled, a slot device may be replaced with any supported device type. The
system discards any previous module configuration, and it initializes the new card to its default settings.

» When replacing a dot device with the same type in the same slot, the LNXNM manager initializes the
new device with the current saved configuration for that slot. Type-locking does not matter, in this case.

* If adlot has never been occupied, then the LNXNM initializes a newly installed module to its default
settings. If type-locking is enabled, the slot restricts future replacement devices to theinstalled type.

Configuration commandsfor hardwarethat isnot yet installed allows setup of slot devices before plugging
them in. Any configuration may be entered, but options that are not supported by the new device are
dropped. Only the applicable commands are used to initialize the new device.

The running configuration may also include information for devices that have been removed from the
system. Saving thisinformation is very useful when replacing the old device with the same model. If the
previous module configuration is no longer needed in a slot, the administrator can remove the slot entries
from the show r unni ng- conf i g display by using the "cl ear - t ype" command in the target slot
context.
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6.11. Restoring Parameters (Restart / Hot-
Swap)

When the managed system is booted, the management module (EM316LNXNM) reads the 'startup-config'
file into its memory area called the configuration storage layer (CSL). These stored parameters form the
starting point for the running configuration of the application modules in the system.

Next, the EM316LNXNM sequentially interacts with each manageable application module installed in
the system.

If the module was not previously configured, then the EM316LNXNM writes the corresponding CSL
values into the module configuration. This module is marked as 'configured' for the next boot sequence
and the stored parameters will take precedence over the CSL values. The EM316LNXNM then looks for
the next installed module until all the manageable modulesin the chassis are configured.

If the module was previously configured, then the EM316LNXNM tries to read the operating parameter
values from the module. The EM316LNXNM stores configuration values successfully read from each
module into the CSL, overwriting the corresponding values read from the 'startup-config' file.. If avalue
is not readable, then the EM316LNXNM uses the value already stored in the CSL without overwriting the
valuesinthemodule. The EM316LNXNM then looksfor the next installed modul e until all the manageable
modules in the chassis are configured.

The above processis very reliable, but an operational anomaly could cause the EM316LNXNM to read a
previously configured module as unconfigured. Such areading anomaly would cause the EM316LNXNM

to overwrite the modul e configuration with the CSL values. Thistheoretical situation is suggested only as
areminder to back up system configurations and to document critical parameter values.
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6.12. Message Logging

The EM316LNXNM can display log messages on aCL| terminal, send syslog messages, and send SNMP
traps in response to certain conditions detected by the system. The default parameters configure these

message logging options for the most common applications.

To changethe default setting for displaying log messagestoaCLI user, usethe”l og | evel runni ng"

command shown below.

fiberdriver(config)# log | evel running info
fiberdriver(config)# show | og

Runni ng Level : info

Nvram Level : disabl ed

Trap Level : warning

Emai | Level : disabled

Renote Server: 0.0.0.0

Rerpt e Level : nenp
fiberdriver(config)#

To specify the remote syslog server address, usethe”l og r enpt e- ser ver " command. To change the

remote syslog message level, usethe”l og | evel renote" command.

fiberdriver(config)# | og renote-server 192.168. 11. 20
fiberdriver(config)# |log | evel renote info
fiberdriver(config)# show | og

Runni ng Level : info

Nvram Level : di sabl ed

Trap Level : warni ng

Emai | Level : disabl ed

Renote Server: 192.168.11. 20

Renote Level: info

To stop sending messages to the remote syslog server, usethe"no | og renot e- server" command

orthe"no | og | evel renote"command.

fiberdriver(config)# no | og renote-server
fiberdriver(config)# no log | evel renmote
fiberdriver(config)# show | og

Runni ng Level : info

Nvram Level : di sabl ed

Trap Level : warni ng

Emai | Level : disabl ed

Renpte Server: 0.0.0.0

Renpote Level : di sabl ed
fiberdriver(config)#
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An event can trigger an SNMP trap to one or more remote SNM P managers. A network administrator can
receive immediate notification of these events through a manager GUI like MegaVision™. Specify the
SNMP trap manager addresswiththe"snnp- ser ver host " command. Change the default setting for

trap message level withthe"l og | evel

t rap" command.

fiberdriver(config)#
fiberdriver(config)#
fiberdriver(config)#
snnp- server host 169.
snnp- server host 169.

fiberdriver(config)#
fiberdriver(config)#

snnp- server host
snnmp- server host
show snnp- server
254.1.100 public
254.1.101 public

169. 254. 1. 100
169. 254. 1. 101
host s

war ni ng
war ni ng

log level trap error

show | og

Runni ng Level: info

Nvram Level : di sabl ed

Trap Level: error

Emai | Level : disabl ed

Renpbte Server: 0.0.0.0

Renote Level : neno
fiberdriver(config)#

The LNXNM can also use onboard NVRAM to store log messages. Change the log message storage from
default to NVRAM with thel og | evel nvramcommand. To preserve the limited space, use the
NVRAM logsonly as needed for troubleshooting. The manager deletes the ol dest messages to make room
for new messages. To reduce NVRAM usage, set threshol dstolog only messages above desired importance
level from "fatal" down to "mema". For best operation, disablethelog withtheno | og | evel nvram
command when all problems are resolved.

fiberdriver(config)# |log | evel nvram error
fiberdriver(config)# show | og

Runni ng Level : info

Nvram Level : error

Trap Level: error

Renpt e Level : nmeno
fiberdriver(config)#

Emai | Level : disabl ed
Renote Server: 0.0.0.0
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6.13. Audit Logging

The audit log is a history of changes made in the Fiber Driver system by users. Each change creates an
entry that includes the log level, atime stamp, the OID of the object changed, the ID of the user, and the
new value of the changed object. All audit log messages have alevel of "info".

The audit log messages may be displayed on the monitor (running log) or routed to syslog. An example
of atypical audit log message is shown below:

fdrd[ 119] | kern| info|OCct 15 15:25:10 1.2.3: cli user admn
set nbsCmctPort Nane to newNane

SNMPv1 and SNMPv2 messages do not include a user name because they use only community strings
for identification.

Toggle the audit log on and off with the following commands in the Config context:

fiberdriver(config)# sys audit-I|og

fiberdriver(config)# no sys audit-log

The syslog must be configured to receive "info" level messages to record the audit log messages.
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Chapter 7. Managing Fiber Driver
Devices

...managing the Fiber Driver components: chassis, slots, and
ports

The EM316LNXNM-OT provides management access to Fiber Driver hardware components: chassis,
dots, and ports. Factory configurations may work for some applications, but network management is
highly recommended. Many applicationsrequireinteractive configuration access provided by the LNXNM
module. Fiber Driver network management provides proactive administration and reduced operating
EXpenses.

The LNXNM provides a command line interface (CL1) that is accessible either through the secure serial
port or the Ethernet port. The Ethernet port supports SSH or Telnet connections. SSH provides greater
administrative security. The Telnet server is disabled by default to improve security.

7.1. Hardware Contexts

Hardware contexts (chassis, slot, and port) are dependent on the modular components installed in the
managed Fiber Driver system. Refer to device-specific documentsfor individual command details. Usethe
7 command line help key to display available optionsin any context. The hardware contexts are arranged
hierarchically under the configuration context for CLI navigation, as described earlier.
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7.1.1. Chassis Context

Commands typed at the chassis context prompt without a specified target apply to the entire managed
chassis system. In some cases, acommand may also apply to all slotsand portsincluded within the chassis.
Display the commands availablein this context by typing 7 at the prompt, as shown in the example below.

fiberdriver(chassis/1)# ?

chassi s Configure a chassis

cl ear-counters Clear counters for all ports in this chassis

def aul t Restore paraneter(s) to defaults

descri ption Set chassis nane

echo Di splay text for scripting

end End current context and go down to initial command context

exit Exit current context and go down to previous context

gen-trap Enabl e trap generation for the chassis

list Print command |i st

| ogout Logout of the system

| oopback-ti nmeout Adj ust | oopback ti nmeout

map Configure port map for entire current context

next Confi gure next el enent

no Negat e a conmmand

pager Pause scrol ling when screen is full

port Configure a port

pr evi ous Configure previous el enent

qui t Exit current context and go down to previous context

show Show runni ng system information

sl eep Pause CLI for scripting

sl ot Configure a slot

sync Wait for changes to be flushed to hardware / display

tenperature-limt Adjust high-tenperature limt (deg. O

tenperature-mn Adjust lowtenperature limt (deg. C

who Find out who is connected to the system

whoam Wio am | ?

wite Wite running configuration to nenory or term nal
fiberdriver(chassis/1)#
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7.1.2. Slot Context

Commnads typed at the slot context prompt without a specified target apply only to the slot specified in
the prompt. In some cases, a command may also apply to al ports included within the module. Display
commands available in this context by typing '? at the prompt.

Slot context command options can vary depending on the module addressed. The example display below
shows commands available for a Fiber Driver module.

chassi s
clear-type
def aul t
description
echo

end

exit
list

| ogout
next

no

pager
port
previ ous
qui t
show

sl eep

sl ot
sync

up

who
whoam
wite

fiberdriver(slot/1.4)# ?

Configure a chassis

Clear Type, if locking types

Restore paraneter(s) to defaults

Set sl ot nane

Di splay text for scripting

End current context and go down to initial command context
Exit current context and go down to previous context
Print command |i st

Logout of the system

Configure next el enent

Negat e a conmmand

Pause scrol ling when screen is ful

Configure a port

Configure previous el enent

Exit current context and go down to previous context
Show runni ng system information

Pause CLI for scripting

Configure a slot

Wait for changes to be flushed to hardware / display
Confi gure parent el ement

Find out who is connected to the system

Who am | ?

Wite running configuration to nmenory or term na

fiberdriver(slot/1.4)#
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7.1.3. Port Context

Commnads typed at the port context prompt without a specified target apply only to the individual port

specified in the prompt. Display commands available in this context by typing '? at the prompt.

Port context command options can vary depending on the slot and port type addressed. The example below
shows commands available for one type of port.

chassi s
def aul t
description
echo

end

exit
list

| ogout
next

no

pager
port
previ ous
qui t

rm chassi s
rm port
rm sl ot
show

sl eep

sl ot
sync

up

who
whoam
wite

fiberdriver(port/1.4.1)# ?

Configure a chassis

Restore paraneter(s) to defaults

Set port nane

Di splay text for scripting

End current context and go down to initial command context
Exit current context and go down to previous context
Print command |i st

Logout of the system

Configure next el enent

Negat e a conmmand

Pause scrol ling when screen is ful

Configure a port

Configure previous el enment

Exit current context and go down to previous context
Set renote chassis connectivity information

Set renote port connectivity information

Set renote slot connectivity information

Show runni ng system information

Pause CLI for scripting

Configure a slot

Wait for changes to be flushed to hardware / display
Confi gure parent el ement

Find out who is connected to the system

Who am | ?

Wite running configuration to nmenory or term na

fiberdriver(port/1.4.1)#
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7.1.4. Device Descriptions

The "descri pti on" command sets a descriptive name for a chassis, slot, or port. Use the "show"
command to verify device changes. For example, the following command changes the device name from
"chassis 1" to "myFDchass":

fiberdriver# configure term na
fiberdriver(config)# chassis 1
fiberdriver(chassis/1)# description nmyFDchass
fiberdriver(chassis/1)# show
Model : NC316BU- 16
Nanme: nyFDchass
Tenmp(O): 25
Tenp Mn(C: 5
Tenp Limt(C): 55
fiberdriver(chassis/1)#

After entering acommand, there may be adelay of several seconds before the action displays
inthe"show' command.

The next command changes a slot description:

fiberdriver(config)# slot 1.1
fiberdriver(slot/1.1)# description nyslotl.1
fiberdriver(slot/1.1)# exit
fiberdriver(config)#

The next command changes a port description:

fiberdriver(config)# port 1.1.1
fiberdriver(port/1.1.1)# description nmyportl.1.1
fiberdriver(port/1.1.1)# exit
fiberdriver(config)#

Chassis names are restricted to nine (9) characters.
Slot and port names are restricted to fifty (50) characters.

Device descriptions must be unique within the managed system. Duplicate names produce an error
message.
Devicedescriptions cannot "look like" device hardware descriptors (e.g. "1","1.3", or "1.4.12"). Any name

with the form (integer)[.(integer)[.(integer)]] produces an error message, even if an integer is out of range
for achassis, dlot, or port in the system.
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7.2. MegaVision Graphical Management

MegaVision is a general purpose graphical user interface (GUI) for network management with specia
graphical extensionsfor MRV networking devicesincluding Fiber Driver. There are several MegaVision
variants including a free download (Configurator), an embedded version in the EM316LNXNM-OT
firmware, and the full network version (MegaVision Pro). The GUI is extensive and powerful; visit ftp://
ftp.mrv.com/pub/software/megavision for information and downloads. Contact MRV sales or support for
purchasing and technical questions.

MegaVision presents the administrative controls with a realistic representation of the device. Each Fiber
Driver system is controlled by a window that looks like the target physical device. Open the desired
network node by double-clicking the icon from the main map window of the MegaVision interface. If
the node is a Fiber Driver system, a control window representing the specific chassis model appears.
The example below shows the MegaVision control windows for a generic Fiber Driver chassis with a
EM316LNXNM-OT in slot 1. There is no restriction between specific slots and hosted devices, so the
manager can operate from any available slot in the chassis.

_[o[x]

------ manageable slots -—————

ms_|me_ime |we mo |ws |me |me me |me |me Ime lme
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Display chassis details below by clicking the "Chassis 1" button at the left edge of the window.

= Chassis Info: 192.168.14.55 : Chassis 1

In the example above, the EM316LNXNM-OT resides in the first chassis slot. Open the slot and port
management windows by clicking on the corresponding parts of the image in the chassis control window.
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Click onthe module front panel or the 'dot info' button to open amodule control window like the example
shown below. The module control window provides accessto slot-level manager commands. The example
below shows the EM316LNXNM-OT module itself.

= Slot Info: fiberdriver :Chassis 1: Slot 1

=< Prew |

== Hext |

Slot Model: EMITELHENM-0T
Slot Type: A58

MAC Address: 002014024328
Number of Pors: &

Hardware Revisian: 4, Firmuare:wd.5 fdr 12

Operation Type:

Slot Deszcription: Chas 1 Slot 1

Chazsis Number:

Slot Mumber:

Slot Mame:

1

Forts (Double Click for details)

1

|EM3‘1BLNXNM-DT at1.1 | 3

Cold Reset
Warm Reset

RJ-45 at 1.1.4 Faort <

FPort # Fort Type Fort Link Fort Hame Description Speed el e
1 RSZ232 notSup R523Z at1.1.1  Port1 HiA HfA
2 noLink SFP at1.1.2 Port 2 MiA

Ethernet 1008 ase-Fx 100 Mbps
Ethernet 100 5
MiA

Ethernet 1008 ase-Tx 100 hbps

Revert to ]

-

The User Comment field, below, is stored intermnally on this HMS:

Advanced

Refresh | Applhy

Cloge |

Open the port-level management windows by clicking on the picture of the port in the chassis control
window. The parameters, options, and data presented in the window is specific to the port selected. Port
operational statistics are reported, and specific port capabilities may be accessed from this window.
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The port window examples below show the serial and Ethernet ports on an EM316LNXNM-OT module.

= Port Info: fiberdriver :Chassis 1 : Slot 1 : Port 1

notsupported | | notsuppored | |
oS upparted :

notSupparted

User Comment feature is not awailable in this MMS verion
Email Notification is not available in this NMS wersion.

= Port Info: fiberdriver :Chassis 1 : Slot 1 : Port 4

F.J-45 at 1.1.4

notSupported :

|

User Comment feature is not available in this HMS wersion.
Email Notification is not awailable in this NMS versian
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Chapter 8. Foreach

...apply acommand sequentially to alist of target components

The "f or each” command applies a command sequentially to each component in a specified set of
components. If a specified target component does not support the desired command, an error message is
generated and the command is applied to the next specified component. Each specified target component
that does not support the desired command generates an error message, and the system applies the
command to the next specified component. Ports on the network manager module also generate errors.

The component set is designated by individual components or ranges for chassis, slot, and port. The "*"
wildcard character may be used to match any existing component ordinal within the command "LCC"
syntax. The command syntax is described in more detail below.

The"f or each" command is available in the configuration context, as show below in theinteractive CLI
help display:

fiberdriver# configure terninal
fiberdriver(config)# foreach?

foreach - Execute a conmand on a set of objects
fiberdriver(config)# foreach ?

LOC - Range of locations, Ex. 1.2-4,9.* or 1.*.3,4, etc.
fiberdriver(config)#

The box below shows an example of the f or each command:

fiberdriver(config)# foreach 1.*.* shutdown
Executing ' shutdown' for '1. !

Executing ' shutdown' for '
Executing ' shutdown' for '
Executing ' shutdown' for '
Executing ' shutdown' for
Executing ' shutdown' for '
Executing ' shutdown' for '
Executing ' shutdown' for
Executing ' shutdown' for '
Executing ' shutdown' for '
Executing ' shutdown' for
Executing ' shutdown' for '
Executing ' shutdown' for '
Executing ' shutdown' for
Executing ' shutdown' for '
Executing ' shutdown' for '
Ignoring NM port '1.9.1'
Ignoring NM port '1.9.2
fiberdriver(config)#

RPRRPRRPRRPRPRRRERRRERER
OONNoOOGOGARWWOWNMDEE
NENENENENENRENENER

Notice that the latest version of thef or each command ignores ports on the network manager.
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The syntax of thef or each command is:

fiberdriver(config)# foreach LOC command string

..where C, S, and P are one of the following:

» "N' - single number, matches one number only.

"Single Number" isthe easiest implementation of the"f or each" command. For example, "f or each
1.2.3 conmand string" executes"conmand string" onport 3 of slot 2 in chassis 1.

o "*" - wildcard, matches anything.

The wildcard character (*) repeats the "f or each" command on all sub-components. For example,
"foreach 1.2.* command string" executes"conmand string" onall portsof slot 2 in
chassis1. "foreach 1.*.* command string" executes"comrand string" onall ports of
al slotsin chassis 1.

* "S- E" - range that matches from S to E inclusive.

Therange syntax allowsfor theinclusion of acontinuous span of components. For example, "'f or each
1.2.1-5 command string" executes"comuand string" onportsl, 2, 3,4, and 5 of ot 2
in chassis 1.

e ", - combinerangesor numbers: S- E, N, N

Include non-sequential components in the "f or each" command by specifiying multiple comma-
separated ranges. For example, "f oreach 1.2.1-5,10-15 conmmand string" executes
"command string"onportsi,?2, 3,4,5,10,11, 12, 13, 14, and 15 of slot 2 in chassis 1.

...and the command string for iteration follows the range of components.

Thecommand string appearsasif typed in the context of aspecific component. Context sensitive command
line completion (<Tab> or question mark help) isnot availableinthef or each command string. An error
message displays for each designated component that does not exist or if the command does not apply
to that component.
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Chapter 9. Network Time Protocol

...synchronizing the system clock with an external reference

9.1. NTP Introduction

Network Time Protocol (NTP) synchronizes the clocks of computer systems communicating in packet-
switched, variable-latency datanetworks. NTP uses UDP port 123 for itstransport layer. NTP avoidslarge
time jumps, reversals, and other discontinuities by adjusting the clock incrementally. It makes backward
time adjustments by slowing the system clock until the timeis correct.

9.2. NTP Server Hosts

NTP requires at least one "upstream" server to synchronize the local time. Add an NTP server host to
the EM316LNXNM withthe"nt p- server host A. B. C. D' command from the main configuration
context. "A. B. C. D' represents the | P address of the added NTP server.

fiberdriver# configure term na
fiberdriver(config)# ntp-server host A B.C. D
fiberdriver(config)#

Use one of the many public serversthat offer NTPif you do not have any local NTP servers. Avoid using
more than five servers.

Check that the NTP servers are added correctly withthe"show nt p- ser ver host s" command from
the main configuration context.

fiberdriver(config)# show ntp-server hosts
nt p- server host 192.168. 14. 98

nt p- server host 192.168. 14. 106

nt p-server host 10.1.1.8
fiberdriver(config)#

9.3. Enabling/Disabling NTP

NTP is disabled by default. After adding the NTP server hosts and verifying them, enable NTP from the
main configuration context with the "nt p* command. Add the server hosts before enabling NTP so that
the system can set the time most accurately when NTP starts up.

fiberdriver(config)# ntp
fiberdriver(config)#

Disable NTP at any time with the "no nt p" command from the main configuration context. The
EM316LNXNM clock may gradually gain or lose accuracy without synchronization.

fiberdriver(config)# no ntp
fiberdriver(config)#
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To changethetime, usethe"sys rdat e" or "sys dat e" commands.

To return NTP to the default state, use the "def aul t nt p" command from the main configuration
context.

fiberdriver(config)# default ntp
fiberdriver(config)#

9.4. Displaying NTP Status

After some NTP server hosts are set and NTP is enabled, use the"show nt p" command from the main
configuration context to display the NTP settings.

fiberdriver(config)# show ntp

NTP configuration

Enabl e: yes

NTP servers:

nt p-server host 192.168. 14.98

nt p-server host 192.168. 14. 106

nt p-server host 10.1.1.8

renot e | ocal st poll reach del ay of f set di sp

=10.1.1.8 192.168.14.140 16 64 0 0.00000 0.000000 0.00000
=192.168.14.98 192.168.14.140 3 64 1 0.00090 0.001953 2.81735
=192.168. 14.106 192.168.14.140 16 64 0 0.00000 0.000000 0.00000
fiberdriver(config)#

9.5. NTP with "sys rdate" and "sys date"

If the system time is not synchronized with the configured NTP servers, NTP attempts to drift the system
time back to the proper time with incremental changes. The further the time is away from the NTP time,
the longer the correction will take.

If NTP sees atime offset of more than 1000 seconds (about 17 minutes), it will not drift. The user must
manually force the clock within 1000 seconds of the NTP time using commands like "sys r dat e" or
"sys date".

When NTP first starts up, it tries once to set the time to the NTP time even if the offset is beyond 1000
seconds. Disable and re-enable NTP to force an NTP time synchronization.

fiberdriver(config)# no ntp
fiberdriver(config)# ntp
fiberdriver(config)#

At least one NTP server must be configured and reachable for NTP to reset successfully and synchronize
the EM316LNXNM clock.
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Chapter 10. Authentication,
Authorization, and Accounting

...users, groups, and policies to secure network administration

Authentication, Authorization, and Accounting (AAA) in a Media Cross Connect includes two server
options:

« TACACS+
» Radius

The commands TACACS+ and Radi us control each server type, respetively. Each of these server
commands uses the same command line options. The commands and options to secure the Fiber Driver
system are described in this section.

Authentication maintains user credentials to access the system. Each user must provide a user name and
password. When the remote server authenticates the credentials, the user can access the system.

Authorization maintains specific access rights to the system for each user. The remote server providesthe
classlevel to the system. The classlevel can be VIEW, NORMAL, or SUPER for each user account. The
user class provides general access to features associated with the assigned level. Specific elements access
rights may be set only on the local system level.

Onthelocal system level, port authorization worksin two ways: If the user is specified locally, that user's
group assignments are transferred to the remote user for element access. If user is not specified locally,
element access is set to a specia user named "remote” that transfers its group assignments to the remote
user. If neither the accessing user nor the specia "remote" user are not present on the system, then the
user receives no group assignments.

Accounting is a series of records sent from the system to the remote server to keep track of activities on
the system. The system records only when users receive access into the system and when they log out
of the system.

General Notes

The system allows up to five ordered serversto be contacted. If the first server does not respond or denies
access, then the second, third, fourth, and fifth servers are contacted in order until a server permits access.
If no server responds, AAA duties return to the local Fiber Driver EM316LNXNM-OT.

Authentication and accounting are independent processes in the system. Either process may be activated
without the other.
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10.1. CLI Interface

AAA may be managed through the command line interface (CLI). This section describes the useful
commands for both Radius and TACACS+.

10.1.1. Display AAA Status

Use the command show aaa to display the current AAA status on the system. Use the command show
aaa renote-server hosts todisplay only the AAA remote hosts.

fiberdriver(config)# show aaa
AAA confi guration:
Renpt e AAA Aut henti cati on: enabl ed
Renpt e AAA Accounting: enabl ed
Renpt e AAA Protocol : Radius
AAA renpte hosts:
aaa renote-server host 1 192.168.14.12 sharedsecret 0 3 0
aaa renote-server host 2 192.168. 14. 102 sharedsecret2 0 3 0

10.1.2. Choosing a Protocol

Use the command aaa pr ot ocol to select either Radius or TACACS+ security protocols. Radiusis
the default selection. Once the protocol is selected, all remote server hosts switch to the new protocol.
When switching between different AAA environments, delete all previous remote server hosts. (See the
"Configuring a Remote Server" section).

The TACACS+ protocol has two variations. The first variation is TACACS+ ASCII, which works with
TACACS+ serversthat support ASCI| (i.e. Cisco Secure ACS Express). The second variationisTACACS
+ PAP, which works with TACACS+ serversthat support PAP (i.e. Tac-Plus UNIX Daemon).

Use the following commands to configure the correct AAA protocol:
* aaa protocol radius

* aaa protocol tacacs-ascii
» aaa protocol tacacs-pap
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10.1.3. Configuring a Remote Server

Setting up an AAA remote server is done using the "aaa remote-server host" command. The setup
parameters for a server are listed below:

» Server Priority (1-5, where 1 is the highest)
» |PAddress

* Shared Secret

» Remote Server Port (Optional)

» Wait Time (Optional)

* Retries (Optional)

Typical configuration of aremote server:

fiberdriver(config)# aaa renote-server host 1 192.168. 14.12 shar edsecr et

Once an AAA remote server has been declared, operational parameters (specific to that server) may be
individually set (revised) using the "aaa remote-server X" commands listed bel ow.

Set the AAA protocol port (default=0 means the normal port for the chosen AAA protocol):

fiberdriver(config)# aaa renote-server <1-5> port <0-65535>

Set the number of seconds to timeout a server response (default=3):

fiberdriver(config)# aaa renote-server <1-5> tineout <O-10>

Set the number of server connection retry attempts (default=0):

fiberdriver(config)# aaa renote-server <1-5> retries <0-10>

The following parameters apply to a TACACS+ AAA remote server:
Set the primary service name (default=ppp):

fiberdriver(config)# aaa renote-server <1-5> service NAME

Set the sub-protocol for the primary service (default=Icp):

fiberdriver(config)# aaa renote-server <1-5> protocol PROTOCCL

Set the minimum privilege level corresponding to the SUPER access class (default=5):

fiberdriver(config)# aaa renote-server <1-5> priv-super <2-15>

Set the minimum privilege level corresponding to the NORMAL access class (default=3):

fiberdriver(config)# aaa renote-server <1-5> priv-normal <1-14>
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Set the minimum privilege level corresponding to the VIEW access class (default=1):

fiberdriver(config)# aaa renote-server <1-5> priv-view <0-13>

Thefollowing commandsrestorethe named parameter toitsdefault valuefor the given remote server (1-5):

fiberdriver(config)# default aaa renote-server <1-5> port
fiberdriver(config)# default aaa renote-server <1-5> tinmeout
fiberdriver(config)# default aaa renpte-server <1-5> retries
fiberdriver(config)# default aaa renote-server <1-5> server
fiberdriver(config)# default aaa renpte-server <1-5> protoco
fiberdriver(config)# default aaa renote-server <1-5> priv-super
fiberdriver(config)# default aaa renote-server <1-5> priv-norm
fiberdriver(config)# default aaa renpte-server <1-5> priv-view

The following command restores all parametersto their default values for the given remote server (1-5):

fiberdriver(config)# default aaa renote-server <1-5>

Todeletearemote server, usetheno aaa renot e- server host Xcommandwhere X isthedesired
host you wish to remove. For example, delete the remote server host above with the following command:

fiberdriver(config)# no aaa renote-server host 1

10.1.4. Configuring Authentication

By default, authentication is disabled. To turn on authentication, use the command aaa
aut henti cat i on. To turn off authentication, use the command no aaa aut henti cati on.

10.1.5. Configuring Accounting

By default, accounting is disabled. To turn on accounting, usethe command aaa account i ng. Toturn
off accounting, use thecommand no aaa accounti ng.

10.1.6. Configuring General Remote User Access

Asstated in the A uthorization section, aremotely authenticated user that isnot recognized locally istreated
as the specia user "$remote$’. This special user is used only to assign group permissions for all usersin
groups without alocal user. The user "$remote$” isincluded in each new Fiber Driver system. This user
is added to group "al", which has access to the entire chassis. The user may not be added in upgrades
from a previous version.

Use the command show user s to see the permissions of each user. Use the standard user commands
from the "Users, Classes, and Logging In and Out" section to setup the group permission.

fiberdriver(config)# show users

user nane $renote$ groups al

usernane adnmi n password encrypted $1$k@r | g/ $b8wWFa2EWL35XCATNN/WI/ cl ass debug
usernanme adm n groups al
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10.2. TACACS+

There are three required parameters to use a TACACS+ server:

e Username
» Password
e Priv-Lvl

A user'sprivilegelevel (Priv-Lvl) isaninteger valuethat determinesthe access class. The system compares
it against the minimum value configured for each of the three access classes on the given server. The
system applies the highest access class that is not more than the user's Priv-Lvl. The default access class
minimum level values are as follows:

* 1=VIEW User

* 3=NORMAL User
* 5=SUPER User

The system denies access if the user's Priv-Lvl is less than the configured 'VIEW User' value.

Itisawaysagood practice to verify AAA server functionality before signing the administrator out of the
server configuration to reduce possible authentication issues.

The following examples show how to configure a TACACS+ server.
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10.2.1. Cisco Secure ACS Express

Add a Device Group (Network Resources -> Device Groups)

The following example shows a new Media Cross Connect (MCC) device.

admin (Read-write) | tacplus.chats.int.mrv.com | Logout | About

e

Metwork Resources: Device Groups = Edit MCC

Mame:*  MCC

Media Cross Connect Connections

Description:

Network Devices in Group
Marne IP Address RADIUS Secret TACACS+ Secret

Save Cancel

admin (Read-Wnte) | tacplus.chats.int.mrv.com Logout | About

ubulls Cisco Secure ACS Express

@ Workspace @

l E ‘Network Resources

Metwork Resources: Device Groups

Devices Device Groups
Device Groups — | [W
D Name » Description Used By
D ASA Adaptive Security Appliance Devices TACACS+ Access Service
( O MCC Media Cross Connect Connections )
O  other Other
O  pouters Routers
O switches Switches
O wen Concentrators VPN Concentrators
[ wireless Access Points Wireless Access Points
] i roll Wireless Controllers
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Add a Device (Network Resources -> Devices)

Enter the |P address of the new Fiber Driver device

Accounting

« Attach the device to the Device Group from the previous step

¢ Select asecure shared secret for configuring the AAA remote server host on the new device

eieee Clsco Secure ACS Express

P 5 Workspace

Wm»&,m“m

Network R = Edit MCC-251

admin

tacplus.chats.int.mrv.com | Logout

Devices N |mcc-2s1
Device Groups 1 5% 1192.168.15.251
Device Group:* | MCC v

Authenticate Using*

RADIUS Shared Secret: |

it {secmtlzﬁ

admin (Read-Write) | tacplus.chats.intmrv.com | Logout | About
Network Resources: Devices = @
Devices
Filter: | [ Clear Filter ]
D Name & IP Address Authenticate Using Wetwork Device Group
O mcc-zs1 192.168.15.251 TACACS+ MCC
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Add aUser Group (Users & Identity Stores -> User Groups)

¢ Set "Status' to enabled

cllnlsélé Cisco Secure ACS Express te) | tacplus.chats.intmrv.com | Logout | About

.) S ‘Workspace o Internal User Databas roups = Add e

b 1)) Network Resources

B Internal User Database
" Users
' User Groups Status;* [Enabled ]
Bl External User Databases

| Active Directory

el Cisco Secure ACS Express

admin

(Re irite) | tacplus.chats.int.mrv.com |

> 5 Workspace

res: Internal User Database

= User Groups

» 1) Network Resources

User Groups

S| Intarnal User Database Filter: [ Clear Filter ]

i“Users
" User Groups O Enabled Name « Description Used By
External User Databases O v Default
Active Directory 0 =7
LDAP Database [ MCC-Group TACACS MCC Group )

Certificates Jit Fo TP

One-Time-Password Server
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Add Users (User & Identity Stores-> Users)

« Make sure to attach the user to the user group created in the last step

.tll'slélél Cisco Secure ACS E)(press admi ite) | tacplus.chats.int.mrv.com

» @ Workspace tity > Us Edit Ravi

» ) Network Resources

El Internal User Database || | ™™™ ——
Users ption: ‘

UssrGraups User Group:* MCC-Group ¥

=l External User Databases

Active Directory Status:™ M
=-LDAP Database
" Certificates | L
“One-Time-Password Server Full Narmne: ‘ Manager: |

Phone Number:

Authentication Information

Password:* ‘.oooooooo ] Password last changed on 03/20/2009

Confirm Password:* leecsscee |

Password expires in: ‘ \ days

» % Access Policies

admin (Read-W tacplus.chats.int.mrv.com | About

aluln
aeco  Cisco Secure ACS Express

P 4 Workspace Users & Identity Stores: Internal User Database > Users &
» 1) Network Resources
! Users
= Internal User Database Filter: | | Clear Filter
“User Groups ] Enabled Name & Usar Group Manager Password Status
=] Elxtarna{ User Databases O v Anthony MCC-Group Active, Password never expires
I Active Directory
E LDAP Database ] v Barry MCC-Group Active, Password never expires
: Certificates D v Charles MCC-Group Active, Password never expires
One-Time-Password Server v =
Ad ! i} i or A4 X|
O David MCC-Group Active, Password never expires
Eddie -Group Active, Password never expires
F ) ddi MCE-G 2 d
O ( v Rayi MCC-Group Active, Password never expires j
wart -Group ve, Password never expires
O ¥ t MCC-G Active. P d
Edi & Delete || | Password Palicy
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Add TACACS+ Access Service (Access Policies -> TACACS+ Access Service)

e Set"Status' to enabled

¢ Attach the network device group created above

¢ Attach the user group created above

e Set theprivilege level for al the users attached to the group

admin (Read-Write) |

alaln i
cll.stl:tl) Cisco Secure ACS Express

Access Policies: Access Services » TACACS+ Access Service > Edit Access Rule

» &} Workspace

» )j) Network Resources

tacplus.chats.int.mrv.com

Logout | About

@

b &8 Users & Identity Stores s—"'?!"-'f-‘ *|Enabled v
BRI
las Siskalices Network Device Group: * rMCC "Z
El access Services
MCC-Group

RADIUS Access Services
TACACS+ Access Service User Group(s):
El Palicy Elements

RADIUS Responses Search DB
Time of Day Time Of Day: |

Results

Deny Access:  []

Privilege Level: (3 |
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10.2.2. Tac-Plus Daemon

Edit the configuration file typically located at "/etc/tac-plus/tacacs.conf”.

The example below shows a typical entry in the configuration file for an MCC device. There are two
required parameters;

e |P Address
» Shared Secret

host = 192.168. 14. 12
{

}

key=secret 123

The example below shows a typical addition of a user into the configuration file. There are two required
parameters and one optional parameter:

* Username
e Password
* Priv-Lvl (Optional)

user = Abigai
{
default service = permt
pap = cl eartext mypassword
service = ppp protocol = lcp

{
}

priv-lvl =3
}
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10.3. Radius

AnMRYV specific dictionary file should be used with the desired Radius server. MRV providesadictionary
for the following Radius servers:

e FreeRADIUS
 Steel-Belted
e Livingston

e Cistron

The RADIUS server requires three parameters.

e Username
e Password
e User Class Level

The user classlevel is defined by three different attributes. The recommended class attribute is to use the
MRV specific version which is MRV -Security-Level.

If using the MRV -Security-Level attribute (dictionary.mrv: Vendor code 33, Attribute 8):

* "View" —The user class level isset to VIEW.
e "Normal" — The user class level is set to NORMAL.
» "Super" —The user classlevel is set to SUPER.

If using the Cisco-AVPair attribute:

* "Class=View" — The user classlevel isset to VIEW.
» "Class=Normal" — The user class level is set to NORMAL.
e "Class=Super" — The user classlevel is set to SUPER.

If using the Service-Type attribute:

* "Login-User" - The user class level isset to NORMAL.
e "Administrative-User" - The user classlevel is set to SUPER.

If no attributeis specified, the user classlevel isset to VIEW. Avoid using more than one attribute for each
user. If the server configuration requires it, a set of rules determines the final user class. If both MRV-
Security-Level and Cisco-AVPair attributes are used, MRV -Security-Level takes precedence. These two
attributes are considered part of the explicit class. If the Service-Type attribute is used along with an
explicit class, then the highest class level istaken.

The following examples show how to setup a Radius server.
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10.3.1. FreeRADIUS Server

Addthedictionary file ("dictionary.mrv") supplied for Fiber Driver to thelocation wherethe FreeRADIUS
server looks for dictionaries. Typically this directory is "/etc/raddb” or "/ust/share/FreeRADIUS".

Edit the file "dictionary" in the same dictionary directory. Include the text "$INCLUDE dictionary.mrv"

so the MRV dictionary file is loaded when FreeRADIUS is started.

$I NCLUDE di ctionary. m krotik
$I NCLUDE di ctionary. nrv
$I NCLUDE di cti onary. navin

Edit the host configuration file that is typically located at "/etc/FreeRADIUS/clients.conf”. Add the host
to thisfile with the following attributes:

e |P Address

» Secret

 Short Name (Optional)

client 192.168.14.12 {
secret
short nane

secret 123
medi a- cr 0ss- connect

Edit the user configuration filethat istypically located at "/etc/FreeRADIUS/users'. Add the desired users
by using the following parameters:

e Username
» Password
* MRV-Security-Level

Bori s

User - Passwor d
MRV- Securi ty- Level

= "passwor d"
= Nor nal
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10.3.2. Steel-Belted Radius Server

Add the dictionary file ("mrv.dct") supplied with the Fiber Driver to the location where the SBR server
looks for dictionaries. Edit the main dictionary file to include the MRV dictionary. Include the text

"@mrv.dct" to load the MRV dictionary file when the SBR server starts.

@rar c. dct
@mv. dct
@aut i ca. dct

Edit the vendor information file to include the MRV dictionary. Typically, thisfileis named "vendor.ini".

di ctionary
i gnore-ports

hel p-id

di ctionary

i gnore-ports
hel p-id
dictionary

i gnore-ports

hel p-id

vendor - pr oduct

port - nunber - usage

vendor - pr oduct

port - nunber - usage

vendor - pr oduct

port - nunber - usage

Meru Net wor ks
radi us

no
per-port-type

MRV Communi cat i ons
M v

no

per-port-type

2000

Net screen Technol ogi es
Net scr een

no

per-port-type

2000
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Logintothe SBR server and add the Fiber Driver deviceasaRadiusclient. Select "M RV Communications'
as the "Make or model" of the Radius client. Add the |P address and shared secret for the Fiber Driver
device.

Edit RADIUS Client
Narne: McC |
Description: | Media Cross Connect |
P Address: [ 192.188.14.12 |
[ Range: E |
Shared Secret | secretl23 [ valioate |
Make or madel MRY Communications v/
o | | [ @vee
| | [ @ve
Profies
Lise Profi | | & i

-Attribute Combination

~Merge Precedence

~Advanced

[ ] Use different shared secret for Accounting Ecitt

f_:l Assume down if no keepalive packets after seconds

ok | | cancel
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When configuring users, add the attribute "M RV -Security-Level" asaniteminthereturnlist. Thisattribute

uses the following values:

"view" — Set the user asa VIEW level user.

"normal" — Set the user asaNORMAL level user.

"super" — Set the user as a SUPER level user.

Edit Native User

Narme: | NORMAL

Description: |

Paszword: | ki il
—Attributes -

= Profile ‘ i
| Check List | Return List |
J Attribute IVaIue IEchu {
MRV -Security-Level nottnal J
o
©
Add. ., Eclit =te

[ ] Maximum concurrect connections

Cancel

PN 1275005-100 Rev E6

94



EM316LNXNM-OT Authentication, Authorization, and
Accounting

10.4. Upgrading From a Non AAA Capable
Software Version

If upgrading from a release without AAA functionality (v1.2 build 36b, v1.2 build 36f), first remove the
files"ssh_config" and "sshd_config" and then save the configuration.

fiberdriver# rmssh_config
fiberdriver# rm sshd_config
fiberdriver# wite f

After removing these files, you may upgrade your software safely.

Thereisno way to update sshd_config. Thefile copied from "/defaults/sshd_config" is always overridden
by a user-edited version stored in "/config". Delete "/config/sshd_config" every time you switch back and

forth between AAA enabled software and regular software, and before you boot any new AAA capable
software.
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Chapter 11. Fiber Driver
Applications

...reference for building managed optical solutions with the
EM316LNXNM-OT.

11.1. Building an Optical Service Channel

There are two features included on the EM316LNXNM-OT for cluster support: Discovery Protocol and
Loop Management Protocol (LMP). Both protocols work with networks connected to the SFP ports on the
EM316LNXNM-OT. The RJ-45 port does not currently support management clustering.

11.1.1. Discovery Protocol

Discovery is a simple layer 2 protocol used to discover other NM cards on the same Optical Service
Channel (OSC) network. Each NM card multicasts layer 2 frames to announce its presence to other NM
cards connected via OSC ports. To see the list of discovered NM cards, use the "show di scovery
host s" command:

fiberdriver# show di scovery hosts

MAC Address Di stance | P Address
00: 20: 1a: 02: Ob: 19 3 169. 254. 1. 20
00: 20: 1a: 02: 13: f1 6 169. 254.1.9
00: 20: 1a: 02: 13:f2 1 169.254.1.8
00: 20: 1a: 02: 13: f6 4 169. 254. 1. 10
00: 20: 1a: 02: 26: db 7 169.254.1.6
00: 20: 1a: 02: 48: 28 5 169.254.1.3
00: 20: 1a: 02: 49:f9 2 169. 254. 1.2
00: 20: 1a: 02: 53: 8f 0 169.254. 1.7

fiberdriver#

Discovery isenabled by default.

Disable the discovery protocol usingthe"no sys di scovery" command:

fiberdriver# configure term na
fiberdriver(config)# no sys discovery
fiberdriver(config)#

The discovery protocol only discovers cards connected to the SFP ports. The copper RJ45 Ethernet
network interface does not support discovery frames.

PN 1275005-100 Rev E6 96



EM316LNXNM-OT Fiber Driver Applications

11.1.2. Link Management Protocol

LMP is aring management protocol. It is disabled by default. LMP, which is similar to Rapid Spanning
tree, breaks loops in the network to prevent broadcast storms.

To enable LMP:

fiberdriver# configure term na
fiberdriver(config)# sys | np
fiberdriver(config)#

To disable LMP:

fiberdriver# configure term na
fiberdriver(config)# no sys | nmp
fiberdriver(config)#

LMP only breaks rings on segments connected through the OSC (SFP) ports. LMP frames are not sent or
recieved through the RJM45 Ethernet network interface.

Since LMP only functions on the OSC (SFP) ports, segment loops involving the RJ45 port
are not detected. Avoid segment loops when configuring RJ45 Ethernet connections.
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Chapter 12. SNMP Management

...introd

uction to SNMP setup

To ensure proper operation specific to your network configuration and to provide SNMP access, some

environment-

specific parameters must be configured through the CLI. A brief review of CLI setup is

included below for convenience.

12.1. CLI Setup - Remote IP

The factory default IP addressis 192.168.14.201/24 (netmask 255.255.255.0).

1. Edit the system IP configuration to match your IP network withthe"i p i nt er f ace" command.

2. Setthedefault gateway addressusingthe”i p def aul t - gat eway" command. Thisaddress must be
aninterface on alocal subnet device that can route | P packets to non-local 1P networks. For example:

3. Usethe"show i p i nterface" command to confirm that the default gateway |P addressis set.

IPinformation configured using the previous commands will only take effect after using the
"Iip interface update" command or the system is restarted.

The manager does not automatically save the current running configuration. Usethe"wri t e
fil e" command to save current parameterstothe"st ar t up- conf i g" fileand use them
when the system restarts.
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12.2. SNMPv1 Setup

1. Set up the SNMP community strings for read and write access using the commands shown below. For
security reasons, the "show' commands do not display the community strings. Community strings are
encrypted inthe "show r unni ng- conf i g" command for security.

fiberdriver(config)# snnp-server community read readSecret
fiberdriver(config)# snnp-server community wite witeSecret
fiberdriver(config)#

2. Configure the trap receiver table. Add the IP addresses of each network manager station that should
receive traps from the EM316LNXNM.

fiberdriver(config)# snnp-server host 169.254.192. 117
fiberdriver(config)# show snnp-server hosts
snnp-server host 169.254.192. 117 public warni ng
fiberdriver(config)#

3. SNMP traps are sent to address listed in the trap receiver table. Each receiving device must include
management capabilities to interpret SNMP traps. MRV recommends MegaVision, which includes
specia support for graphical management of MRV products. In MegaVision, open the trap receiver
table with the " System-->IP/SNMP Configuration” menu selection. SNMP traps are sent to all SNMP
capable managers (such as MegaVision™), whose | P addresses are entered into the traps table on the
LNXNM through the " System —> IP/SNMP Configuration" windowsin MegaVision™,

Some exampl e traps from the EM316LNXNM are listed below:

 Chassistemperature outside pre-determined safe operational limits
» Power supply failure

* Fan failure (certain chassis)

» Hardware or software malfunctions

* Informational occurrences (module specific)

» Changeinlink status (link up, link down)

» Changein loopback condition (on or off) -- Fiber Driver only

» Changein ot inventory (module removed or inserted)

» Changein port inventory (pluggable port removed or inserted)

See the appendix sections for acomplete trap list.
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Completely disable trap generation by removing al 1P addresses from the SNMP trap table:

fiberdriver(config)# no snnp-server host
fiberdriver(config)#

Selectively disable specific traps with the "no gen-trap" command, found in the chassis 1 config
context:

fiberdriver(chassis/1l)# no gen-trap chassis
fiberdriver(chassis/1)# no gen-trap lin
fiberdriver(chassis/1)# no gen-trap |link
fiberdriver(chassis/1l)# no gen-trap | oopback
fiberdriver(chassis/1l)# show
Model : EMB16- 16BU
Name: EMB16- 16
Tenmp(O): 23
Tenp Mn(C: 5

Tenp Limt(C): 40

PS1: DC Bad
PS2: AC Good

Fanl: good Fan3: good
Fan2: good Fan4: not Installed

Chassis Traps: off Slot Change Traps: on Modul e Specific Traps: on
Port Traps: on Li nk Traps: off Loopback Traps: off
LIN Traps: off Port Change Traps: on Port Diags Traps: on
Nunber OF Slots: 16

Sl ot Model Nane

1.3 EM316-LNXNML2 Slot 1 (EM316-LNXNML2 at 1. 3)
fiberdriver(chassis/1)#
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12.3. SNMPv3 Setup

You can create an SNMPv3 user with "auth™ and "priv" level security. A new user created will use the
already existing "initial" group and existing "internet” and "restricted” views, based on the security level

selected.

Use "snmp-server user”" commands to creste the users.

Y ou can use MegaVision™ SNM Pv3 featuresto communicate with the device. The passwordsused in user
creation must be at |east 8 characterslong. SNM Pv3 passwords are stored encrypted. The EM316LNXNM
MAC address (which is unique for every NM) is used to encrypt the passwords. For this reason, it is
required to recreate the SNMPv3 passwords when a configuration file containing SNMPv3 passwords is

moved form one NM to another NM.

Example: The following commands create some SNMPv3 users.

fiberdriver(config)# snnp-server
fiberdriver(config)# snnp-server
fiberdriver(config)# snnp-server
des cl ose-sesane
fiberdriver(config)# snnp-server
fiberdriver(config)# snnp-server
des cl ose-sesane
fiberdriver(config)#

user
user
user

user
user

f dr NoAut h
f dr Md5Aut h
fdr Md5Pri v

f dr ShaAut h
fdrShaPri v

auth md5 open-
auth md5 open-

auth sha open-
auth sha open-

sesane
sesane

sesane
sesane

priv

priv

In the above commands, "open- sesane" and "cl ose- sesane" are passwords and usernames start
with "fdr". This section assumes familiarity with SNMPv3 concepts.

12.4. SNMP Disable

Security conscious users can selectively enable or disable SNMP v1/v2c/v3 agents using either of the

following commands:

* "snnp-server (v1|v2c|v3)"

* "no snmp-server (vl|v2c|v3)"

PN 1275005-100 Rev E6

101



EM316LNXNM-OT SNMP Management

12.5. Trap Filtering

Traps can befiltered by chassis, dot, or port with thet r ap command.

Enable all traps for the target device with thet r ap command. Use atrap name as an argument to enable
only a specific trap.

fiberdriver(chassis/1)# trap?

trap - Enable trap generation
fiberdriver(chassis/1)# trap ?

<cr> - Enable all available traps for this |location

> - Redirect output to a file

>> - Append output to file

NAME - Enabl e generation of a specific trap
fiberdriver(chassis/1)#

Disable all traps for the device with theno t r ap command. Use atrap name as an argument to disable
only a specific trap.

fiberdriver(chassis/1)# no trap

trap - Disable trap generation
fiberdriver(chassis/1)# no trap ?

<cr> - Disable all available traps for this |ocation

> - Redirect output to a file

>> - Append output to file

NAME - Disable generation of a specific trap
fiberdriver(chassis/1)#

Specific trap names are listed in the MIB file For example, the no trap
nbsCmt Tr apPor t Enabl ed command disablesthe " PortEnabled" trap. For easier CLI configuration,
start by issuing ashow t r aps command. All traps for that element display along with the emit status.
Copy the name listed and issuea(nho) trap NAME command to toggle the trap.

fiberdriver(chassis/1)# show traps
Nane Em t

NBS- CVMC- M B: : nbsCnmt Tr apPower Suppl yFai | ure yes
NBS- CVMC- M B: : nbsCnmt Tr apPower Suppl yRestored yes

NBS- CVMC- M B: : nbsCrmt Tr apFanFai | ur e yes
NBS- CMMC- M B: : nbsCmt Tr apFanRest or ed yes
NBS- CVMC- M B: : nbsCrmt Tr apChassi sTooHot yes
NBS- CVMC- M B: : nbsCmt Tr apChassi sTooCol d yes
NBS- CVMMC- M B: : nbsCrmt Tr apChassi sTenpOk yes

fiberdriver(chassis/1)# no trap NBS-CMMC-M B: : nbsCrmt Tr apFanFai | ur e
fiberdriver(chassis/1)# show traps
Nane Em t

NBS- CVMC- M B: : nbsCnmt Tr apPower Suppl yFai | ure yes
NBS- CVMC- M B: : nbsCnmt Tr apPower Suppl yRestored yes

NBS- CVMC- M B: : nbsCrmt Tr apFanFai | ur e no

NBS- CMMC- M B: : nbsCmt Tr apFanRest or ed yes
NBS- CVMC- M B: : nbsCrmt Tr apChassi sTooHot yes
NBS- CVMC- M B: : nbsCmt Tr apChassi sTooCol d yes
NBS- CMMC- M B: : nbsCrmt Tr apChassi sTenpOk yes

fiberdriver(chassis/1)#
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12.6. SNMP Ports

To avoid resource conflicts, SNMP administrators can change the SNMP (UDP) ports for sending and

receiving traps.

Thefollowing CLI commands control UCP port usage:

CLI Command Description Default
snnmp-server port X UDP/IP port for the agent to listen for SNMP traffic 161
snnp-server trap-port X|UDP/IP port for the agent to send SNMP traps 162

Vaue changes do not affect the working environment for management until the system is restarted. Be

sure to properly configure connecting devices with the new contact information or communication with
the EM316LNXNM manager will not be re-established.

The example below shows the port change using the CLI:

Snnp V1: disabl ed
Snmp V2c: disabl ed
Snnp V3: disabl ed
Power Supply Traps:
Modul e Traps: enabl ed
Snnp Port desired: 150
Trap Port desired: 140
SysCont act :

SysNane:

SysLocati on:

Snnp Port: 161
Trap Port: 162
fiberdriverconfig)#

enabl ed

fiberdriverconfig)# snnp-server port 150
fiberdriverconfig)# snnp-server trap-port 140

fiberdriverconfig)# show snnp-server
Admi ni strative configuration:

Current operating configuration:

The"Current operating configuration” values update after the changes are saved and the system isrestarted

as shown below:

fiberdriverconfig)# exit
fiberdriver# restart warm

fiberdriverconfig)# wite file

Refer to SNM P documentation or customer support for help changing SNMP ports.
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12.7. Message Logging

A trap issuesan SNMP trap to one or more remote SNM P managers, which allows a network administrator
to receive immediate error notification from SNM P management software like MegaVision™. To specify
an SNMPtrap manager address, usethe"snnp- ser ver host " command. To changethe default setting

for trap message level, usethe "l og | evel

trap" command.

fiberdriver(config)#
fiberdriver(config)#
fiberdriver(config)#
snnmp- server host 169
snnp- server host 169

fiberdriver(config)#

fiberdriver(config)#
Runni ng Level : info
Trap Level: error

Renpte Level : nenp
fiberdriver(config)#

snnp- server host 169. 254. 1. 100
snnp- server host 169.254.1.101
show snnp- server hosts
254.1.100 public warning
254.1.101 public warning

log level trap error
show | og

Nvram Level : di sabl ed

Emai | Level : disabl ed
Renote Server: 0.0.0.0

You can't choose"i nf 0" or "meno" level for traps, since the lowest priority trap is of type warning.
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12.8. Dynamic SNMP Information (MetaMIB)

The MetaMIB isan extension to the MIB architecture used by the Fiber Driver. Instead of relying on static
objects, the MetaM 1B dynamically builds objects for the system.

12.8.1. Usage

The Meta-MIB is not included in the standard MIB " cnmrc. m b" file. Extended MIB information isin
the file named " nbs- net a. m b". The Meta-MIB requires that the MIB search path aways includes
the standard MIB.

The MetaM|IB is divided into two portions. The first portion inlcudes the available features covered by the
MetaMIB. The second portion includes MetaM|B usage on the Fiber Driver in use.

12.8.2. Features Table

MetaM I B Object Description
metaMibFeatureTableSize Returns how many MetaM B features are available.
metaMibFeaturel D.X Returns the ID of MetaMIB feature X.
metaMibFeatureFamily.X Returns what family MetaMIB feature X is a part of.
metaMibFeatureName. X Returns what name MetaM B feature X uses.
metaMibFeatureDesc. X Returns the full description of MetaM|B feature X.
metaMibFeatureUnits.X Returns the type of unit MetaM B feature X uses. (optional)

Returns the MetaM B feature type:

* Enumeration
metaMibFeatureType.X » String
Octet String
* Integer

* Float

In the table above there is a variable X which refers to a specific feature. When traversing the
metaMibFeature* table, you can tie together a features attributes by using the .X notation. For example to
get feature #10' s name and description, use metaMibFeatureName.10 and metaMibFeatureDesc. 10.
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12.8.3. Dynamic Element Parameters

MetaM | B Object

Description

metaMibV ariableTableSize

Returns how many MetaM B objects currently in use on the Fiber Driver

metaMibV ariablel findex.X.Y

Returns the interface index: X

metaMibVariablelD.X.Y

Returns the MetaMIB object ID (Y) used in the features table for this
variable object

metaMibV ariableCaps.X.Y

Returnsalist of commaseparated stringsthat indicate thetype of valuesthis
variable supports. Rangesand string lengths are expressed asatwo item list:
MIN, MAX. A zero length string indicates that this variableis read-only.

metaMibV ariableDefault. X.Y

Returns the default value of this variable.

metaMibV ariableJumper.X.Y

Returns the jumper settings of this variable.

If the object does not have a jumper for this feature:

It will report 'N/A' if metaMibVariableTypeis string.
« It will be zero length otherwise.

When read, a zero length string isvalid if Typeisstring.
Note thisis not used by the Media Cross Connect.

metaMibV ariableOper. X.Y

Returns the current operational value for this variable.

If the object cannot report the current operational value:
It will report 'N/A' if metaMibVariableTypeisstring.
* It will be zero length otherwise.

» If Caps reports non-zero length, this variable is write-only due to
hardware limitations.

When read, a zero length string isvalid if Typeisstring.

metaMibV ariableAdmin.X.Y

Returns the current administrative value of this variable.

If the Administrative value cannot be set for this variable, Caps is zero-
length and it reports a zero length string. Writing zero length values is
rejected unless Typeis string and Caps permitsiit.

When read, a zero length string isvalid if Typeis string.

metaMibV ariableStatus. X.Y

Returns any messages relating to this variable.

In the preceeding table, X istheinterface index of aport in the form CSSPPP. C isthe chassis number, SS
isthe 2-digit slot number (00-10), and PPP isthe 3-digit port number (000-100). To target a dot, the PPP
field should be empty. To target a chassis, both the SS and the PPP fields should be empty. For example,
index notation for port 1.2.3is 102003 and slot 1.2 is 102000.

In the preceeding table, Y is the element's feature ID. For example, if the MetaMIB object ends with
102003.12 then the port 1.2.3 has feature ID #12.
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12.8.4. Example MetaMIB Session - get

First, do an SNMP walk on the entire Fiber Driver system being used. From there, find the object that
you wish to configure. For smplicity, use the “metaMibFeatureOID” of your target object to find the ID
for configuration. For example, to find the equalization value on an SFP-SATA-SAS-HT SFP, search for
“metaMibFeatureOID” that is set to 1.1.0.

Below is a truncated version of an SNMP walk on a chassis focusing on the equalization feature; other
features are ignored.

$ snmpwalk -c public -v 1 -m./nbs-neta.m b 192. 168. 14. 201 netaM b
NBS- META- M B: : net aM bFeat ur eTabl eSi ze. 0 = | NTEGER: 24

NBS- META- M B: : net aM bFeaturel D. 11 = Gauge32: 11

NBS- META- M B: : met aM bFeat ureFam | y. 11 = STRING SATA/ SAS Cu SFP
NBS- META- M B: : net aM bFeat ureNane. 11 = STRING Equal i zation

NBS- META- M B: : met aM bFeat ureDesc. 11 = STRING | nput Equalization
NBS- META- M B: : net aM bFeatureUnits. 11 = STRI NG

NBS- META- M B: : net aM bFeat ureType. 11 = | NTEGER enun( 1)

NBS- META- M B: : net aM bVari abl eTabl eSi ze. 0 = | NTEGER: 8

NBS- META- M B: : met aM bVari abl el f | ndex. 104001. 11 = Gauge32: 104001
NBS- META- M B: : net aM bVari abl el D. 104001. 11 = Gauge32: 11

NBS- META- M B: : net aM bVari abl eCaps. 104001. 11 = STRI NG di sabl ed, | ow, nedi um hi gh
NBS- META- M B: : net aM bVari abl eDef aul t. 104001. 11 = STRI NG di sabl ed
NBS- META- M B: : net aM bVar i abl eJunper. 104001. 11 = STRI NG

NBS- META- M B: : net aM bVar i abl eOper. 104001. 11 = STRI NG

NBS- META- M B: : net aM bVari abl eAdm n. 104001. 11 = STRI NG di sabl ed
NBS- META- M B: : met aM bVari abl eSt at us. 104001. 11 = STRI NG

To get specific information on a port, use the relevant MIB object (in the current example, we can use
#11) on a port with the desired feature. For example to just get the administrative status of egualization
on port 1.4.1 use the example below.

$ snnpget -c public -v 1 -m./nbs-neta.mb 192. 168. 14. 201
net aM bVari abl eAdm n. 104001. 11
NBS- META- M B: : met aM bVar i abl eAdm n. 104001. 11 = STRING di sabl ed
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12.8.5. Example MetaMIB Session - set

It is suggested to follow the steps in the previous section to figure out what objects are available
to be changed on the system. After figuring out which object to configure, use the MetaMIB object
“metaMibVariableAdmin” to change the value.

For example using the equalization object from the previous section, we can change the value from
“disabled” to “medium”. We know “medium” is an available option by |ooking at what was returned from
“metaMibV ariableCaps.104001.11" and “metaMibFeatureType.11”. The values returned were “ disabl ed,
low, medium and high” and “enum” respectively. This means the MetaM B object is an enumeration with
the available options: disabled, low, medium and high.

$ snnpset -c private -v 1 -m./nbs-nmeta.m b 192. 168. 14. 201
nmet aM bVari abl eAdmi n. 104001. 11 s nmedi um
NBS- META- M B: : net aM bVari abl eAdmi n. 104001. 11 = STRING nedi um
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1. Equivalent EM316NM Commands

This guide gives some EM316LNXNM command equivalents for some EM316NM commands. It is not
intented as a comprehensive list of equivalent commands.

The manager does not automatically save the current running configuration. Usethe"wri t e
fil e" command to save current parameterstothe"st ar t up- conf i g" fileand use them

when the system restarts.

Hints:

» Use'? and <Tab> keysfor context sensitive command line help.

» Make configuration changesin the "configure" context.

» To enter the configure context, type“conf i gure term nal " command at the"fi berdri ver#"

prompt.

fiberdriver# configure term nal
fiberdriver(config)#

» The command prompt indicates the current command context.

Table 3. Command Map Table

EM316NM CLI command EM316LNXNM CLI command

set-ip ipinterface,ip interface update

get-ip show i p

set - gat ew ip default-gateway, ip interface
updat e

get - gat ew show i p

set - passwd user nane usernane password

set-comm snnp-server comunity

get -conm show snnp- server

set-tftp-srvr sys tftp-host-ip

get-tftp-srvr show sys
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2. EM316LNXNM Command Reference

2.1. Initial Command Context

Table4. Initial Command Context Table

Command

Description

configure term nal

Configuration from vty interface

cp FROM TO Copy files
echo Display text for scripting
echo LINE Display text for scripting

erase nvram al |

Erase all filesin NVRAM (including ssh keys,
upgrade files, NVRAM log, and startup config)

erase nvram |l og

NVRAM log records

erase package PACKACE

Remove a package

erase startup-config

Erase startup configuration

exit Exit current context and go down to previous
context

flush Wait for changes to be flushed to hardware

list Print command list

list MATCH Print command list

| ogout Logout of the system

I's List files

nore FILE Display file

nv FROM TO Renamefiles

[ no] pager Pause scrolling when screenis full

pi ng WORD Send ICMP echo messages to test network
connectivity

qui t Exit current context and go down to previous

context

restart cold

Cold reset the NM card and reconfigure al line
cards from NVRAM

restart upgrade

Reload software but preserve running
configuration. Recommend using "write file"
before this

restart warm

Warm reset the NM card

rm FI LE

Removefiles

scp LOCAL from REMOTE

Copy remote to local

scp LOCAL to REMOTE

Copy local to remote

show C

Display info for chassisC

show C dunp

Dump machine readable status
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Command Description

show C. S Display info for slot Sin chassisC

show C. S dunp Dump machine readable status

show C. S. P Display info for port P of slot Sin chassisC

show C. S. P dunp

Dump machine readable status

show C. S. P plugin

Show Pluggable Optics (SFP/GBIC/XFP) data

show NAME

Show running system information

show NAME pl ugin

Show Pluggable Optics (SFP/GBIC/XFP) data

show aaa

Show AAA (RADIUSITACACSH) configuration

show aaa renote-server hosts

Show remote AAA servers

show chassi s

Show chassis list

show chassi s all

Show list of all chassis (deprecated, use 'show
chassis)

show config C

Chassis

show config C all

Show configuration for thislocation and all of its
children

show config C. S

Slot

show config C. S all

Show configuration for thislocation and &l of its
children

show config C. S. P

Port

show config C. S. P all

Show configuration for thislocation and all of its
children

show confi g NAMVE

Show administrative configuration for alocation

show config NAME al |

Show configuration for thislocation and &l of its
children

show cos prio

Show CoS priority configuration

show cos prio C

Show CoS priority for al slotsin this chassis

show cos prio C. S

Show CoS priority for this slot

show defaults C

Chassis

show defaults C all

Show defaults for thislocation and all of its
children

show defaults C. S

Slot

show defaults C. S all

Show defaults for thislocation and all of its
children

show defaults C.S. P

Port

show defaults C.S. P all

Show defaults for thislocation and all of its
children

show def aul ts NAME

Show default configuration for alocation

show defaults NAME al |

Show defaults for thislocation and all of its
children

show di gi tal - di agnostics

Show Digital Diagnostics summary
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Command

Description

show di gi tal -di agnostics C

For all portsin this chassis

show di gi tal -diagnostics C. S

For all portsin thisslot

show di gi tal -di agnostics C.S. P

For a specific port

show di gi tal - di agnosti cs NAVE

Show Digital Diagnostics summary

show di scovery hosts

List of hosts found by L2 Discovery Protocol

show dscp map

For all slots

show dscp map C

For all dlotsin achassis

show dscp map C. S

For adlot

show firmare

Show firmware info

show firmnvare areas

Show firmware non-volatile areas

show firmvare areas C

Show firmware non-volatile areafor chassis

show firmmvare areas C. S

Show firmware non-volatile area for slot

show firmvare sessions

Show firmware download sessions

show f | ows

Show flow configuration

show flows C

Show flow configuration for al slotsin this
chassis

show flows C. S

Show flow configuration for this slot

show groups

Show group configuration

show hi story

Display the session command history

show hw-config

Show hardware configuration settings (e.g.
jumper/DIP switches)

show hwconfig C S

For adlot

show i nvent ory

Show information about every object in the system

show i nventory tsv

Inventory in atab-separated format

show ip

Show administrative | P status

show ip interface

Show system I P interface configuration

show ip interface vlan-id

Show VLAN 802.1q configuration

show i p tabl es

Show ip tables configuration

show | i cense

Displays licensing information about this system

show | og Show logging configuration and log entries
show | og nvram NVRAM log
show | og nvram <1-99999> NVRAM log

show | og nvram al |

Show al NVRAM log entries

show | og renot e-server hosts

Show remote syslog servers

show | og runni ng

Running log

show | og runni ng <1-99999>

Running log

show | og running all

Show all running log entries

show map

Display port map
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show map C

Enter chassis location

show map C dunp act ual

Show actual (operating) state

show map C dunp desired

Show desired (administrative) state

show map C nanes

Map list with full port names

show map C sinple Map list without graphics

show map C. S Enter ot location

show map C. S dunp act ual Show actual (operating) state
show map C. S dunp desired Show desired (administrative) state
show map C. S nanes Map list with full port names
show map C. S sinple Map list without graphics

show map C. S. P Enter port location

show map C. S. P dunp act ual Show actual (operating) state
show map C. S. P dunp desired Show desired (administrative) state
show map C. S. P nanes Map list with full port names
show map C. S. P sinple Map list without graphics

show map nanes

Map list with full port names

show map sinple

Map list without graphics

show nmappi ng-types

Show mapping-typeinfo

show mappi ng-types C

Show mapping-type info

show mappi ng-types C. S

(no description yet)

show mappi ng-types C. S. P

(no description yet)

show nenory

Show memory usage

show ntp

Show NTP configuration

show nt p-server hosts

Show NTP servers

show packages

Show installed packages and versions

show per mi ssi ons

Show your permissions

show perni ssi ons chassis

Show your chassis permissions

show per ni ssi ons port

Show your port permissions

show permi ssions sl ot

Show your slot permissions

show pl ugi ns

Show Pluggable Optics (SFP/GBIC/XFP)
summary

show ports

Show port list

show proc cpu

CPU utilization and memory statistics

show r edundancy C

Show chassis redundancy info

show r edundancy C. S

Show slot redundancy info

show r edundancy NAME

Show redundancy info

show rm sl ots

Show s/w versions of rm dots

show runni ng-confi g

Current operating configuration
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show sl ot all

Show list of al slots (deprecated, use 'show slots)

show sl ots

Show dot list

show snnp- server

Show SNMP server configuration

show snnp-server hosts

Show trap recipients

show snnp-server users

SNMPv3 user list

show startup-config

Contents of startup configuration

show statistics

Show port info

show sys

Show system information

show sys date

Show the system clock

show sys | ogi n- banner

Show login banner

show sys uptinme

Show system up-time

show t abl e chassis dunp

Dump in machine readable format

show table metam b feature dunp

Dump in machine readable format

show tabl e netam b vari abl e dunp

Dump in machine readable format

show tabl e port dunp

Dump in machine readable format

show t abl e protocol

Display protocol table

show t abl e protocol dunp

Dump in machine readable format

show tabl e sl ot dunp

Dump in machine readable format

show t ech- support

Generate informational report for technical support

show t erm nal

Show local terminal information

show unmapped

Show unmapped ports

show unmapped C

Enter dot location

show unmapped C. S

Enter port location

show unmapped C. S. P

Show unmapped ports

show user -cl ass

User class (debug, super, etc)

show users

User accounts

show ver si on

Displays software version

show vi d- map

Show VID map

show vid-map C

Show VID map for al slotsin this chassis

show vid-nmap C. S

Show VID map for this slot

show warranty

Displays information about the warranty for this
system

sl eep <0-10>

Pause CL1 for scripting

source FlILE

Read CLI commands from file

ssh HOST Open a SSH connection

sync Wait for changes to be flushed to hardware /
display

tel net WORD Open a TELNET connection
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tel net WORD PORT Open a TELNET connection

[no] term nal echo-commands Echo commands when sourcing scripts

no terminal |ength Disable pager (use 'terminal length 24' for default)

term nal |ength <0-512> Set number of lines on a screen

[no] term nal progress Show progress indicator while waiting for
commands to compl ete

[no] term nal show-tinestanps Show time stamps for log messages displayed on
the CLI

term nal width <0-512> Set number of columns on a screen

tftp get A B.C. D REMOTE Get file

tftp get A B.C D REMOTE LOCAL Get file

tftp get REMOTE Get file

tftp get REMOTE LOCAL Get file

tftp put A B.C D LOCAL Put file

tftp put A B.C D LOCAL REMOTE Put file

tftp put LOCAL Put file

tftp put LOCAL REMOTE Put file

upgr ade Upgrade software

upgrade A.B.C.D Upgrade software

upgrade A.B.C. D FNAME Upgrade software

upgrade scp HOST FNAME Upgrade software using SCP

who Show user sessions

whoami Who am I?

wite file Write configuration to the startup-config file

wite termnal Write to terminal

PN 1275005-100 Rev E6 115



EM316LNXNM-OT

Appendix

2.2. Main Configuration Context

Table5. Main Configuration Context Table

Command Description

default C Chassis

default C all Restore defaults for thislocation and all of its
children

default C S Slot

default C. S all Restore defaults for thislocation and all of its
children

default C.S. P Port

default C.S. P all Restore defaults for thislocation and all of its
children

def aul t NAME <NO DOC STRING>

default NAME all Restore defaults for thislocation and all of its

children

[ defaul t| no] aaa accounting

Enable remote accounting

[ defaul t| no] aaa authentication

Enable remote authentication

default aaa protocol

Select AAA protocol

aaa protocol radius

Use Radius

aaa protocol tacacs-ascii

Use TACACS+ ASCII password authentication

aaa protocol tacacs-pap

Use TACACS+ PAP password authentication

default aaa renpote-server <1-5>

Restore most remote AAA server parameters

default aaa renpte-server <1-5>
port

Restore remote AAA server port to its default
value

aaa renote-server <1-5> port
<0- 65535>

Configure remote AAA server port

default aaa renote-server <1-5>
priv-nor mal

Restore (min) privilege level for normal access to
its default value

aaa renote-server <1-5> priv-
normal <1-14>

Configure TACACS+ (min) privilege level for
normal access

default aaa renpte-server <1-5>
priv-super

Restore (min) privilege level for super accessto its
default value

aaa renote-server <1-5> priv-super
<2-15>

Configure TACACS+ (min) privilege level for
super access

default aaa renote-server <1-5>
priv-view

Restore (min) privilege level for view accessto its
default value

aaa renote-server <1-5> priv-view
<0-13>

Configure TACACS+ (min) privilege level for
view access

default aaa renpte-server <1-5>
pr ot ocol

Restore primary service sub-protocol to its default
value
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aaa renote-server <1-5> protocol
PROTOCOL

Configure TACACS+ sub-protocol for primary
service

defaul t aaa renote-server <1-5>
retries

Restore connection retry count to its default value

aaa renote-server <1-5> retries
<0- 10>

Configure remote AAA server retries

default aaa renpte-server <1-5>
service

Restore primary user service name to its default
value

aaa renote-server <1-5> service
SERVI CE

Configure TACACS+ primary service name

defaul t aaa renote-server <1-5>
ti meout

Restore response timeout to its default value

aaa renote-server <1-5> tineout
<0- 10>

Configure remote AAA server response timeout

no aaa renote-server host <1-5> Remove remote AAA server
aaa renote-server host <1-5> Configure remote AAA server
A. B. C. D SECRET

aaa renote-server host <1-5> Configure remote AAA server
A. B. C. D SECRET <0-65535>

aaa renote-server host <1-5> Configure remote AAA server

A. B. C. D SECRET <0-65535> <1-10>

aaa renote-server host <1-5> Configure remote AAA server

A. B. C. D SECRET <0-65535> <1-10>

<0- 10>

aaa renote-server host <1-5> Encrypted Remote AAA server shared secret
A.B.C. D encrypted SECRET

aaa renote-server host <1-5> Encrypted Remote AAA server shared secret

A.B.C. D encrypted SECRET <0-65535>

<1-10> <0-10>

chassis C

A chassis |location

chassi s NAME

Configure a chassis

chassis NAME type TYPE

Specify a specific chassis type (This command is
only available in the startup-config fil€)

chassis NAME type TYPE rev <0-255>

Specify a specific chassis revision (This command
isonly available in the startup-config file)

echo Display text for scripting

echo LINE Display text for scripting

end End current context and go down to initial
command context

exit Exit current context and go down to previous

context

firmvare downl oad FI LE C

Download firmware file to chassis non-volatile
area
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firnmvare downl oad FILE C. S Download firmware file to slot non-volatile area

firmvare downl oad FI LE all All cardsthat are compatible with the firmware

firmvare downl oad abort C Abort current download on chassis

firmvare downl oad abort C. S Abort current download on slot

firmvare reload C Swap/reload firmware in non-volatile areafor
chassis

firmvare reload C. S Swap/reload firmware in non-volatile areafor slot

firmware swap-primary C Swap/reload firmware in non-volatile areafor
chassis

firmvare swap-primary C. S Swap/reload firmware in non-volatile areafor slot

flush Wait for changes to be flushed to hardware

foreach LOC COVWAND Execute a command on a set of objects

no group GROUP Group configuration

defaul t group GROUP access Restore default service access for agroup

[no] group GROUP access any Enable access via any service

[no] group GROUP access api Enable api service access

[no] group GROUP access consol e Enable console service access

group GROUP access none Remove access via any services

[no] group GROUP access ssh Enable ssh service access

[no] group GROUP access tel net Enable telnet service access

[no] group GROUP read C Enable control for a chassis

[no] group GROUP read C. S Enable control for aslot

[no] group GROUP read C. S. P Enable control for a port

[no] group GROUP wite C Enable control for achassis

[no] group GROUP wite C. S Enable control for aslot

[no] group GROUP wite C.S.P Enable control for a port

[defaul t|no] ip default-gateway Clear default gateway

ip default-gateway A B.C. D Set the default gateway

[defaul t|no] ip gratuitous-arp Send broadcast gratuitous ARP when | P address
changes or network comes up

no ip interface System interface configuration

ipinterface AB.C.D System interface configuration

ipinterface AB.C DM System interface configuration

[default|no] ip interface dhcp Enable DHCP

ip interface update Apply administrative interface configuration to
operational

[default|no] ip interface vlan-id |DisableVLAN 802.1q support. Will not take
effect until next cold-restart
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ip interface vlan-id <0-4095>

Set 802.1q VLAN ID (0 to disable). Will not take
effect until next cold-restart

[defaul t|no] ip scp-server

Configure SCP server

[defaul t|no] ip ssh-server

Configure SSH server

default ip ssh-server port

Set the listening port for ssh traffic to its default
state

ip ssh-server port <1-65535>

Set the listening port for ssh traffic

[default|no] ip tables

Removeal ip tables

ip tables LINE

ip tables configuration

[default|no] ip telnnet-server

Configure TELNET server

default ip telnet-server port

Set the listening port for TELNET traffic to its
default state

ip telnet-server port <1-65535>

Set the listening port for TELNET traffic

[defaul t|no] ip web-server

Configure web server

default ip web-server port

Set the listening port for web traffic to its default
state

i p web-server port <1-65535>

Set the listening port for web traffic

list

Print command list

list MATCH

Print command list

[default|no] log |l evel nvram

Disable flash logging

log | evel nvram al arm

Set log threshold to alarm - similar to
LOG_WARNING (4)

log | evel nvramerror

Set log threshold to LOG_ERR (3)

I og I evel nvram fatal

Set log threshold to LOG_EMERG (0)

log level nvraminfo

Set log threshold to LOG_INFO (6)

I og | evel nvram nmeno

Set log threshold to LOG_DEBUG (7)

| og | evel nvram war ni ng

Set log threshold to LOG_WARNING (4)

[defaul t|no] log level running

Disable display log

log level running alarm

Set log threshold to alarm - similar to
LOG_WARNING (4)

log | evel running error

Set log threshold to LOG_ERR (3)

I og level running fatal

Set log threshold to LOG_EMERG (0)

log level running info

Set log threshold to LOG_INFO (6)

I og I evel running nmeno

Set log threshold to LOG_DEBUG (7)

I og | evel running warning

Set log threshold to LOG_WARNING (4)

[default|no] log level trap

Disable sending SNMP Traps

log level trap alarm

Set log threshold to alarm - similar to
LOG_WARNING (4)

log level trap error

Set log threshold to LOG_ERR (3)

log level trap fatal

Set log threshold to LOG_EMERG (0)
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log level trap info Set log threshold to LOG_INFO (6)

log level trap neno Set log threshold to LOG_DEBUG (7)
log level trap warning Set log threshold to LOG_WARNING (4)

no | og renote-server host <1-5>

Remove remote syslog server

| og renote-server host <1-5> Setup remote syslog server
A.B.C.D

| og renote-server host <1-5> Setup remote syslog server

A. B. C. D <0- 65535>

| og renote-server host <1-5> Set log threshold to LOG_ALERT (1)
A. B. C. D <0-65535> al ert

| og renote-server host <1-5> Set log threshold to LOG_CRIT (2)
A.B. C. D <0-65535> crit

| og renote-server host <1-5> Set log threshold to LOG_DEBUG (7)
A. B. C. D <0-65535> debug

| og renote-server host <1-5> Set log threshold to LOG_EMERG (0)
A. B. C. D <0-65535> energ

| og renote-server host <1-5> Set log threshold to LOG_ERR (3)

A. B. C. D <0-65535> error

| og renote-server host <1-5> Set log threshold to LOG_INFO (6)
A.B.C. D <0-65535> info

| og renote-server host <1-5> Set log threshold to LOG_NOTICE (5)
A. B. C. D <0-65535> notice

| og renote-server host <1-5> Set log threshold to LOG_WARNING (4)
A. B. C. D <0- 65535> war ni ng

| og send al arm LI NE Send with alarm level

| og send error LINE Send with error level

Il og send fatal LINE Send with fatal level

Il og send info LINE Send with info level

| og send meno LI NE Send with memo level

I og send warning LINE Send with warning level
default log size nvram Restore nvram to its default state

| og size nvram <4-65535>

Configure flash log threshold

| ogout Logout of the system

map C clear-all Clear all related mappings

map C repeater Set to 'repeater’ setting (1 <-> 2, etc.)
map C to-self Map to itself (and clear other mappings)
map C. S clear-all Clear al related mappings

map C. S repeater Set to 'repeater’ setting (1 <-> 2, etc.)
map C. S to-self Map to itself (and clear other mappings)
map C.S.P also-to CS. P Enter port location

map C. S. P al so-to NAME
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Map to a port (in addition to this port's existing
destinations)

map C. S. P clear-all Clear al related mappings

map C.S.P not-to C.S. P Enter port location

map C. S. P not-to NAME Remove the source port from that destination port

map C.S.Ponly-to CS. P Enter port location

map C. S. P only-to NAME Map to a port (and clear al other mappings for
both ports)

map C. S. P repeater Set to 'repeater’ setting (1 <-> 2, etc.)

map C. S. P to-self Map to itself (and clear other mappings)

mp CS.Pwith CS. P Enter port location

map C.S.P with NAME Map a port pair (and clear any other mapping)

map NAME al so-to C.S. P Enter port location

map NAME al so-to NAME Map to a port (in addition to this port's existing
destinations)

map NAME cl ear - al | Clear al related mappings

map NAME not-to C.S. P Enter port location

map NAME not-to NAME Remove the source port from that destination port

map NAME only-to C. S. P Enter port location

map NAME only-to NAME Map to aport (and clear all other mappings for
both ports)

map NAME repeater Set to 'repeater' setting (1 <-> 2, etc.)

map NAME to-sel f Map to itself (and clear other mappings)

map NAME with C.S. P Enter port location

map NAME with NAME Map a port pair (and clear any other mapping)

[defaul t|no] ntp Enable NTP

[no] ntp-server host AB.C.D Add an NTP server

[no] pager Pause scrolling when screen isfull

port CS. P A port location

port NAME Configure a port

port NAME type TYPE Specify a specific port type (This command is only
available in the startup-config file)

qui t Exit current context and go down to previous
context

scp LOCAL from REMOTE Copy remote to local

scp LOCAL to REMOTE Copy local to remote

show C Display info for chassisC

show C dunp Dump machine readable status

show C. S Display info for slot Sin chassisC
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show C. S dunp

Dump machine readable status

show C.S. P

Display info for port P of slot Sin chassisC

show C. S. P dunp

Dump machine readable status

show C. S. P plugin

Show Pluggable Optics (SFP/GBIC/XFP) data

show NAME

Show running system information

show NAME pl ugin

Show Pluggable Optics (SFP/GBIC/XFP) data

show aaa

Show AAA (RADIUS/ITACACS+) configuration

show aaa renote-server hosts

Show remote AAA servers

show chassi s

Show chassislist

show chassis all

Show list of al chassis (deprecated, use 'show
chassis)

show config C

Chassis

show config C all

Show configuration for thislocation and all of its
children

show config C. S

Slot

show config C. S all

Show configuration for thislocation and all of its
children

show config C. S. P

Port

show config C.S. P all

Show configuration for thislocation and al of its
children

show confi g NAMVE

Show administrative configuration for alocation

show config NAME al |

Show configuration for thislocation and all of its
children

show cos prio

Show CoS priority configuration

show cos prio C Show CoS priority for al slotsin this chassis

show cos prio C. S Show CoS priority for this slot

show defaults C Chassis

show defaults C all Show defaults for thislocation and all of its
children

show defaults C S Slot

show defaults C. S all

Show defaults for thislocation and all of its
children

show defaults C.S. P

Port

show defaults C. S. P all

Show defaults for this|ocation and all of its
children

show def aul ts NAME

Show default configuration for alocation

show defaul ts NAME al |

Show defaults for thislocation and all of its
children

show di gi tal -di agnostics

Show Digital Diagnostics summary

show di gi tal - di agnostics C

For al portsin this chassis
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show di gi tal -di agnostics C. S

For all portsin this slot

show di gi tal -di agnostics C. S. P

For a specific port

show di gi tal - di agnosti cs NAVE

Show Digital Diagnostics summary

show di scovery hosts

List of hosts found by L2 Discovery Protocol

show dscp map

For dl dots

show dscp map C

For all slotsin achassis

show dscp map C. S

For adlot

show firmare

Show firmware info

show firmnare areas

Show firmware non-volatile areas

show firmvare areas C

Show firmware non-volatile area for chassis

show firmmvare areas C. S

Show firmware non-volatile area for slot

show firmvare sessions

Show firmware download sessions

show f | ows

Show flow configuration

show flows C

Show flow configuration for al slotsin this
chassis

show flows C. S

Show flow configuration for this slot

show groups

Show group configuration

show hi story

Display the session command history

show hw confi g

Show hardware configuration settings (e.g.
jumper/DIP switches)

show hwconfig C. S

For adlot

show i nventory

Show information about every object in the system

show i nventory tsv

Inventory in atab-separated format

show i p

Show administrative | P status

show ip interface

Show system I P interface configuration

show ip interface vlan-id

Show VLAN 802.1q configuration

show i p tabl es

Show ip tables configuration

show | og Show logging configuration and log entries
show | og nvram NVRAM log
show | og nvram <1-99999> NVRAM log

show | og nvram al |

Show all NVRAM log entries

show | og renote-server hosts

Show remote syslog servers

show | og running

Running log

show | og runni ng <1-99999>

Running log

show | og runni ng all

Show all running log entries

show map

Display port map

show map C

Enter chassis location

show map C dunp act ual

Show actual (operating) state
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show map C dunp desired Show desired (administrative) state
show map C nanes Map list with full port names
show map C sinple Map list without graphics

show map C. S Enter dot location

show map C. S dunp act ual Show actual (operating) state
show map C. S dunp desired Show desired (administrative) state
show map C. S nanes Map list with full port names
show map C. S sinple Map list without graphics

show map C. S. P Enter port location

show map C. S. P dunp act ual Show actual (operating) state
show map C. S. P dunp desired Show desired (administrative) state
show map C. S. P nanes Map list with full port names
show map C. S. P sinple Map list without graphics

show nmap nanes

Map list with full port names

show map sinple

Map list without graphics

show mappi ng-t ypes

Show mapping-type info

show mappi ng-types C

Show mapping-type info

show nmappi ng-types C. S

(no description yet)

show mappi ng-types C. S. P

(no description yet)

show menory

Show memory usage

show ntp

Show NTP configuration

show nt p-server hosts

Show NTP servers

show packages

Show installed packages and versions

show per ni ssi ons

Show your permissions

show perm ssions chassis

Show your chassis permissions

show per mi ssions port

Show your port permissions

show per ni ssi ons sl ot

Show your slot permissions

show pl ugi ns

Show Pluggable Optics (SFP/GBIC/XFP)
summary

show ports

Show port list

show proc cpu

CPU utilization and memory statistics

show r edundancy C

Show chassis redundancy info

show redundancy C. S

Show slot redundancy info

show r edundancy NAME

Show redundancy info

show rm sl ots

Show s/w versions of rm slots

show runni ng-config

Current operating configuration

show sl ot all

Show list of al slots (deprecated, use 'show slots)

show sl ots

Show dlot list
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show

snnp-server

Show SNMP server configuration

show snnp-server hosts Show trap recipients

show snnp-server users SNMPv3 user list

show statistics Show port info

show sys Show system information

show sys date Show the system clock

show sys | ogi n- banner Show login banner

show tabl e chassis dunp Dump in machine readable format
show table metam b feature dunp Dump in machine readable format
show tabl e netam b vari abl e dunp Dump in machine readable format
show tabl e port dunp Dump in machine readable format
show t abl e protocol Display protocol table

show t abl e protocol dunp Dump in machine readable format
show tabl e sl ot dunp Dump in machine readable format
show t erni nal Show local terminal information
show unmapped Show unmapped ports

show unmapped C Enter ot location

show unmapped C. S Enter port location

show unnmapped C. S. P Show unmapped ports

show user-cl ass User class (debug, super, etc)
show users User accounts

show vi d- map Show VID map

show vid-map C Show VID map for al dotsin this chassis
show vid-map C. S Show VID map for this slot

sl eep <0-10>

Pause CL1 for scripting

encrypted WORD

slot C. S A dlot location

sl ot NAME Configureadot

sl ot NAME type TYPE Specify a specific slot type (This command is only
available in the startup-config file)

sl ot NAME type TYPE rev <0-255> Specify a specific dot revision (This command is
only available in the startup-config fil€)

snnp-server comunity read Set read community string

snnp-server conmmunity read WORD Set read community string

snnp-server conmunity read Encrypted

encrypted WORD

snnp-server conmmunity wite Set write community string

snnp-server comunity wite WORD |Set write community string

snnp-server comunity wite Encrypted
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[ no] snnp-server

host AB.C.D

Add trap recipient

snnp-server host

A.B.C.D

COVMMUNI TY

Add trap recipient

snnp- server host

al arm

A.B.C.D

COMMUNI TY

Set host trap threshold to alarm - similar to
LOG_WARNING (4)

snnp-server host
al arm <1- 65535>

COMMUNI TY

Set host trap threshold to alarm - similar to
LOG_WARNING (4)

snnp-server host
error

COMWMUNI TY

Set host trap threshold to LOG_ERR (3)

snnp-server host
error <1-65535>

COVMMUNI TY

Set host trap threshold to LOG_ERR (3)

snnp- server host

f at al

COMMUNI TY

Set host trap threshold to LOG_EMERG (0)

snnp-server host
fatal <1-65535>

COMMUNI TY

Set host trap threshold to LOG_EMERG (0)

snnp-server host
war ni ng

A. B.

COMWMUNI TY

Set host trap threshold to LOG_WARNING (4)

snnp-server host

war ni ng <1- 65535>

A.B.C.D

COVMMUNI TY

Set host trap threshold to LOG_WARNING (4)

default snnp-server port

Port that the SNMP server listens on

snnp-server port <1-65535> Port that the SNMP server listenson
[ defaul t| no] snnp-server sys Clear SNMP sysContact

cont act

snnp-server sys contact LINE Set SNMP sysContact

[ defaul t| no] snnp-server sys Clear SNMP sysLocation

| ocation

snnp-server sys location LINE Set SNMP sysLocation

[defaul t| no] snnp-server sys nane

Clear SNMP sysName and restore prompt to
default

snnp-server sys nane LINE

Set SNMP sysName (and prompt)

[defaul t| no] snnp-server traps

nodul e

Enable module traps

[defaul t| no] snnp-server traps

power - suppl y

Enable power supply traps

[ no] snnp-server

user USERNAME

Configure SNMPv3 users

snnp-server user

USERNAME aut h

nmd5

MD5 authentication hash

snnp- server
AUTHPASS

user

USERNAME aut h

nd5

M D5 authentication hash

snnp-server user

USERNAME aut h

AUTHPASS priv des PRI VPASS

md5

DES encryption

snnp- server user
priv des

USERNAME aut h

nmd5

DES encryption

snnp-server user

USERNAME aut h

sha

SHA authentication hash
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snnmp-server user USERNAME aut h sha |SHA authentication hash
AUTHPASS

snnp-server user USERNAME aut h sha |DES encryption
AUTHPASS priv des PRI VPASS

snnp-server user USERNAMVE auth sha |DESencryption

priv des

snnp-server user USERNAME MD5 authentication hash
encrypted auth md5 AUTHPASS

snnp-server user USERNAME DES encryption

encrypted auth nmd5 AUTHPASS priv
des PRI VPASS

snnp-server user USERNAME SHA authentication hash
encrypted aut h sha AUTHPASS
snnmp-server user USERNAME DES encryption

encrypted auth sha AUTHPASS priv
des PRI VPASS

[ defaul t| no] snnp-server vl Enable SNMPv1

[ defaul t| no] snnp-server v2c Enable SNMPv2c

[ defaul t| no] snnp-server v3 Enable SNMPv3

sync Wait for changes to be flushed to hardware /
display

[ defaul t| no] sys api-agent Enable API agent

[defaul t| no] sys audit-Ilog Enable the audit log

sys cl ear-counters Clear counters system wide

sys date DATESTR Set the system clock

sys di sconnect pid PID Disconnect a specific session(s)

sys di sconnect user USER Disconnect a user's session(s)

sys di sconnect user USER api Disconnect user from all APl sessions

sys di sconnect user USER consol e Disconnect user from serial console

sys di sconnect user USER gui Disconnect user from all gui sessions
sys di sconnect user USER ssh Disconnect user from all ssh sessions
sys di sconnect user USER tel net Disconnect user from all telnet sessions
[defaul t| no] sys discovery Enable L2 Discovery Protocol
[defaul t| no] sys gui-server Configure the GUI server

default sys gui-server port Set the GUI server port to its default state
Sys gui-server port <1-65534> Set the GUI server port

[defaul t| no] sys idle-tinmeout Disable CLI idle timeout

sys idle-timeout <0-400000> Set CLI idle timeout (in minutes)
[defaul t| no] sys I nmp Enable loop management protocol
[defaul t| no] sys |ock-types Enable Type-Locking

[ defaul t| no] sys | ogin-banner Set login-banner
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Command

Description

sys | ogi n-banner STRI NG

Set login-banner

[ defaul t| no] sys password-
strengt h- check

Enable password strength checking

default sys pronpt

Restore prompt (and SNMP sysName) to default

sys prompt LINE

Change prompt (and SNMP sysName)

sys rdate

Set the system clock from an rdate server

sys rdate A B.C.D

Set the system clock from an rdate server

[ defaul t| no] sys rdate-server

Set rdate server address (only used for 'sys rdate’)

sys rdate-server A B.C.D Set rdate server address (only used for 'sys rdate’)
sys serial baudrate 19200 Set to 19200 baud

sys serial baudrate 38400 Set to 38400 baud

sys serial baudrate 9600 Set to 9600 baud

[defaul t| no] sys serial terminal- |Clearseria portterminal type (will auto-detect)
type

sys serial termnal-type LINE Set serial port terminal type

[defaul t|no] sys tftp-host-ip Set TFTP host address

sys tftp-host-ip A B.C.D Set TFTP host address

[defaul t|no] sys tinmezone Use UTC/IGMT

sys tinmezone TI MEZONE Timezone

[no] term nal echo-commands

Echo commands when sourcing scripts

[no] terminal progress

Show progress indicator while waiting for
commands to compl ete

[no] terminal showtinmestanps

Show time stamps for log messages displayed on
the CLI

[ no] username NAME User account management

user nane NAME cl ass debug has access to low-level (dangerous) debug
commands

user name NAME cl ass nor nal has access to view and change settings based on
group membership

user name NAME cl ass super has access to configure the system

user namre NAME cl ass vi ew has read-only access to system

[ no] usernane NAME group NAME

Add asingle group

no usernane NAME groups

Remove al groups

user name NAME groups WORD Enter full group list
user namre NAME password Set password
user nanmre NAME password PASS Set password

user namre NAME password PASS cl ass

has access to low-level (dangerous) debug

debug commands
user name NAME password PASS cl ass |hasaccessto view and change settings based on
nor nal group membership

PN 1275005-100 Rev E6

128




EM316LNXNM-OT

Appendix
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Command Description

user namre NAME password PASS cl ass |hasaccessto configure the system

super

user nane NAME password PASS cl ass |hasread-only accessto system

Vi ew

user namre NAME password cl ass debug |hasaccessto low-level (dangerous) debug
commands

user name NAME password cl ass has access to view and change settings based on

nor mal group membership

user nanmre NAME password cl ass super |hasaccessto configure the system

user nane NAME password cl ass vi ew |hasread-only accessto system

user namre NAME password encrypted Encrypted password

PASS

user namre NAME password encrypted has access to low-level (dangerous) debug

commands

PASS cl ass vi ew

user nane NAME password encrypted has access to view and change settings based on
PASS cl ass nor mal group membership

user nanre NAME password encrypted has access to configure the system

PASS cl ass super

user namre NAME password encrypted has read-only access to system

who Show user sessions
whoami Who am I?
wite file Write configuration to the startup-config file

wite term nal

Write to termina
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2.3. Chassis Configuration Context

Table 6. Chassis Configuration Context Table

Command Description

default all Restore defaults for thislocation and all of its
children

chassis C A chassislocation

chassi s NAME

Configure a chassis

cl ear-counters

Clear countersfor al portsin this chassis

default description

Restore description to its default state

description LINE

Set chassis name

echo Display text for scripting

echo LINE Display text for scripting

end End current context and go down to initial
command context

exi t Exit current context and go down to previous

context

firmvare downl oad Fl LE

Start/abort firmware download into hardware non-
volatile area

firmvare downl oad abort

Abort current download

firmvare rel oad

Reload firmware from primary non-volatile area

firmvare swap-prinary

Swap between primary and backup firmware

flush

Wait for changes to be flushed to hardware

[defaul t|no] gen-trap chassis Enable chassis traps
[defaul t|no] gen-trap lin Enable LIN traps

[defaul t| no] gen-trap link Enable link traps

[defaul t| no] gen-trap | oopback Enable loopback traps

[ defaul t| no] gen-trap nodul e- Enable module specific traps
specific

[defaul t| no] gen-trap port Enable port traps

[ defaul t| no] gen-trap port-change |Enableportchangetraps

[defaul t| no] gen-trap port-diags

Enable digital diagnostic traps

[defaul t| no] gen-trap sl ot-change

Enable slot change traps

[defaul t| no] gen-trap sw tchover

Enable active/standby switchover change traps

list Print command list
list MATCH Print command list

| ogout Logout of the system
default | oopback-ti meout Adjust loopback timeout

| oopback-ti nmeout <0-2147483647>

Adjust loopback timeout

map cl ear-all

Clear al related mappings
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map repeater

Set to 'repeater’ setting (1 <-> 2, etc.)

map to-self

Map to itself (and clear other mappings)

default ne

Restore defaults for this location only

next Configure next element

[ no] pager Pause scrolling when screenis full

port CS. P A port location

port NAME Configure a port

port S. P A port in this chassis

previ ous Configure previous element

qui t Exit current context and go down to previous
context

show Show running system information

show config

Show administrative configuration for this object

show config all

Show administrative configuration for this object
and al of its children

show defaul ts

Show default configuration for this object

show defaul ts all

Show default configuration for this object and all
of itschildren

show di gi t al - di agnostics

Show Digital Diagnostics summary

show dunp

Dump machine readable status

show firmare

Show onboard non-volatile areas

show firmvare sessions

Show firmware download sessions

show hw-config

Show hardware configuration settings (e.g.
jumper/DIP switches)

show map

Display port map

show map dunp act ual

Show actual (operating) state

show map dunp desired

Show desired (administrative) state

show map nanes

Map list with full port names

show map sinple

Map list without graphics

show nmappi ng-types

Show mapping-type info

show r edundancy

Show dlot redundancy info

show runni ng-config

Current operating configuration

show traps

Show trap filter configuration

show unnapped

Show only unmapped ports

sl eep <0-10>

Pause CLI for scripting

slot C. S A slot location
sl ot NAME Configure adlot
slot S A dlot on this chassis
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sync

Wait for changes to be flushed to hardware /
display

default tenperature-limt

Adjust high-temperature limit (deg. C)

tenperature-lint <-100-100>

(no description yet)

default tenmperature-nin

Adjust low-temperature limit (deg. C)

tenperature-mn <-100- 100>

(no description yet)

[defaul t|no] trap

Enable trap generation

[no] trap NAMVE

Enable trap generation

who

Show user sessions

whoam

Who am |?

wite file

Write configuration to the startup-config file

wite term nal

Write to termina
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2.4. Slot Configuration Context

Table 7. Slot Configuration Context Table

Command

Description

default acc-control tagged

Specify control for tagged frames

acc-control tagged deny-all

Discard all tagged frames

acc-control tagged deny-list LINE

Discard only specific tagged frames

acc-control tagged permt-all

Pass all tagged frames

LI NE

acc-control tagged permit-|ist

Pass only specific tagged frames

default acc-control untag

Specify control for untagged frames

acc-control untag deny

Discard all untagged frames

acc-control untag pernmit

Pass all untagged frames

default aging-timer

Restore Switch Aging Timer in seconds to default
Setting

agi ng-timer <1-86400>

Configure Switch Aging Timer in seconds

default all Restore defaults for thislocation and all of its
children
chassis C A chassislocation

chassi s NAME

Configure a chassis

cl ear-counters

Clear countersfor al portsin this slot

cl ear-type

Clear Type, if locking types

[ defaul t| no] cos

specify frame priority classification

cos bot h-tag-dscp

prioritize per DSCP value (has precedence) or
VLAN priority

cos dscp-only

prioritize per DSCP value

default cos prio

Return CoS priority configuration to defaults

cos prio <0-7> high

Configure high CoS priority

cos prio <0-7> | ow

Configure low CoS priority

cos prio <0-7> medi um

Configure medium CoS priority

cos prio <0-7> nornal

Configure normal CoS priority

cos tag-only

Prioritize per VLAN priority

default description

Restore description to its default state

description LINE

Set dlot name

default dscp

Return DSCP configuration to defaults

default dscp egress-node

Specify remarking mode on egress

dscp egress-node af - node

Assured forward remarking

dscp egress-node cs-node

Class selector remarking

[defaul t|no] dscp ingress af

Assured forwarding

Code point values other than &f, cs, ef, zero
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[defaul t| no] dscp ingress all-

ot her

[defaul t| no] dscp ingress cs Class selector

[defaul t| no] dscp ingress ef Expedited forwarding

[defaul t| no] dscp ingress zero- Zero code point

dscp

no dscp map <0-63> Remove a DSCP map

dscp map <0-63> active DSCP row active

dscp map <0-63> high active DSCP row active

dscp map <0-63> high notlnService |DSCProw configured, not active
dscp map <0-63> | ow active DSCP row active

dscp map <0-63> | ow notlnService DSCP row configured, not active
dscp map <0-63> nmedi um active DSCP row active

dscp map <0-63> medi um DSCP row configured, not active
not | nServi ce

dscp map <0-63> nornmal active DSCP row active

dscp map <0- 63> nor nal DSCP row configured, not active

not | nServi ce

dscp map <0-63> notl nService

DSCP row configured, not active

[defaul t| no] dscp remark

DSCP Remarking

echo Display text for scripting

echo LINE Display text for scripting

end End current context and go down to initial
command context

exit Exit current context and go down to previous

context

firmvare downl oad Fl LE

Start/abort firmware download into hardware non-
volatile area

firmvare downl oad abort

Abort current download

firmvare rel oad

Reload firmware from primary non-volatile area

firmmvare swap-prinmary

Swap between primary and backup firmware

default fl ow

Return flow configuration to defaults

no fl ow <1-4095> <0-8>

Remove flow

fl ow <1-4095> <0-8> <0-1000000>
active

Flow row active

fl ow <1-4095>
not | nServi ce

<0- 8> <0-1000000>

Flow row configured, not active

fl ow <1-4095> <0-8> active Flow row active
fl ow <1-4095> <0-8> cl ear clear counters for this flow
fl ow <1-4095> <0-8> notl nService Flow row configured, not active
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flush

Wait for changes to be flushed to hardware

default honi ng

Adjust homing setting

hom ng dual cos

Dual Central Offices

homi ng si ngl eco

Single Central Office

[defaul t|no] ionetrix

Process lometrix cNode Level 1 framesreceived

[defaul t|no] ip default-gateway

Clear default gateway

ip default-gateway A. B.C.D

Set default gateway

no ip interface

Slot interface configuration

ipinterface AB.C.D

Slot interface configuration

ipinterface AB.C DM

Slot interface configuration

I ga start interval <10-86400>

Monitoring duration (Perf/Mon) or interval (Loss/
Gain

| ga stop

Stop Loss Gain Analysis

[defaul t| no] Iink-aggregation

aggregate both trunks into the active path

I i nk-aggr egati on

on- dnmac

select trunk based on destination MAC address

I i nk-aggregation

on-ip

select trunk based on IP information

I i nk-aggregation

on-random

select trunk randomly

I i nk- aggregati on

on-xor-al |

select trunk based on MAC addresses and |P info

I i nk-aggr egation

on- xor - sd

select trunk based on both MAC addresses

defaul t 1ink-toggle-action

Start or stop link toggle of group members

I i nk-toggl e-action start

(no description yet)

i nk-toggl e-action stop

(no description yet)

default link-toggle-cycles

Configure number of link toggle cycles

i nk-toggl e-cycl es <0-4294967294>

Configure number of link toggle cycles

defaul t |ink-toggl e-down-rate

Adjust link toggle down rate (microseconds), for
group members

<0-4294967294>

I i nk-toggl e- down-

rate

Adjust link toggle down rate (microseconds), for
group members

I i nk-toggl e- nenbers WORD

Configure ports as a part of alink toggle group

default link-toggle-trap-start-

Restore link-toggle-trap-start-emit to its default
state

i nk-toggl e-trap-

start- emt-not

(no description yet)

i nk-toggl e-trap-

start- emt-yes

(no description yet)

default link-toggle-trap-stop-e

Restore link-toggle-trap-stop-emit to its default
state

i nk-toggle-trap-

stop-e emnit-not

(no description yet)

i nk-toggl e-trap-

stop-e enit-yes

(no description yet)

default |ink-toggle-up-rate

Adjust link toggle up rate (microseconds), for
group members
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i nk-toggl e-up-rate <0-4294967294>

Adjust link toggle up rate (microseconds), for

group members

list Print command list
list MATCH Print command list
| ogout Logout of the system

default managenent-vid

define VLAN id reserved exclusively to
management

managenent -vi d <1-4095>

define VLAN id reserved exclusively to
management

map cl ear-all

Clear al related mappings

map repeater

Set to 'repeater’ setting (1 <-> 2, etc.)

map to-self

Map to itself (and clear other mappings)

[ defaul t| no] maps heart beat

Start MAPS heartbeat

default maps rx-timer

Specify MAPS RX heartbeat timer

maps rx-timer <15-30>

Specify MAPS RX heartbeat timer

default maps tx-timer

Specify MAPS TX heartbeat timer

maps tx-tiner <1-10>

Specify MAPS TX heartbeat timer

default maps vid

Specify VLAN ID for MAPS packets

maps vid <1-4095>

Specify VLAN ID for MAPS packets

default maps-node

Restore maps-mode to its default state

maps- node nast er

(no description yet)

maps- node sl ave

(no description yet)

default ne

Restore defaults for this location only

default nmgnt-vid

Restore mgmt-vid to its default state

ngmt -vi d <0- 4095>

(no description yet)

next

Configure next element

oper ati on-type add- dr op- nmux

(no description yet)

operati on-type booster-agc

Optical Amplifier booster, gain mode

operation-type booster-apc

Optical Amplifier booster, output power mode

operation-type co

Central Office

operation-type co-dual -active

Active Central Office

operation-type co-dual -i nactive

Inactive Central Office

oper ati on-type converter

Media Converter

oper ation-type cpe

Customer Premise Equipment

operation-type fast-repeater

Fast Ethernet Repeater

operati on-type gi gabit-repeater

Gigabit Ethernet Repesater

operation-type inline-agc

Optical Amplifier inline, gain mode

operation-type inline-apc

Optical Amplifier inline, output power mode

operation-type managenent

Management Card
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operati on-type m dstage-agc

(no description yet)

operation-type m dstage-apc

(no description yet)

operation-type nonitor

Monitor

operation-type nmulti-colOg

(no description yet)

operation-type nmulti-colg

(no description yet)

operation-type nulticast

Configure flooding limit for multicast frames
(Kfps)

operation-type mnultiplexer

Multiplexer

operation-type nultipl exer4x10g

(no description yet)

operation-type opt-attenuator

(no description yet)

operation-type optical-switch

Optical Switch

operation-type packet - nux

(no description yet)

operation-type phys-layer-switch

Physical Layer Switch

operation-type preanp-agc Optical Amplifier preamplifier, gain mode

operation-type preanp-apc Optical Amplifier preamplifier, output power
mode

operation-type preanp-appc (no description yet)

operation-type redundant Self Healing Link

operation-type renote Remote Management Card

operation-type repeater Repeater

oper ati on-type repeat er 40g

(no description yet)

operation-type splitter-conbiner

Splitter/combiner

operation-type switch

Switch

operation-type variable-gain

(no description yet)

[ no] pager

Pause scrolling when screenis full

pmstart direction co-to-cpe
i nterval <60-604800>

Monitoring duration (Perf/Mon) or interval (Loss/
Gain

pmstart direction cpe-rx interval
<60- 604800>

Monitoring duration (Perf/Mon) or interval (Loss/
Gain

pmstart direction cpe-to-co
i nterval <60-604800>

Monitoring duration (Perf/Mon) or interval (Loss/
Gain

pmstart direction cpe-tx interval
<60- 604800>

Monitoring duration (Perf/Mon) or interval (Loss/
Gain

pm st op Stop Performance Monitoring
port CS. P A port location

port NAME Configure a port

port P A port on thisslot

port S.P A port on this chassis

previ ous Configure previous element
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qui t Exit current context and go down to previous
context

[ defaul t| no] redundancy Enable slot redundancy

reset cold Full slot reset

reset warm Slot software reset

show

Show running system information

show access

Show EUSM access control vid list

show attenuation

Display port attenuation settings

show config

Show administrative configuration for this object

show config all

Show administrative configuration for this object
and al of its children

show cos prio

Show CoS priority configuration

show defaul ts

Show default configuration for this object

show defaul ts all

Show default configuration for this object and all
of itschildren

show di gi t al - di agnostics

Show Digital Diagnostics summary

show dscp map

DSCP Map

show dunp

Dump machine readable status

show eusm

Show EUSM dlot info

show firmare

Show onboard non-volatile areas

show firmnvare sessions

Show firmware download sessions

show f | ows

Show flow configuration

show hw-config

Show hardware configuration settings (e.g.
jumper/DIP switches)

show |l ga statistics

Show Loss Gain Analysis statistics info

show map

Display port map

show map dunp act ual

Show actual (operating) state

show map dunp desired

Show desired (administrative) state

show map nanes

Map list with full port names

show nmap sinple

Map list without graphics

show mappi ng-types

Show mapping-type info

show maps

MAPS information

show mgnt - vi d

Display vlan mgmt vid setting

show oam

OAM remote management information

show pattern

Pattern Generator/Checker information

show pm statistics

Show Performance Monitoring statistics info

show r edundancy

Show slot redundancy info

show runni ng-config

Current operating configuration

show sni ffer

Show glot all ports sniffer status
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show statistics

Show port info

show traps

Show trap filter configuration

show unnapped

Show only unmapped ports

show vi d- map

Show VID map for the current slot

sl eep <0- 10>

Pause CL1 for scripting

slot C. S A slot location
sl ot NAME Configureadot
slot S A dlot on thischassis

default stormcontrol broadcast

Configure flooding limit for broadcast frames
(Kfps)

stormcontrol broadcast <0-255>

Configure flooding limit for broadcast frames
(Kfps)

default stormcontrol nulticast

Configure flooding limit for multicast frames
(Kfps)

stormcontrol multicast <0-255>

Configure flooding limit for multicast frames
(Kfps)

default stormcontrol unicast

Configure flooding limit for unicast frames (Kfps)

storm control unicast <0-255>

Configure flooding limit for unicast frames (Kfps)

sync

Wait for changes to be flushed to hardware /
display

default toggle-rate

Adjust toggling rate (microseconds), Value will be
rounded to the closest HW value

toggl e-rate <1-2147483647>

Adjust toggling rate (microseconds), Value will be
rounded to the closest HW value

[defaul t|no] trap

Enable trap generation

[no] trap NAME

Enable trap generation

up

Configure parent element

default user-oam1l

Restore User OAM Channel 1 to default setting

user-oam1 discard

Set User OAM Channel 1 to "discard"

user-oam 1 not Support ed

Set User OAM Channédl 1 to "notSupported"

user-oam 1 passthru

Set User OAM Channel 1 to "passthru”

defaul t user-oam?2

Restore User OAM Channel 2 to default setting

user-oam 2 di scard

Set User OAM Channel 2 to "discard"

user-oam 2 not Supported

Set User OAM Channédl 2 to "notSupported"

user-oam 2 passthru

Set User OAM Channel 2 to "passthru”

default user-port-limt

define bandwidth (Kbps) for user-port traffic

user-port-limt <0-1000000>

define bandwidth (Kbps) for user-port traffic

default vid-map

Return VID map configuration to defaults

no vi d-map <0-4095>

Remove VID map

vi d-map <0-4095> <0-4095> active

VID row active
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vi d- map <0-4095> <0-4095>
not | nServi ce

VID row configured, not active

vi d-map <0-4095> active

VID row active

vi d- map <0-4095> not | nServi ce

VID row configured, not active

who

Show user sessions

whoam

Who am |?

wite file

Write configuration to the startup-config file

wite term nal

Write to termina
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2.5. Port Configuration Context

Table 8. Port Configuration Context Table

Command

Description

default acc-control

t agged

Specify control for tagged frames

acc-control

t agged deny-al |

Discard all tagged frames

acc-control

tagged deny-list LINE

Discard only specific tagged frames

acc-control

tagged pernit-all

Pass all tagged frames

acc-control
LI NE

tagged permit-Iist

Pass only specific tagged frames

default acc-control untag Specify control for untagged frames
acc-control untag deny Discard all untagged frames
acc-control untag permt Pass al untagged frames

[defaul t| no] aging

Enable aging

default all

Restore defaults for thislocation and all of its
children

default anplifier gain

AGC modegainindB

amplifier gain GAIN

AGC modegainindB

default anplifier output-power

APC mode output power

anplifier output-power
<-2147483647- 2147483647

(no description yet)

default attenuation

Attenuation in dB

attenuati on ATTEN

Set attenuation in dB

default attenuation rx

(no description yet)

attenuation rx ATTEN 0.0-15.0

default attenuation tx (no description yet)

attenuation tx ATTEN 0.0-15.0

[ defaul t| no] auto-neg-adv Adjust auto-negotiation advertisement

[ no] auto-neg-adv 10 Advertise 10Base-T

[ no] auto-neg-adv 10 full Advertise full duplex only for this speed
[no] auto-neg-adv 10 hal f Advertise half duplex only for this speed
[ no] auto-neg-adv 100 Advertise 100Base-Tx

[ no] auto-neg-adv 100 full Advertise full duplex only for this speed
[ no] auto-neg-adv 100 hal f Advertise half duplex only for this speed
[no] auto-neg-adv 1000 Advertise 1000Base-T

[no] auto-neg-adv 1000 full Advertise full duplex only for this speed
[ no] auto-neg-adv 1000 hal f Advertise half duplex only for this speed

aut o- neg- adv al |

Advertise all capabilities

[ no]

aut o- neg- adv

fl ow contr ol

Advertise flow control
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Description

[ no] auto-neg-adv full

Advertise full duplex only for all speeds

[ no] auto-neg-adv hal f

Advertise half duplex only for all speeds

aut o- neg- adv hex WORD

Advertise using hex format (see MIB descr. for
help)

def aul t aut o- neg-wai t

Set the number of seconds a port should auto-
negotiate before deciding alink is down

aut o-neg-wait <1-254>

Set the number of seconds a port should auto-
negotiate before deciding alink is down

[ defaul t| no] auto-negotiation

Enable auto-negotiation

default cable-Ilen

Adjust the expected maximum length cable that
will be attached this port

cabl e-l1en 133

Set to 0-133 feet

cabl e-1en 266

Set to 134-266 feet

cabl e-1en 399

Set to 267-399 feet

cabl e-1en 533

Set to 400-533 feet

cabl e-1en 655

Set to 534-655 feet

cabl e-1 en | ong- haul

(no description yet)

cabl e-1 en short - haul

(no description yet)

cabl e-test Test copper user cable for opens/shorts/impedance
problems
chassis C A chassislocation

chassi s NAME

Configure a chassis

cl ear-counters

Clear countersfor this port

[ defaul t| no] de-enphasis

Enable Output De-emphasis

de-enphasis 0

Set Output De-emphasisto "0"

de- enphasis 2

Set Output De-emphasisto "2"

de- enphasi s 4

Set Output De-emphasisto "4"

de- enphasis 6

Set Output De-emphasisto "6"

default description

Restore description to its default state

description LINE

Set port name

default dupl ex

Adjust port duplex setting

dupl ex full Set to full duplex
dupl ex hal f Set to half duplex
echo Display text for scripting
echo LINE Display text for scripting

default egress-tag-action

Restore egress-tag-action to its default state

egress-tag-action add

Add outer VLAN tag to egress frames; define
VLAN id and priority

egress-tag-action retain

(no description yet)
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egress-tag-action strip

Remove outer VLAN tag (if any) from egress
frames

end

End current context and go down to initial
command context

[defaul t| no] equalization

Disable Input Equalization

equal i zati on high

Set Input Equalization to "high"

equal i zation | ow

Set Input Equalization to "low"

equal i zati on nedi um

Set Input Equalization to "medium"

default error-select

Select type of error to monitor

error-sel ect bpv-exz

(no description yet)

error-sel ect cv-exz

(no description yet)

error-sel ect prbs

(no description yet)

exit

Exit current context and go down to previous
context

[defaul t| no] fiber-auto-neg

Enable Fiber Auto-Negotiation state on line side of
RJ45 port

[defaul t| no] fiber-node

Enable Set RJ45 port to work with fiber port on its
line side

default fiber-speed

Restore Fiber Speed on line side of RM5 port to
default setting

fiber-speed 100

Set Fiber Speed on line side of RJ45 port to "100"

fi ber-speed 1000

Set Fiber Speed on line side of RJ45 port to "1000"

[defaul t| no] flow control

Enable Flow Control

default flowcontrol receive

Adjust port flow control token reception

flow control receive conply

Obey received FC tokens

flow control receive drop

Drop received FC tokens

flow control receive passthru

Ignore received FC tokens, but relay them to
outbound port

[defaul t|no] flow control send

Enable transmission of FC tokens

flush

Wait for changes to be flushed to hardware

defaul t ingress-tag-action

Restore ingress-tag-action to its default state

i ngress-tag-action add

Add outer VLAN tag to egress frames; define
VLAN id and priority

i ngress-tag-action retain

(no description yet)

i ngress-tag-action strip

Remove outer VLAN tag (if any) from egress
frames

lga start interval <10-86400>

(no description yet)

| ga stop

Stop Loss Gain Analysis

[default|no] Iin

Enable LIN

[defaul t|no] Iink-nmatch

Enable link match mode
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default link-threshhold rx-power Restore Link Threshold Rx Power High to default
hi gh setting

I i nk-threshhol d rx-power hi gh WORD |Configure Link Threshold Rx Power High
default 1|ink-threshhold rx-power Restore Link Threshold Rx Power Low to default
| ow setting

i nk-threshhol d rx-power | ow WORD

Configure Link Threshold Rx Power Low

default |ink-threshhold tx-bias

hi gh

Restore Link Threshold Tx Bias High to default
setting

I i nk-threshhol d tx-bias high WORD

Configure Link Threshold Tx Bias High

default link-threshhold tx-bias Restore Link Threshold Tx Bias Low to default

| ow setting

i nk-threshhold tx-bias | ow WORD |Configure Link Threshold Tx Bias Low
default link-threshhold tx-power Restore Link Threshold Tx Power High to default
hi gh setting

I i nk-threshhol d tx-power hi gh WORD |Configure Link Threshold Tx Power High
default 1|ink-threshhold tx-power Restore Link Threshold Tx Power Low to default
| ow setting

i nk-threshhol d tx-power | ow WORD

Configure Link Threshold Tx Power Low

list

Print command list

list MATCH Print command list

| ocal Configure local device

| ogout Logout of the system

[ no] | oopback Enable L oopback

| oopback all Return al ingress frames
| oopback all swap DA-SA swap

[no] | oopback internal Internal loopback

| oopback mac

MAC for loopback

| oopback off

Disable loopback

| oopback on-both vid <1-4095> nmac
VORD

MAC for |loopback

| oopback on-both vid <1-4095> nac
WORD swap

DA-SA swap

| oopback on-da nmac WORD MAC for loopback
| oopback on-da nac WORD swap DA-SA swap

| oopback on-vid vid <1-4095> VLAN id

| oopback on-vid vid <1-4095> swap |DA-SA swap

map al so-to C. S. P

Enter port location

map al so-to NAME

Map to a port (in addition to this port's existing
destinations)

map cl ear-all

Clear al related mappings
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map not-to C. S. P

Enter port location

map not-to NAME

Remove the source port from that destination port

map only-to C. S. P

Enter port location

map only-to NAME

Map to a port (and clear al other mappings for
both ports)

map repeater

Set to 'repeater’ setting (1 <-> 2, etc.)

map to-self

Map to itself (and clear other mappings)

map with C.S. P

(no description yet)

map wi th CSSPPP Connect to ...
map with LINE Connect to ...
map wi th NAME Connect to ...
map with PORT Connect to.

defaul t mappi ng-type

Adjust mapping type of the port, to define
mapping restrictions

mappi ng-type destination

This port would only be able to be mapped from
other ports

mappi ng-type inter-chas-1ink

This port would only be used for inter-chassis
links

mappi ng-type open

This port would be available for all types of
mappings

mappi ng-type source

This port would only be able to map to other ports

mappi ng-type sour ce- hel per

This port would only be able to map to source
ports

mappi ng-type unavail abl e

This port will not be able to be mapped

default ndi - pi nout

Adjust MDI/MDI-X

mdi - pi nout aut o- sense

Autodetect MDI/MDI-X

mdi - pi nout ndi

MDI

ndi - pi nout ndi x

MDI-X

default ne

Restore defaults for this location only

next

Configure next element

default nomnal-bit-rate

Set port custom bit-rate

nom nal -bit-rate <0-4294967294>

Set port custom bit-rate

[ defaul t| no] oam

enable OAM management

[ no] pager

Pause scrolling when screenis full

default path-transmtters

Restore The transmitter on each port in a data path
to default setting

path-transnitters disabl e-all

Set The transmitter on each port in a data path to
"disable-al"

path-transnitters enable-all

Set The transmitter on each port in a data path to
"enable-all"
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default pattern-check duration

Restore duration to its default state

pattern-check duration
<0- 4294967294>

(no description yet)

pattern-check start all Ones

(no description yet)

pattern-check start
al t ernat i ngOnes

(no description yet)

pattern-check start cjt

(no description yet)

pattern-check start cr

(no description yet)

pattern-check start cs

(no description yet)

pattern-check start none

(no description yet)

pattern-check start prbsl5

(no description yet)

pattern-check start prbs23

(no description yet)

pattern-check start prbs31

(no description yet)

pattern-check start prbs7

(no description yet)

pattern-check start prbs9

(no description yet)

pattern-check stop

(no description yet)

default pattern-check update-freq

Restore update-freq to its default state

pattern-check update-freq
<0-4294967294>

(no description yet)

default pattern-gen duration

Restore duration to its default state

pattern-gen duration
<0- 4294967294>

(no description yet)

pattern-gen start all Ones

(no description yet)

pattern-gen start alternati ngOnes

(no description yet)

pattern-gen start cjt

(no description yet)

pattern-gen start cr

(no description yet)

pattern-gen start cs

(no description yet)

pattern-gen start none

(no description yet)

pattern-gen start prbsil5

(no description yet)

pattern-gen start prbs23

(no description yet)

pattern-gen start prbs31

(no description yet)

pattern-gen start prbs7

(no description yet)

pattern-gen start prbs9

(no description yet)

pattern-gen stop

(no description yet)

pm start size <1-9600> duration
<60- 604800>

(no description yet)

pm st op Stop Performance Monitoring
port CS. P A port location
port NAME Configure a port
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port P A port on this slot

port S. P A port on this chassis

default preanble-Ien Adjust transmitted preamble length setting

preanbl e-1 en standard Always send standard 8 byte preamble

preanbl e-1en variabl e Allow transmission of preambleslonger than 8
bytes

[defaul t|no] preferred Select whether channdl is preferred

previ ous Configure previous element

default priority Adjust Port Priority

priority <0-7> Adjust Port Priority

[ def aul t| no] protocol Disable protocol

protocol digitalvideo hdtv HDTV (1.485 GHz)

protocol digital video hdtv-15 HDTV-15 (1.485 GHz)

protocol digitalvideo sdi270 SDI1270 (270 MHz)

protocol digitalvideo sdi270-15 SDI1270-15 (270 MH2z)

protocol digitalvideo sdi540 SDI1540 (540 MHz)

protocol digitalvideo sdi540-15 SDI1540-15 (540 MHz)

protocol e-carrier el E1 (2.048 Mbps)

protocol e-carrier el-am E1 AMI (2.048 Mbps)

protocol e-carrier el-hdb3 E1 HDB3 (2.048 Mbps)

protocol e-carrier e3 E3 (34.368 Mbps)

protocol e-carrier e3-hdb3 E3 HDB3 (34.368 Mbps)

protocol ethernet 10/100/1000 10/100/1000 (10-1000 Mbps)

protocol ethernet 1000base-t 1000Base-T (1 Gbps)

protocol ethernet 1000base-t/Xx 1000Base-T/X (1 Ghps)

prot ocol ethernet 1000base-x 1000Base-X (1 Gbps)

protocol ethernet 100base-fXx 100Base-Fx (100 Mbps)

protocol ethernet 100base-tXx 100Base-Tx (100 Mbps)

prot ocol ethernet 10base-fl 10Base-FL (10 Mbps)

prot ocol ethernet 10base-t 10Base-T (10 Mbps)

protocol ethernet 10g-1an 10G-LAN (10.3125 Gbps)

protocol ethernet 10g-wan 10G-WAN (9.9533 Gbps)

prot ocol ethernet 10gl an-fec237 10GLAN-FEC237 (11.0957 Gbps)

prot ocol ethernet 10gl an-fec238 10GLAN-FEC238 (11.0491 Gbps)

prot ocol ethernet 10gwan-fec237 10GWAN-FEC237 (10.709 Gbps)

protocol ethernet 10gwan-fec238 10GWAN-FEC238 (10.6642 Gbps)

prot ocol ethernet 40g 40G (10.3125 Gbps)

prot ocol ethernet quarter-10ge Quarter 10GE (3.125 Ghbps)
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prot ocol fddi FDDI (125 Mbps)

protocol fibrechannel 1/2/4/8g 1/2/4/8G (1-8.5 Gbps)
protocol fibrechannel 1/2/4g- 1/2/4g-repeater (1-4 Gbps)
repeater

protocol fibrechannel 1/2/4g- 1/2/4g-retimer (1-4 Gbps)
retimer

protocol fibrechannel 1/2/4gfc 1/2/AGFC (1-4 Gbps)
protocol fibrechannel 1/2gfc 1/2GFC (1-2 Gbps)

protocol fibrechannel 10g 10G (10.5187 Gbps)

prot ocol fibrechannel 10g-fec237 10G-FEC237 (11.318 Gbps)
protocol fibrechannel 10g-fec238 10G-FEC238 (11.27 Gbps)
protocol fibrechannel 1gfc 1GFC (1.063 Ghbps)

protocol fibrechannel 2gfc 2GFC (2.125 Ghps)
protocol fibrechannel 2xgfc 2XGFC (2/4/8.. Gbps)
protocol fibrechannel 4gfc AGFC (4.25 Gbps)

protocol fibrechannel 8gfc 8GFC (8.5 Ghps)

protocol ibm escon ESCON (200 MHz)

protocol ibmficon FICON (200 MHz)

prot ocol infiniband 10g 10G (10 Ghbps)

protocol infiniband 2.5g 2.5G (2.5 Ghps)

protocol infiniband 5g 5G (5 Gbps)

protocol otn otu3 OTU3 (10.7543 Gbps)

pr ot ocol ppp PPP

protocol sdh stnb4 STM64 (9.9533 Gbps)

prot ocol sdh stnb4-fec237 STM64-FEC237 (10.709 Ghps)
prot ocol sdh stnb4-fec238 STM64-FEC238 (10.6642 Gbps)
protocol slip SLIP

protocol sonet ocl OC1 (51.84 Mbps)

protocol sonet ocl/3/12/24/48 0OC1/3/12/24/48 (51-2488 Mbps)
prot ocol sonet ocl2 0OC12 (622.08 Mbps)

prot ocol sonet 0c192 0OC192 (9.9533 Gbps)
protocol sonet 0cl192-fec237 0OC192-FEC237 (10.709 Gbps)
protocol sonet 0cl192-fec238 0OC192-FEC238 (10.6642 Gbps)
prot ocol sonet oc24 0OC24 (1.244 Gbps)

prot ocol sonet oc3 OC3 (155.52 Mbps)

prot ocol sonet oc48 0OC48 (2.488 Ghps)

protocol sonet oc48/fec OC48/FEC (2.666 Ghps)
protocol sonet stsl STS1 (51.54 Mbps)
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protocol t-carrier ds3 DS3 (44.736 Mbps)
protocol t-carrier t1l T1 (1.544 Mbps)
protocol t-carrier tl-am T1AMI (1.544 Mbps)
protocol t-carrier tl1-b8zs T1B8ZS (1.544 Mbps)
protocol t-carrier t3 T3 (44.736 Mbps)
protocol t-carrier t3-b3zs T3 B3ZS (44.736 Mbps)
prot ocol telcobus TelcoBus (77 MH2)
protocol transparent Transparent

prot ocol user-defined User defined

default punp- pw

Restore pump-pwr to its default state

punp- pw <0-4294967294>

(no description yet)

qui t

Exit current context and go down to previous
context

defaul t redundant-tx-npde

Adjust redundant trunk transmit mode

redundant -t x- nnde 1+1

Enable both trunk transmitters

redundant -t x- nropde 1:1

Only enable trunk transmitter connected to the
active Rx port on far end

renote

Configure remotely attached device

default rmchassis

Set remote chassis connectivity information

rmchassi s <0-4294967294>

Set remote chassis connectivity information

default rmport

Set remote port connectivity information

rmport <0-4294967294>

Set remote port connectivity information

default rmslot

Set remote slot connectivity information

rmsl ot <0-4294967294>

Set remote slot connectivity information

select-link active

Attempt to make this port active

sel ect-1ink standby

Attempt to make this port standby

[defaul t| no] sgmii

Set SGMII-PHY mode

show

Show running system information

show attenuation

Display port attenuation setting

show channel s

Show channels detected by OSA

show config

Show administrative configuration for this object

show config all

Show administrative configuration for this object
and al of its children

show defaul ts

Show default configuration for this object

show defaul ts all

Show default configuration for this object and all
of itschildren

show di gi t al - di agnostics

Show Digital Diagnostics summary

show dunp

Dump machine readable status

show eusm

Show EUSM port info
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show | ga Display loss_gain settings and stats
show map Display port map

show map dunp act ual

Show actual (operating) state

show map dunp desired

Show desired (administrative) state

show map nanes

Map list with full port names

show nmap sinple

Map list without graphics

show mappi ng-types

Show mapping-type info

show oam

OAM remote management information

show pattern

Pattern Generator/Checker information

show pl ugin

Show Pluggable Optics (SFP/GBIC/XFP) data for
this port

show pm

Display perf_mon settings and stats

show runni ng-config

Current operating configuration

show statistics

Show statistics for this port

show t hr eshol ds

Show thresholds detected by OSA

show traffic-gen-10

Display traffic-gen-10 settings

show traps

Show trap filter configuration

show t unabl e- channel

Display tunable channel settings and allowable
range

show vid-1i st

Display vid-list setting

show vl an

Show port VLAN-tagging info

[ defaul t| no] shutdown

Disable the port

[ defaul t| no] shut down-unmapped

Enable or Disable the port when it is not mapped
from another port

sl eep <0-10>

Pause CLI for scripting

slot C. S A dlot location

sl ot NAME Configure aslot
slot S A dot on this chassis
[defaul t| no] sniff-from Disable sniffer

sni ff-from PORT Set sniffer from port
[defaul t| no] sniffer Enable sniffer
default speed Adjust port speed
speed 10 Set to 10Mbps
speed 10-gi g Set to 10-Gigabit
speed 100 Set to 100M bps
speed 1000 Set to 1-Gigabit

default swi ng

Restore Peak-to-peak Swing Amplification to
default setting

sw ng <1-6>

Configure Output Swing
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swi ng hi gh Set Peak-to-peak Swing Amplification to "high"

swi ng nor nal Set Peak-to-peak Swing Amplification to "normal”

sync Wait for changes to be flushed to hardware /
display

[defaul t|no] term nation Set port termination

term nati on 100- ohns Set to 100 ohms

term nation 120- ohmns Set to 120 ohms

term nation 75-ohns Set to 75 ohms

default threshold Adjust threshold setting

threshol d <-2147483647-2147483647 |(no description yet)

threshol d osnr nmax <21-60> MAX Maximum, rising above will generate atrap

threshold osnr nmin <21-60> M N Minimum, dropping below will generate atrap

threshol d rx-power max <21-60> MAX|Maximum, rising above will generate atrap

threshold rx-power nmin <21-60> M N|Minimum, dropping below will generate atrap
t hreshol d-acti on <0-4294967294> Adjust threshold action setting

[ defaul t| no] toggl e-node Enable toggle-mode

traffic-gen action start Start traffic generation

traffic-gen action stop Stop traffic generation

default traffic-gen all (no description yet)

default traffic-gen da Egress bytes 0-5 (random, fixed, incrementing)

traffic-gen da fixed WORD Specify fixed destination address

traffic-gen da i ncrement WORD Destination address is incremented starting with
specified address

traffic-gen da random Destination address is randomly selected

default traffic-gen frame-count Frame count (fixed, continuous)

traffic-gen frame-count continuous |Specify continuous traffic generation

traffic-gen frame-count fixed Specify fixed frame count

<1-4294967294>

default traffic-gen frane-size Frame size for fixed. Interpreted as mask for
random

traffic-gen frame-size fixed Specify fixed frame size

<64- 9600>

traffic-gen frame-size random Frame sizeis randomly selected

<64- 9600>

default traffic-gen inter-packet- |IPG (bytes)--controlsamount of traffic

gap

traffic-gen inter-packet-gap IPG (bytes)--controls amount of traffic

<12-134217727>

traffic-gen | oad LOAD Set traffic-gen load

default traffic-gen pattern Data pattern (random, fixed)
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traffic-gen pattern fixed WORD

Specify fixed pattern

traffic-gen pattern random

Pattern is randomly selected

default traffic-gen sa

Egress bytes 6-11 (random, fixed, incrementing)

traffic-gen sa fixed WORD

Specify fixed source address

traffic-gen sa i ncrement WORD

Source address is incremented starting with
specified address

traffic-gen sa random

Source address is randomly selected

default traffic-gen tag

Egress bytes 12-15 (random, fixed, incrementing)

traffic-gen tag fixed WORD

Specify fixed tag

traffic-gen tag i ncrenent WORD

Tag isincremented starting with specified data

traffic-gen tag random

Tag israndomly selected

traffic-gen-10 action start

(no description yet)

traffic-gen-10 action stop

(no description yet)

default traffic-gen-10 all

(no description yet)

default traffic-gen-10 da

Egress bytes 0-5 (random, fixed, incrementing)

traffic-gen-10 da fixed WORD

(no description yet)

traffic-gen-10 da increment WORD

(no description yet)

traffic-gen-10 da random

(no description yet)

default traffic-gen-10 frane-count

Frame count (fixed, continuous)

traffic-gen-10 frane-count
conti nuous

(no description yet)

traffic-gen-10 franme-count fixed
<1-4294967294>

(no description yet)

default traffic-gen-10 frame-size

Frame size for fixed. Interpreted as mask for
random

traffic-gen-10 frame-si ze fixed
<64- 9600>

(no description yet)

traffic-gen-10 franme-size random
<64- 9600>

(no description yet)

default traffic-gen-10 headers

(no description yet)

traffic-gen-10 headers STRI NG
[ OFFSET]

(no description yet)

default traffic-gen-10 inter-
packet - gap

IPG (bytes)--controls amount of traffic

traffic-gen-10 inter-packet-gap
<12-134217727>

IPG (bytes)--controls amount of traffic

traffic-gen-10 | oad LOAD

Set traffic-gen-10 load

default traffic-gen-10 pattern

Data pattern (random, fixed)

traffic-gen-10 pattern fixed WORD

(no description yet)

traffic-gen-10 pattern random

(no description yet)
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default traffic-gen-10 sa Egress bytes 6-11 (random, fixed, incrementing)

traffic-gen-10 sa fixed WORD (no description yet)

traffic-gen-10 sa increment WORD |(no description yet)

traffic-gen-10 sa random (no description yet)

default traffic-gen-10 tag Egress bytes 12-15 (random, fixed, incrementing)

traffic-gen-10 tag fi xed WORD (no description yet)

traffic-gen-10 tag i ncrenent WORD |(no description yet)

traffic-gen-10 tag random (no description yet)

[defaul t| no] trap Enable trap generation

[no] trap NAME Enable trap generation

t unabl e- channel CHANNEL Set tunable channel

t unabl e- channel FREQ GHz Set tunable channel

t unabl e- channel FREQ Hz Hertz

t unabl e- channel FREQ MHz Set tunable channel

t unabl e- channel FREQ PHz Set tunable channel

t unabl e- channel FREQ THz Set tunable channel

up Configure parent element

default vid VLAN id

vid <0-4095> VLAN id

[defaul t|no] vid-list Set forwarding vids

vid-list LINE Set forwarding vids

default vlan-tag Add/remove outer VLAN tag in egress frames

vl an-tag add vid <0-4095> priority |Adjust Port Priority

<0-7>

vl an-tag ignore Leave VLAN tag(s) in egress frames unchanged

vlan-tag strip Remove outer VLAN tag (if any) from egress
frames

who Show user sessions

whoarni Who am |?

wite file Write configuration to the startup-config file

wite term nal Write to terminal

no zone Clear port zone (This command isonly available
in the startup-config file)

zone C.S. P Port location (This command is only availablein
the startup-config file)
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3. MetaMIB Reference

3.1. Fiber Config On RJ45 Port

3.1.1. Fiber Auto-Neg
Fiber Auto-Negotiation state on line side of RJ45 port

Type: Enum (di sabl ed, enabl ed)
Access: Read/write

CLI command: fi ber-aut o-neg

Defaullt: di sabl ed

3.1.2. Fiber Mode

Set RHM5 port to work with fiber port onitsline side

Type: Enum (di sabl ed, enabl ed)
Access: Read/write

CLI command: fi ber-node

Default: di sabl ed

3.1.3. Fiber Speed (in Mbps)
Fiber Speed on line side of RJ45 port

Type: Enum (100, 1000)
Access: Read/write

CLI command: fi ber-speed
Default: 1000
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3.2. Hd Pmc Port Config
3.2.1. Path Transmitters

The transmitter on each port in a data path

Type: Enum (di sabl e-all, enable-all)
Access: Read/wite
CLI command: path-transmtters
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3.3. PSInfo
3.3.1. PS 1 Info
Power Supply 1 Information
Type: String
Access: Read only
CLI command: ps-nonitor-1
3.3.2. PS 2 Info
Power Supply 2 Information
Type: String
Access. Read only
CLI command: ps- nonitor-2
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3.4. Port De-emphasis
3.4.1. De-emphasis (in dB)

Output De-emphasis

Type: Enum (0, 2, 4, 6)
Access: Read/ wite
CLI command: de- enphasi s
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3.5. Port Equal Config
3.5.1. Equal-config

Equal Config

Type: Enum (di sabl ed, adaptive, manual)
Access: Read/write

CLI command: equal -config

Default: adaptive
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3.6. Port Equalization

3.6.1. Equalization (in level)
Input Equalization

Type: Integer (Range: 1 to 15)
Access: Read/write

CLI command: equal i zati on

Default: 2
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3.7. Port Swing
3.7.1. Swing (in level)

Output Swing

Type: Integer (Range: 1 to 6)
Access: Read/write

CLI command: SWi ng

Default: 3
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3.8. SATA/SAS Cu SFP
3.8.1. De-emphasis

Output De-emphasis

Type: Enum (di sabl ed, enabl ed)
Access: Read/write

CLI command: de- enphasi s

Default: di sabl ed

3.8.2. Equalization
Input Equalization

Type: Enum (di sabl ed, | ow, nedium high)
Access: Read/write
CLI command: equal i zati on
Defaullt: di sabl ed
3.8.3. Swing
Peak-to-peak Swing Amplification
Type: Enum (nor mal , hi gh)
Access: Read/write
CLI command: Swi ng
Default: nor mal
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3.9. SFP/XFP Link Threshhold

3.9.1. Rx Power high (in dB)
Link Threshold Rx Power High

Type: Float

Access: Read/write

CLI command: I'i nk-threshhol d rx-power high
Default: I nf

3.9.2. Rx Power low (in dB)
Link Threshold Rx Power Low

Type: Float

Access: Read/write

CLI command: |'i nk-threshhol d rx-power | ow
Default: - I nf

3.9.3. Tx Bias high (in mA)
Link Threshold Tx Bias High

Type: Float

Access: Read/write

CLI command: I'i nk-threshhol d tx-bias high
Default: I nf

3.9.4. Tx Bias low (in mA)
Link Threshold Tx Bias Low

Type: Float

Access: Read/write

CLI command: I'i nk-threshhold tx-bias |ow
Defaullt: - | nf

3.9.5. Tx Power high (in dB)
Link Threshold Tx Power High

Type: Float

Access: Read/wite
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CLI command: |'i nk-threshhol d tx-power high
Defaullt: | nf

3.9.6. Tx Power low (in dB)
Link Threshold Tx Power Low

Type: Float

Access: Read/write

CLI command: I'i nk-threshhol d tx-power |ow
Defaullt: - | nf
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3.10. Switch Parameter

3.10.1. Aging Timer (in Seconds)
Switch Aging Timer in seconds

Type: Integer (Range: 1 t o 86400)
Access: Read/write

CLI command: agi ng-ti mer

Default: 300
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3.11. User OAM Channel

3.11.1. User OAM 1
User OAM Channel 1

Type: Enum (not Supported, discard, passthru)
Access: Read/write

CLI command: user-oam1

Default: di scard

3.11.2. User OAM 2
User OAM Channel 2

Type: Enum (not Supported, discard, passthru)
Access: Read/write

CLI command: user - oam 2

Defaullt: di scard
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3.12. Voltage Monitor

3.12.1.

3.12.2.

3.12.3.

3.12.4.

3.12.5.

3.12.6.

Blade Voltage (in Volts)
Blade Voltage Monitoring

Type: Float

Access: Read only

CLI command: vol t-noni t or

Voltage Backplane & Slot 2 (in Volts)

Slot 2 Voltage Monitoring

Type: Float

Access: Read only

CLI command: vol t-nonitor-2
Voltage NM (in Volts)

Slot 5 Voltage Monitoring

Type: Float

Access: Read only

CLI command: volt-nonitor-5
Voltage Slot 1 (in Volts)
Slot 1 Voltage Monitoring

Type: Float

Access: Read only

CLI command: volt-monitor-1
Voltage Slot 3 (in Volts)
Slot 3 Voltage Monitoring

Type: Float

Access. Read only

CLI command: vol t-monitor-3
Voltage Slot 4 (in Volts)

Slot 4 Voltage Monitoring

Type: Float
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Access: Read only

CLI command: volt-monitor-4
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4. LNXNM Troubleshooting
4.1. SNMP Problems

If your SNMP manager has trouble communicating with the SNMP agent in the EM316LNXNM, check
your SNMP configuration parameters.

Your network administrator can help determine if your IP configuration (IP address and netmask) is
correct. If the SNMP management workstation is on a different network, make sure that you define an
appropriate default gateway | P address.

Change the SNMP v1 community string configuration by using the snnp-server conmunity
read/ wri t e command. Please note that community string information can not be displayed using any
show command. The community strings are encrypted, eveninwri t e t er mi nal output.

If you are not receiving any traps, check that you entered the network management workstation addressin
the trap receiver table correctly. Display the table using the show snnp- server host s command.
Check that both the IP address and the SNMP v1 community string are correct.

Check that you have aworking network connection.

Test the connection to the network management station by pinging it. If the network's physical topology
has changed recently (e.g. a network management station has been moved from one segment to another),
you may have to wait for the entries in the ARP cache to time out.

4.2. Hot-swap issues

If the LNXNM is hot-swapped, the configuration in the LNXNM database and the settingsin the hardware
may not match. For some devices, the hot-swap feature only works correctly when all changes are written
to flash withthe"write fil e" command before a hot-swap or a warm reset. To make sure that the
hardware configuration matches the software database, usethe "r est art col d" command or power-
cycle the box.

. Always save changeswith"wri t e fil e" before ahot-swap.

4.3. Serial Port Connection is stuck at "=>" Prompt

If you see the"=>" prompt again when you press "enter" key and nothing el se seems to work, the system
ishalted at the boot ROM prompt. Get out of this prompt by using the"r eset " command or power-cycle.
When it starts to boot again, "Hit any key to stop autoboot: " should appear and you will
see a count down. Let the count down finish, and let the boot ROM attempt to load the firmware. You
should eventually get the login prompt. If the symptom persists, and the prompt remainsat "=>" even after
rebooting, the system failed to boot correctly and the unit must be repaired or replaced. Alternately, see
the "Recovering from afailed 'upgrade’ command” section below.
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4.4. Changing console serial port speed

The LNXNM serial console starts by default at 38400 baud. If no local terminal can use 38400 baud, then
it is possible to change the LNXNM serial speed setting. Y ou must connect at 38400 initially (somehow)
to follow the procedure below.

1

2.

Save al important work and configuration settings, and restart the LNXNM manager.

Attheprompt Ht any key to stop autoboot:", pressany keyboard key to enter the u-
boot environment.

(This environment is supported ONLY for the specific commands and procedures described in this
document for the current release.)

. At the"=>" prompt, typeset baudrat e 9600 and <ENTER>.

The baud rate 9600 shown above is an example. Any of the following values may be used:
* 9600

» 19200

» 38400

» 57600

» 115200

If prompted, hit <ENTER> to change the baud rate of the LNXNM serial port.

When the port speed changes, your current session will stop working! (continue procedure...)

. Setyour local terminal to the serial speed selected above and restart your terminal application or session.

. Usethe <ENTER> key to verify connection with the returned prompt.

At the prompt, type saveenv to set the new serial port speed as the default.

. Restart the LNXNM with the command boot , and do not interrupt the startup process.

. The LNXNM firmware should start, and evenually give the module login banner and prompt.

Contact customer support for help with this procedure.
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4.5. All usernames and passwords fail to login

This procedure requires connection through the local RS-232 console CLI. Some user settings may be lost
through this procedure. Before following the procedure listed below, make sure that it is safe to interrupt
operation.

1. Power-cyclethe EM316LNXNM by one of the following methods:
» Remove, pause, and reinsert the management card
» Cycle power to the chassis
 Cold reset the manager module

2. Afterthe"Hit any key to stop autoboot: " message displays but during the count down,
hit any key to enter the boot ROM user interface.

3. Atthe"=>" prompt, enter the following command to set the"r unl evel " parameter to "S":

=> setenv runlevel S
=> run bf

4. The"run bf " ("boot from flash") command initiates a Linux shell witha"sh- 3. 2#" prompt. The
commands entered in the following session use common Linux shell rules. Enter the command below
exactly aslisted:

sh-3.2# mv /config/startup-config /config/old-startup-config

This command changes the "st art up- confi g" file name so that the failed configuration is not
automatically used in the boot process.

The"r eboot - f" command below restarts the LNXNM with the factory default configuration:

sh-3. 2# reboot -f

Once the login prompt appears, login with the factory default username and password combination:
"adm n/adm n".

5. After a successful login, examine the "ol d- st ar t up- confi g" file to see if you can salvage any
datafromit. Useany known good datain"sour ce ol d- st art up-confi g"tocreateanew "ol d-
st art up- confi g" fileand some of the old configuration.

password to the failed one saved in the old file! Since this password may be unknown,
assign aknown password to the "admin” user withthe"user nane admi n password
new passwor d" command immediately following the "sour ce" command used to
retore the old configuration.

. Sourcing the old configuration file (ol d- st art up- conf i g) resets the "admin" user

6. Immediately usethe"write fil e" command to save the new configuration and password back to
the"st art up- confi g" file BEFORE signing out.
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4.6. Recovering from a failed "upgr ade" command

Before restarting the LNXNM, attempt "upgr ade" again. Make sure that there are no network
disruptions. The next attempt may succeed. However, if there is no login prompt, try the following
procedure that may help if the application software in the flash memory is corrupted and you are not able
to login. The most frequent cause for flash corruption is ESD (ElectroStatic Discharge).

Y ou must have a RS-232 console connection to the LNXNM for this procedure. Y ou will have to power-
cycle LNXNM during this procedure. Make sure it is safe to interrupt operation.

1. Power-cyclethe LNXNM, either by removing and reinserting the management card or by cycling power
to the chassis. Make sureit is safe to do so.

2. Afterthe"Hit any key to stop autoboot: " message displays but during the count down,
hit any key to enter the boot ROM user interface.

In the following commands set the | P address information appropriate for your specific network. Set
"serveri p" tothe P address of the TFTP server hosting the "ul mage. i ni t r d" file.

=> setenv ipaddr 10.1.125.127
=> setenv net mask 255.255.0.0
=> setenv serverip 10.1.1.13

=> setenv gatewayip 10.1.1.1

=> saveenv

=> run bnet

3. After the"run bnet " ("boot from network™) command, the LNXNM fetches the software from the
TFTP server and then boots the LNXNM image. The login prompt displays when it is ready for login.
At this point, the software is not stored in the flash memory of the LNXNM. Follow the procedure to
upgrade the LNXNM as described in this manual. Otherwise, boot from network again as described
above each time the LNXNM is rebooted.

4.7."System resources low, access denied" message
appears while trying to log in

The system is dangerously low on memory without enough resources to allow another user access to the
system. Log out of other sessions to free up resources. Use the "sys i dl e-ti meout " command to
automatically time out idle sessions after a specified length of time.

4.8. System state does not match "show" command
display

Use the sync command to force completion of all outstanding commands and the EM316LNXNM-OT
to poll all devices and update system status tables.
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5. LNXNM Quick Setup Reference

Usethisappendix only asareferenceto configure | P and the serial console. Consider al precautionsin the
complete EM316LNXNM User Guide when using thisreference. Use the serial console when configuring
network parametersto avoid lost communications during configuration.

Connect theinstalled LNXNM to a PC termina with aRS-232 seria cable listed below.

Type Part Number
Adapter Cable 2012001-001R
(current version)

Cable and adapter 151-3028 REV-F Al 04/04 and 350-0308 REV. B MRG/20028-2
(previous version)

The LNXNM has at least one Ethernet port, which is typicaly used to connect to a Loca Area
Network (LAN). The factory default 1P address is "192.168.14.201/24" (netmask 255.255.255.0). The
EM316LNXNM-OT for Fiber Driver also has SFP ports that can be used to connect to an IP network.

The LNXNM modules have an RS-232 interface for serial communications to a local administrative
terminal. The seria parameters for the RS-232 interface are:

» 38400 Baud * No Parity
+ 8 DataBits * No Flow Control
» 1StopBit

5.1. First Login

The default account username isadmi n with the password adm n. A successful login is shown below:

MRV Communi cat i ons

nce | ogin: admn

Passwor d:

EMB16LNXNM v4. 7 fdr 17 (Aug 2 2011 - 14:02:31).

U-Boot 1.0.3.2 (Mar 27 2008 - 10:19:12).

Li nux kernel v2.6.26.5-svn12741 (#1 Fri May 29 17:18:36 PDT 2009).
EMB16LNXNM (firmmvare 5c¢. 1c) (00: 20: 1a: 02: 82: 62) .

Copyright (c) MRV Corp. 1993-2009

You are a SUPER user!

fiberdriver#
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5.2. Basic LNXNM Setup

Typeconfi gure terni nal toenterthe"configuration” context. Asshown below, the prompt changes
to show the current context.

fiberdriver# configure term na
fiberdriver(config)#

Change the admin account password using the "user nane"” command. Some password strength
restrictions apply.

fiberdriver(config)# usernane adm n password new password
fiberdriver(config)#

Set the |P address and 1P netmask information using the "i p i nt er f ace" command. The IP address
(169.254.88.200) and netmask (16) shown below are for example only. Use | P values appropriate for your
network.

fiberdriver(config)# ip interface 169.254. 88. 200/ 16
fiberdriver(config)#

Set your gateway information using the "i p def aul t - gat eway" command. Again, the address
169.254.88.1 shown below isfor example only.

fiberdriver(config)# ip default-gateway 169.254.88.1
fiberdriver(config)# ip interface update

The IP configuration is complete with the aboveincluded "i p i nt erface updat e" command.

Usethe"write fil e"command to savethe current configuration to permanent storagein
the "startup-config" file. If not saved, the new configuration islost when the system restarts.

fiberdriver(config)# wite file
fiberdriver(config)#

Exit the "configuration” context with the "exi t " command:

fiberdriver(config)# exit
fiberdriver(config)#

The default SNMP community names are "publ i ¢" for read and "pri vat e" for write. Refer to the
SNMP chapter to customize SNMP access to the LNXNM.

Refer to the complete LNXNM User Guide for details.
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