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Introduction

Product overview

The F5® Networks TrafficShield® Application Firewall is targeted at
protecting mission-critical Web infrastructure against application layer
attacks, and to monitor the protected web applications. These services
complement the limited protection provided by firewalls, load balancers,
and other types of data and service protection devices. The TrafficShield
security application analyzes traffic at network and application levels to
handle a variety of threats, such as:

* Manipulation of cookies or hidden fields.

* Insertions of SQL commands or HTTP structures into user input fields in
order to expose confidential information or to deface content.

* Malicious exploitations of the application memory buffer to stop
services, to get shell access and to propagate worms.

* Unauthorized changes to server content via HTTP Delete and Put
commands.

* Attempts aimed at causing the Web application to be unavailable or to
respond slowly to legitimate users.

* Forceful browsing.

Document objectives

This manual explains how to set up a TrafficShield security policy and how
to apply it to a Web application. The manual presents TrafficShield security
application's security concepts, and shows how the concepts are
implemented in the security policy context.

How this manual is organized

This manual consists of the following chapters:

Chapter 1 - Introduction: This chapter provides an overview of the F5®

Networks TrafficShield® Application Firewall product, describes the
manual chapter organization and provides information about the color
conventions used in the TrafficShield security application, and about related
documentation.

Chapter 2 - The Security Policy: This chapter explains how a
TrafficShield security policy works, describes its components, and presents
the Policy Browser, Crawler, and Learning tools that will help you to
automatically collect the components.

Chapter 3 - TrafficShield Workflow: This chapter is your guide to the
TrafficShield security policy workflow; it describes the steps to follow in
order to create, adjust, and maintain a security policy. Subsequent chapters
explain each step in detail.
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Chapter |

Chapter 4 - Policy Management Configuration: This chapter explains
how to create and maintain policies, and describes the different components
of the policies.

Chapter 5 - Crawler: This chapter guides you step-by-step through the
procedure required to create an initial policy using the Crawler tool. This
chapter also provides instructions on how to use the more advanced Crawler
parameters.

Chapter 6 - Learning: Testing and Fine-Tuning the Policy: This chapter
explains how to use the Learning tool to adapt the policy to real-life traffic

requirements. It also covers the Policy editing feature, which allows you to

view and manually adjust the entire security policy.

Glossary- The Glossary lists and defines relevant terms.

Audience and assumed knowledge

Conventions

This manual is intended for the Web application security administrator or
application owner. It assumes acquaintance with the nature of Web
application attacks and a working knowledge of the Internet and of HTTP
requests.

Gold-colored lettered URLS point to referrer objects (see Referrer in the
Glossary for definition). Green URLSs belong to non-referrer objects.

Frame Targeit: 1
GET(0) »» [HTTP] /bidhistory.php
GET(2) s> [HTTP] /browse.php
POST(7) » [HTTP] /buv2.php
GET(0O) » [HTTP] /emaill reguest.php
GET(0O) > [HTTP] /help.php
GET(0) » [HTTP] /images/iinea.gif
GET(0) » [HTTP] /images/logo.gif
GET(0) »» [HTTP] /index.php
GET(2) » [HTTP] /item.php
GET(2) » [HTTP] /search.php
GET(0O) > [HTTP] /sel.php
GET(0) » [HTTP] fuser login.php

Related documentation

The T raﬁicShield® Installation and Configuration Manual version 3.2
explains how to configure the deployed TrafficShield unit and its backup.
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The Security Policy

Concept

The F5 TrafficShield Application Firewall uses positive security logic, as
well as negative security logic according to the user’s selection.

This means that all traffic is considered illegal unless it is specifically
known to be legal.

The security policy is therefore a map of the application itself, containing all
the application objects, flows, parameter values, and attributes.

The core of TrafficShield system's security functionality is the security
policy. This policy determines which requests are valid and therefore can
deny any request which does not match the policy’s definitions. Depending
on the work mode established, an invalid request can be blocked and
reported, or only reported. When the TrafficShield system policy is
initialized for the first time, all the objects, object types and web server
application flows are not yet recognized and accordingly, TrafficShield
security application will analyze all incoming requests.

How the policy works

We call this map the "Application Flow Model." Think of it as a model of
the entire application: every object, every parameter, and every value range
for each parameter is part of the flow. By checking incoming traffic against
the Application Flow Model, TrafficShield security application can screen
out requests that do not follow the user behavior the application expects.

VALID
APPLICATION

USER A USER &
FLOWS : D- ACCOUNT IO
INVALID v
FLOWS

USEREB

ACCOUNT INFD

From every object in an application, a user may request access to a limited
number of destinations. For example, when users log in to an online banking
application, they are provided with several links to their respective accounts:
savings, checking, and so on. They can click on each link to be directed to
their personal account information and view it securely. This is the
legitimate flow of the application, and this is the series of requests which are
captured in the Application Flow Model.

Requests that are out of sequence or whose parameter values have been
altered can be blocked once this security policy is in place. For instance, a
user requesting an account information page, without first passing through
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Chapter 2

login sequence, can be rejected, as this is not the correct order of the flow.
Likewise, a user who logs in and then tampers with the account links
provided on a page (attempting to access other people's accounts) would be
rejected since the parameter values have changed.

‘ Note

In each of these cases, the format and structure of the request are valid,
according to the HTTP protocol. It is only within the specific context of the
application that these requests can be considered malicious.




The Security Policy

The security policy components

Object types

Web objects

Application flows

The main components of the TrafficShield positive security policy are
described in this section.

The Object Types section lists the existing file types in the protected Web
site. For example, a list of valid object types for a specific policy could be:
GIF JPG and HTML only. If your policy contains the above list, then any
request for a PDF file would be considered illegal.

’ Note

The object types are case sensitive. As a result, JPEG and jpeg are
considered as two object types.

The Objects (files) section lists the existing objects in the protected Web
site. For example, a list of valid objects could be: myPict.gif, myPict.jpg and
myFile.html only. If your policy contains this list, then any request for
yourFile.html would be considered illegal.

‘ Note

Object name files that are not included in the list are also case sensitive.

The Application Flow (path) is the defined access path leading from one
object to another object. For example, a list of valid flows would be:

* from abc.html to abc.gif, OK
e from abc.html to def.html, OK

If your policy contains this list, then any request that tries to access abc.gif
from def.html would be considered illegal.

& Tip

Back flows are created automatically.
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Flow parameters

The parameters used by the request. For example:

A list of valid parameters can be:
https://192.168.51.51:1043/dms/policy/pl_flows.php?m_id=0_4&uid=123

In this example we have a single parameter: m_id.

If your policy contains the above list, then any request that tries to read a
variable with a different name from m_id would be considered illegal.

Please refer to the next section for more details.

Parameter value properties

Character sets

The TrafficShield security application provides an option whereby you can
define the allowed value format for each parameter of the request. For
example, a list of valid parameters can be:
https://192.168.51.51:1043/dms/policy/login?username=john&password=se
cret.

If your policy contains the above list, then calling this request with a value
other than john would be considered illegal.

For each policy, the user can define the allowed character sets for the
following request parts: Object, Parameter Name, Parameter Value and
HTTP header.

If your policy contains a specific allowed character set that excludes the
letter "Z" in the HTTP header part, then any request containing the letter
"Z" in its header will be considered illegal.

Negative Regular Expressions

Negative regular expressions describe possible attacks.

For example: a regular expression that defines a cross-site scripting attack:

(?si)%3cscript\b

TrafficShield security application enables the user to define a list of regular
expressions that will be used to check each of the parts in the request: The
requested object, the request parameters, name and value pair, and the
request HTTP header.

In addition, the user can define a list of regular expressions that will be used
to check the response.

If your policy contains the above negative regular expression, then any
request for a URL matching this list of directories will be considered illegal.




The Security Policy

The policy build tools

The policy is an intelligent map of your Web application. It contains not
only a list of the files included in the Web application but also other data
such as the types of the files, the length of some crucial strings, allowed
value ranges for parameters, and the relationships (links) between the files
and the parameters passed from one file to another in a specific link.

You do not build this complex map yourself, which would be a tedious
undertaking, especially if the Web application is updated frequently.
TrafficShield security application provides the following tools for building
this map:

* The Policy Browser collects important information about the site that the
Crawler later uses while scanning the application. The user simply
browses the application with it. The browser saves to a file the browsing
information it encounters.

* The Crawler scans your application and builds a list of existing object
types, objects, flows, parameters, and parameter value attributes,
including objects generated by client-side Java Script code. It can also
use as input the file created by the Policy Browser.

* The Learning mechanism can analyze traffic from sources such as real
live traffic, and the Crawler.

* The Policy Management graphical user interface allows you to see the
entire policy built for the Web application. It is a visual representation of
the application flow model, which can be easily edited. Although a
policy could, in theory, be built using just the Crawler and Learning,
viewing and editing the policy is an effective way to ensure its accuracy.

The Crawler, Learning mechanism, and Policy Editing capabilities
complement each other. The Crawler is generally used to generate the initial
policy. Subsequently, the Learning tool shows you whether the Crawler's
decisions are consistent with the requirements of real-life traffic, and allows
you to further tune your policy until it is ready. For more details, please refer
to 5, Crawler in this document.

What happens to illegal requests

When the TrafficShield security application diagnoses a request as illegal, it
processes it according to the policy settings: it either warns you and lets the
request through, or warns you and blocks the request.
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Defaults tab

The following sections describe the Defaults tab options under
Administration.

Negative Regular Expressions Policy Defaults

TrafficShield security application policies use expressions to check the
existence of certain text strings in incoming requests as a way of identifying
attacks. For example, you can use a set of regular expressions to verify that
the request URI does include malicious content.

’ Note

Negative regular expressions means that requests whose content matches
one of the regular expressions are considered malicious and therefore will
generate a security alert and then be blocked by the TrafficShield security
application according to that policy.

The use of negative regular expressions involves the following tasks:
* Create a pool of regular expressions.

* Apply the regular expression to the request component it is designed to
check (e.g., URI, header).

» Use the regular expression in the policy.

The regular expressions become active only after you assign them to
policies. The sections that follow explain how to build the pool of
expressions and how to associate them with request elements they are
designed to check. For details on how to actually assign the regular
expressions, see and Assigning Expressions, on page 2-8.

Creating a Pool of Regular Expressions

When you create an expression, it goes to a pool of expressions.
Subsequently, you can select expressions from the pool and assign them to
various application elements.

To create a regular expression

1. Click the Administration button.

2. On the navigation panel, under Configuration, select Defaults.
The Regular Expressions page opens, listing any expressions you
may have defined previously.
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Configuration » Defaults

Current User: root Wersion: 3.2.0

RegExp Pool

Add

Edit [(Remove ]

r

Ve

[ used RegExp Name

Directory Traversal 1

Directory Traversal 2

Directory Traversal 3

Directory Traversal ¢

Directory Traversal —
Double Uplink 1

RegExp

(224, (79 (21250707 (P19 3)72)(P10 | %
[48151R (P o

F1(7: %0 2:25)3) (71 (:%3 )22 )(2:f| %[ 46 ]
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461300 | (o
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P (% (P 2SR R (B P20 (P | Y
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(P (Pl o
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NP0 3)PS P [ (461304 ), |
(T-‘ %(: 2502007 &

[(71%3)7P2) (7 % 4615 )P, (7%
(P29)P (P (72037 o
217e|%[4613))

g?_-‘i)_(?i‘@fo_l‘l,"'f":ffo (23177 %3P

B I

3. In RegExp Pool page, click Add.
The Add RegExp page opens.

Configuration » Defaults

Desctiption

Directory Traversal 1

Directory Traversal 2

Directory Traversal 3

Directory Traversal 4

Directory Traversal -- Double
Uplimk: 2

Current Liser: root YWersion: 3.2.0

Add RegExp

[Csave Cancel

RegExp Name: * |

RegExp: *

Description: |

4. In RegExp Name, enter a name that will help you identify the
regular expressions when creating policies.

5. In RegExp, type the expression by following the standard Regular
Expression syntax.

6. In Description, optionally type a few words that describe the
expression.

7. Click Save.
The regular expression definition appears on the main page.

8. Repeat the above procedure for all the expressions you intend to

use.

Applying changes in RegExp Pool requires updating each policy containing
modified regular expressions. This can be done by clicking the Update
TrafficShield button in Policy Management.
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Assigning Expressions

Regular expressions residing in the pool can be used to check various
components such as object path, headers, parameter key and value pairs, as
well as the web server response. The next task is to determine what each of
the expressions included in the pool is for.

To assign an expression to an application element

1.
2.
3.

Click the Administration button.
On the navigation panel, under Configuration, select Defaults.

Scroll down to Negative RegExp Policy Defaults, and then click
Add.
The Add Negative RegExp page opens.

Add Negative RegExp [ save ][ Cancel ]
RegExp Name: * |SEIE[t RegExp Mame j
aApply to: * |SEIE[t Apply to j

Except RegExp: |

In RegExp Name, select the name of the regular expression you
want to assign to an application element.

The drop-down list displays the regular expressions currently
included in the pool.

In Apply To, select where to apply the expression.

The options are as follows:

Option Applies the regular expression to
Object The Object path of the request.
Response The response returned from the Web server.

Header value The request's HTTP header.

User input The parameter key and value pairs included
in the request. Both in the query string and in
the Post data.

In Except RegExp, you can enter another regular expression that
defines an exception to the rule set by the selected expression.

Click the Save button.
The regular expression definition appears on the main page.

Repeat the above procedure for all the expressions you intend to
use.
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TrafficShield Workflow

Guidelines to workflow

This chapter is your guide to the TrafficShield security application
workflow: it describes the steps to follow for creating, adjusting, and
maintaining a security policy.

The following table provides a summary of the steps to follow, and the
resources needed to implement them.

Stage

Resource Required

Time Required

Preliminary Stage:

Installing and
Configuring the
TrafficShield unit

Stage 1:

Defining the Web
application

Stage 2:

Creating and modifying
the initial policy.

Stage 3:

Testing and fine-tuning
the policy

Stage 4:

Putting the policy into
effect: Blocking

Administrator

Administrator or Web
application manager

Policy Builder:

A person who has
knowledge of the Web
application.

Policy builder

Policy builder

1-2 hours depending on
the network
configuration

0.5-1 hour for small to
medium Web
applications and 3-4
hours for bigger and
more complex Web
applications.

2 hours to set up.
Crawler may take
several minutes to
several hours to run the
automatic process.
(Allow 1 hour for all static
pages, and several
minutes for each
dynamic script.)

1 hour a day for 1-2
weeks

1-2 hours
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Preliminary stage

At this stage, the TrafficShield security application has been installed and
configured according to the following order:

* TrafficShield unit was installed and configured.
» TrafficShield security application license was activated.

*  Web application was configured.

Stage |- Defining the web application

This stage includes creating the Web application and defining the
TrafficShield hardware units included in the Web application.

This stage is described in the Defining a new Web Application, on page 4-1
in the TrafficShield® Installation and Configuration Manual version 3.2.
The remaining stages are described in this manual.

After you configure a web application, the TrafficShield system
automatically creates a default policy. This default policy serves as the basis
on which further settings can be applied to build up the final policy that will
secure the web application.

Stage 2 - Creating a policy

After defining the Web application, it is necessary to populate a policy with
the specific web application policy components.

This stage includes:
* Defining a new policy

* Running the Crawler

The Crawler automatically creates a preliminary security policy for the
application. Typically, the Crawler maps most of the objects, flows, and
parameter value ranges in a Web application, including those generated
dynamically using Java Script and other client-side scripting means. This
initial policy is never fully accurate, however.

For instance, while the Crawler can determine parameter values for static
parameters such as drop-down lists, it cannot always provide reasonable
value ranges for user-input parameters. You can enter these finishing
touches to the policy using the automated Learning mechanism and the
Policy Management Configuration tools (stage 3).




TrafficShield Workflow

Stage 3 - Testing and fine-tuning the policy

After creating the initial policy using the Crawler, you can expose the
application to user traffic in a non-blocking, "what if" mode. This can be
safe traffic, that is, traffic generated by users who are not potential attackers.
This safe traffic is typically a small group of QA persons or the employees
of your company. If the application is already active (i.e., a legacy
application), you can apply the same procedure (again, in a non-blocking
mode) and adjust the policy in order to maximize security and minimize the
chance of false positives.

During the testing stage, TrafficShield security application captures the
"illegal" requests and displays the appropriate information, such as URI
lengths that exceed your expectations or attempts to access non-existing
objects. Although you know what the values should be, and you may have
entered them during your review, the real-life traffic may return unforeseen
but legal user behavior and may lead you to further fine-tune the reviewed
policy. This might involve adding missing objects to the policy, and adding
parameters as well as parameter values. Through the real-life traffic,
TrafficShield security application learns the real nature of legitimate
requests and allows you to adapt the policy accordingly.

As real-life traffic is propagated through TrafficShield security application
in none-blocking mode, the administrator can verify that:

» No false positive alarms have been posted.

» TrafficShield security application warns you in case real attacks are
detected.

Stage 4 - Putting the policy into effect: blocking

You know that your policy is ready when all the alerts generated in the
Learning tables represent invalid requests, such as one-off requests for
invalid information or automated scripting attacks. The absence of false
warnings (“false positives”, that is, warnings on requests that are actually
legal) means that your policy contains all the necessary objects and flows,
and that all of the parameters are set to values that are characteristic of
non-harmful, real-life traffic.

The next step is to activate TrafficShield security application's Blocking
Mode. This can be done gradually, as the policy is more mature and tested.
Through a set of simple checkboxes, you tell TrafficShield security
application what to block. For example, by activating the "Illegal Object
Type" blocking, TrafficShield security application will consider illegal any
request referring to a file whose type is not included in the policy.

All the warnings that the Learning tool might return after you activate all of
the desired blockings should be considered as potentially harmful behavior
warnings. For more information about warnings that are generated after a
first revision of the policy was performed, please refer to Chapter 4, Policy
Management Configuration.
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Policy Management Configuration

Scope

This chapter explains the procedure for creating a new policy.

Defining a web application automatically creates a default policy in the
TrafficShield Management Station (TSMS). The default policy deals only
with negative security violations. If you wish to edit the policy and enhance
it to deal with positive security violations also, you can either manually
modify it, or run the Crawler to update the policy.

& Tip
After modifying a Policy, always click the Update TrafficShield button to
ensure that the policy is re-activated with the modifications.

‘ Note

A policy can be created only if at least one Web Application entry was
created. For more details on how to define Web applications in the
TrafficShield security application, please refer to Chapter 4, Web
Applications, in the TrafficShield® Installation and Configuration
Manual version 3.2.
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Add a new policy

1.

Navigate to the Policy Management tab > Policies List tab.

A list of existing policies appears displaying additional information
such as security level and blocking mode status. If you ran the
TrafficShield configuration wizard, the first time you access this
page you will see the policy you defined or selected via the wizard.

2} Trafficshield Management Station - Microsoft Internet Explorer

- -
- eniatd R o 3 “ag - ——
Monitorin licy Manag. ‘Adminishation Ve -
‘E- Trafficshield @’ 3 &g % 2  Policy Manag.
Configuration » Policies List Current User: root
[€onfiguration
Update TrafficShield
Policies List
Policies List (CExport ) (Import ) (Copy ) (History ]  [CAdd__] [Edit ) (Remove ]
Palicy web Application Last Set Active Security Level Blocking Mode
last set by
& [ phpauction.core.com_defauit [v2] phpauction.core.com "0~ Standard  Transparent
17:32:20

2. Click the Add button.

The Add New Policy page opens.

Add New Policy
Policy Name*: |
Web Application: [phoauction magrifre.com =]
Policy Description: ﬁ
Security Level: |Standad =

Disable Blocking: =
Max HTTP Header Length: © any & Longth: [#056
Max Cookie Header Length: © ary & Ltﬂglh:'-ﬂg._5
Fow Mode: © Sirple & Advanced

3. Enter the information described below and click Save to save your

information. This will automatically open the Policy Properties tab.

Policy Name
Enter a name for this policy. You can use any name.

Web Application

Specify the address (www...) of the Web application to which this
policy will be applied.

You can define different policies for the same Web application but
only one policy can be active for a certain Web application at any
given time.

Policy Description
Optionally, enter a few words that describe this policy.

Security Level

There are three security levels, Standard, High and Custom. Each
level defines a different set of violation-driven actions (i.e., for
which violation TrafficShield security application is blocking the
request). The default security level is Standard.
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Tip: You must save the policy before you can view the Custom
security level and edit the violation driven actions. For more
information, please refer to Blocking Policy table, on page 4-12.

Disable Blocking
See Blocking Policy table, on page 4-12.

Max HTTP Header Length

The maximum allowed length for a header in a request processed by
this policy. The value can be defined manually by the user or by the
Learning process.

By choosing the Any button, any HTTP header length will be
allowed.

Max Cookie Header Length

The maximum length a cookie processed by this policy is allowed.
By choosing the Any button, any Cookie header length will be
allowed.

Flow Mode
Two flow modes are available: Simple and Advanced. The Simple
flow mode is the default mode.

* By selecting the Simple button in the Flow mode area, the user is
instructing the TrafficShield system Crawler and Learning
processes to create a simplified policy, where all objects are
defined as entry points.

* By selecting the Advanced button in the Flow Mode area, the
user instructs TrafficShield system to automatically create the
policy with a full flow mode.

Tip: Always maintain the same Flow Mode option that was used to
initially create a specific policy. We do not recommended that you
switch back and forth between Simple and Advanced flow modes.
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Policy properties

After creating a new policy for the web application, the policy is saved and
its properties appear in the Policy Properties tab, which you can access by
clicking the Policy Properties button on the left navigation panel.

Editing the current policy's properties

The Active policy is the policy that currently protects the web application,
and is always flagged with an icon 1.

After applying a modification to a policy, click the Save button. The change
is saved in the system but not yet saved to the policy. At this stage, an icon
[ appears at the top of your screen, notifying you about the modification.
Clicking the Update TrafficShield button saves the modification into the
policy and removes the icon [].

Blocking Response Page

TrafficShield security application has a default response page that it returns
to the user in case the user request, or the response returned by the web
server, is blocked by TrafficShield security application. In this case, the user
can replace the default response page with a customized response page that
he can define in the Blocking Response page section.

Blocking Response Page

Difa it Responga

The response is an HTML page that you can build inside the TrafficShield
security application, or load into the TrafficShield security application after
creating the page elsewhere.

Click the Show button to display the current blocking response page in a
popup window.
To edit a response page

1. In the Blocking Response Page section, click the Edit button.
The Blocking Response Page opens.
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Sensitive parameters

2. Upon Completion, click OK to save your changes.

2l Blocking Response Page - Microsofi Internet Explarer

Response Type: | Cushomn Resporse v
Response Code: 200
Past your HTML coda here:

<hitrrlz <hiad > <tithe > Reguest Rejected < /titke < fhead = <body = The requested URL was
rejected. Please consult with your admanistrator, < /bodyz < fhtmis

Uighoad HTML e Biowie,
o)

Response Type

This field defines the type of response page that will be displayed to the
user. If you select the default response, you can see its HTML code but you
cannot change it. The possible values that can be selected here are:

* Default Response - This is the default web page in the TrafficShield
security application.

* Redirect URL - This means that instead of a web page, the TrafficShield
security application returns to the user an HTTP redirect URL.

* Custom Response - This means that the user has defined that this is the
page the TrafficShield security application will returned to the user.

Response Code

The HTTP response code returned to the user. We recommend that you not
change the HTTP response code.

Paste your HTML code here

You can either paste or type the page’s HTML code into the Paste your
HTML code here field. Or upload a file in the next field.

Upload HTML file

Use the browser button to select the HTML file that will serve as the
response page, and click the Upload button to load the file as the response

page.

Incoming requests validated by TrafficShield security application are stored
in plain text format. Some requests may include user input, such as a
password or a credit card number, that you may not want to store once the
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request has been processed (a string of asterisks will be stored instead of the
actual value). You can avoid storing this sensitive data by entering the
names of the input fields in the Sensitive Parameters sections.

Sensitive Params [ add [ edit |[Remave |
[T Parameter Name

[© password

To specify a sensitive parameter

1. Click Add.
The Add Sensitive Parameter box opens.

‘A Add Sensitive Parameter - Micros = |0 x|

Parameter |

[ oK ][ Cancel ]

I

2. In Parameter, enter the name of a sensitive field.
Enter the name of the input field exactly as defined in the request.
For example:
http://siterequest.com/bank.php?account=12345
If you defined the field account to be a sensitive parameter, it will
be displayed in the following manner:
/bank.php?account=XXXXX

3. Click OK.

¢ Tip
Upon installation, a sensitive parameter called password is created by
default.

Allowed modified cookies

You can set the policy to ignore certain cookies included in the request even
if they do not meet the expected criteria. This is done in the Allowed
Modified Cookies section by simply listing their names.
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To define an allowed cookie

1.

Allowed methods

Click the Add button.
The Add Allowed Cookie box opens.

Cookie Name |

[ oK I[ Cancel ]

In Cookie Name, enter the name of an allowed cookie.
Enter the name of a cookie exactly as it is expected to appear in the
request.

Click OK.

TrafficShield security application accepts certain methods upon installation.
The default methods are listed in this section when you first access it. See
example below.

TrafficShield security application considers as invalid all requests that use
HTTP methods other than those listed in the Allowed Methods section.

You can set other HTTP methods valid by adding them to the list.

Al[uwed Methods [ add | Edit thmvc!

-

r
r
r

Misthod Namse Act As Mithod Check Trusted IP's for extended methods

GET GET RO
HEAD GET RO
POST POST RO

To allow an additional method

1.
2.
3.

Click Add.
The Add Allowed Method window opens.

Enter the new method's information and click OK to save and return
to the Policy properties window.

-Or-

To exit the window without saving the information, click Cancel.

Method Name
Select the name of an allowed method.

Act as Method
Select the mode of operation allowed for the additional method.
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Check trusted IPs for extended methods

Select the Check trusted IPs for extended methods checkbox to
allow this additional method only if it appears in requests sent by
one of the trusted IPs.

Clearing this checkbox will make the method valid in all incoming
requests. For details about trusted IP addresses, see Chapter 4, Web

Applications, in the T rafficShield® Installation and Configuration
Manual Version 3.2.

Navigation Parameters

In some Web applications, pages are generated based on parameters that
appear in the request.

If you want TrafficShield security application to differentiate between pages
that are generated by requests with the same object name but with different
parameters, and to build the appropriate flows, you need to specify the exact
names of the parameters that triggered the creation of theses pages in the
web application. The parameter names are specified in the Navigation
Parameters section.

‘ Note

The two examples below demonstrate how the user can define a specific
object path plus parameter, or, if the policy contains a common parameter
used by more than one object path, how the user will need to define Any as
the Navigation path, and the parameter name, as displayed below.

Navigation Parameters [add ) [_Edit ][ Remave ]
| Object Path Parameter

O feg-bnfrecmal-prefs.pl action

MNavigation Parameters [Caega [ Edit | [Remove ]_
™ Object Path Parameter

T Aoy action

To specify a navigation parameter passed to the web server
for dynamic page building

1. Click the Add button.
The Add New Navigation Parameter window opens.
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2. Enter the new navigation parameter's information and click OK to

save.
3 A e Hovmgatron Parameter - Microsaft Tntern ol

Select Dlbpect
= Any Object

" Object Path: |

Mawvigation Parameber: * [

| Lol " Cancel I

3. In Select Object, select one of the following:

Any Object
If the Web application consists of just one physical page (the index
page), select Any Object.

Object Path

If the Web application contains physical pages and dynamic page
building starts from one of them, select Object Path and enter the
URL of that object.

4. In Navigation Parameter, enter the name of the parameter passed
to the Web server for page building purposes.

Policy-specific negative regular expressions

When you create a new policy, the policy automatically inherits all of the
negative regular expressions defined in the Administration tool, and these
expressions are listed in this tab.

Existing policies do not inherit expressions that have been created after
them. You can add policy-specific negative regular expressions by choosing
the tab under Configuration > Negative RegExp and add them just like
adding default regular expressions.

For more details, see Assigning Expressions, on page 2-8.

& Tip
Violations created due to negative regular expressions are related to illegal
pattern violations.
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Setting the active policy of a web application

Switching between

At any given time, TrafficShield security application enforces only one of
the available security policies. The security policy according to which the
Web application is currently protected is called the active security policy.

You need to set the active security policy in the following cases:

* Before opening the Web application to user traffic, for testing or for
regular business.

* Every time that you enter a change in the policy. If you do not re-activate
the policy, the latest changes are not reflected to the Web application. A
policy that has not been activated after it has been modified is marked
with the [ icon.

*  Whenever you switch from one policy to another (see section below).

To activate a policy
1. Access the Management screen.

2. Click the Update TrafficShield button in the upper right corner of
the screen.
The currently edited policy is activated.

policies

In the Policy Management module, you can edit any existing policy, and
switch between policies while working in the following pages:

* Policies List

* Policy Properties

* Object Types

*  Web Objects

» Application Flow

* Negative RegExp

* Character Sets

* Policy Audit Tools.

In these pages, the following section appears at the top of the page, below
the Update TrafficShield button.

ﬂ Current policy: phpauction.magnifire .com_copy [v2] ppdateilraiicyieie

‘Change [ i [ 2 | phpauction.magr...

To switch between policies

From the Change Policy drop-down list of existing policies, select the one
you want. You can now view its settings, edit it or set it as the active policy.

4-10



Policy Management Configuration

Automatic update of policy versions

Policy versions are automatically updated every time that you click the
Update Policy button.

For instance, before modifying the following sample policy, the policy was
tagged [V3].

A curent policy: phpauction.magnifire.com_copy [v3] [ Update Trafficshield ]
‘Change policy: |[A] thauction.magn..._cupyj Leo | ‘

Object Types [CAdd_ ][ _save | [Remove ]
Check Check Is Length Query String  POST Data Check
[C Type : .
Objects  Flows Referrer phject Request Length Length  Response
I aif W r | I T [575 il 7 o r

Suppose you changed the object length from 28 to 29, and then click Save
and Update TrafficShield. The change will be saved into the policy, which
will be tagged now as the active policy, with a new policy version [V4], as
you see in the following example.

A current policy: phpauction.magnifire.com_copy [v4] [ UpdateTrafficShleld ]
Change policy: [[2] phpauction.magn..._copy x| |

Object Types [CAdd_) [ _save | [Remove ]
Check Check Is Length Query String  POST Data Check
I Type gy I f 3
jects  Flows Referrer Qphject Request Length Length  Response
C aif 2 r | I =] |57 rja il ] r
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Blocking Policy table

To navigate to this table, in the Policy Properties section, choose Policy
management > Policy Properties > Security Level > Edit.

In order to customize the security level, the user may edit the current default
security levels. When the security level is saved, the modified security level
is now labeled as “Custom”.

Blocking Policy: Standard Level
Disable Blocking

RFC Violations

Violation Severity Alarm Block
Megal HTTP format Waming [#
Nor-RFC request Erroe ]
Mot RFC compliant cookie Info =

In this page, you can define for each violation a related action that will be
enforced by TrafficShield security application when such violation occurs.

When the Disable Blocking option is selected (Transparent Mode):

In case of violation, the end user will be able to access the requested page,
and TrafficShield system will log the violation event. In such a case, the
Blocking Mode of the policy will be set to Transparent.

When the Disable Blocking option is not selected (Block Mode), then if the
Block flag for a violation is on, and this violation is detected by
TrafficShield security application, the user receives the TrafficShield
Blocking Response page followed by Support ID information. In such a
case, the Blocking Mode of the policy will be set to Blocked with an

additional Blocking Hand flag {M,.

The violations are categorized separately.
* RFC violations

* Access violations

* Length violations

* Input violations

* Cookie violations

* Negative security violations

The following sections describe various violations belonging to the above
categories.

4-12
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RFC violations

Filter

Description

Violation:
lllegal HTTP format

Non RFC request

Not RFC compliant
cookie

Access Violations

Filter

Request line is illegal in the following cases:

- Method, resource or HTTP version is missing.

- HTTP version is not HTTP/1.0 or HTTP/1.1.

- Host header is missing the method in the request.
See Allowed methods, on page 4-7.

Binary Data in the user input contradicts user input type
or method.

Cookie format does not follow RFC.

Description

lllegal access to method

by not allowed IP

lllegal domain

(Web Application)

lllegal entry point

lllegal flow to object

lllegal method

lllegal object type

Non existent object

Request was received from a Client IP that is not
allowed to use the method in the request. See Allowed
methods, on page 4-7.

Host header value doesn't match any of the Web
application FQDNs or Aliases defined in the TSMS.

The requested resource is not an acceptable entry
page to the Web Application.

The transition from the previous resource to the
requested one is illegal.

The method is not defined in the policy properties as an
allowed method.

Requested resource type (extension) is not defined in
the policy.

Requested object is not listed in the policy. To better
understand, please refer to Non-existent object, on
page 6-10.

TrafficShield® Security Policy User Manual version 3.2
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Length violations

Filter

Description

Cookie length error

Header length error

Object length error

POST-data length error

Query-string length error

Request length error

Cookie header value length exceeds the threshold set
in the policy.

Header name + value length exceeds the HTTP
Header Length set in the Policy Properties.

Resource name length exceeds the policy limit.

Request method is POST and the user input data
length exceeds the policy limit.

The request Query string length exceeds the policy
limit.

Request length exceeds the maximum request length
defined in the policy.
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Input violations

Filter

Description

Failed to convert
character

Forbidden Null in
request

lllegal dynamic
parameter value

lllegal empty parameter
value

lllegal meta character in

parameter value

lllegal number of
mandatory parameters

lllegal parameter

lllegal parameter data
type

lllegal parameter
numeric value

lllegal parameter value
length

lllegal Query-String or
POST-Data

lllegal static parameter
value

Malicious parameter
value

Null in multi-part
parameter value

Parameter value doesn't
comply with regular
expression

Some characters in the object or user input cannot be
mapped into the Latin-1 characters table.

Forbidden null byte in request.

Parameter value doesn't match the dynamically
generated pool of legal values.

Empty is not allowed for the specific parameter value.

The parameter value contains a character that is set to
“N” (false) in the Administration > Character Sets >
User Input: language

The number of mandatory parameters in the flow is
different from the number of mandatory parameters
defined in the policy.

Parameter is not defined in the flow.

Parameter value differs from the type assigned to the
parameter in the policy.

Numeric (decimal or integer) parameter value exceeds
the value range set for it in the policy.

Parameter value length exceeds the length limitation
set for it in the policy.

Request contains user input not expected to be found
in the flow.

Parameter value doesn't match any of the values in the
Static pool of values for a given parameter.

Parameter value matches one of the regular
expressions describing common web attacks, i.e.,
XSS, SQL injection.

NULL character found in the parameter non-binary type
in multi-parted POST-data.

The Parameter value doesn't evaluate to the positive
regular expression which defines the valid values for
this parameter.

TrafficShield® Security Policy User Manual version 3.2
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Cookie Violations

Violation

Description

Expired timestamp

Modified Domain
cookie(s)

Modified TS cookie

Wrong message key

Negative security violations

Filter

TrafficShield cookie was returned after the TTL
expired.

The modified domain cookies. TrafficShield system has
detected that the web application domain cookies have
been modified by the client.

The TrafficShield state cookie has been tampered with.
TrafficShield security application has detected that the
web application domain cookie has been modified by
the client.

Suspected TrafficShield cookie hijacking.

Description

lllegal HTTP status in
response

lllegal meta character in
header

lllegal meta character in
object

lllegal meta character in
parameter name

lllegal pattern in header

lllegal pattern in object

lllegal pattern in
response

lllegal pattern in user
input

Server responded with HTTP status of type 4XX or
5XX. Statuses 400, 401, 404, 407, 503 are not included
in this rule. These settings are configurable.

The HTTP header value contains a character that is set
to N (false) in the Administration > CharSets > HTTP
Headers field.

The Object part of the URI contains a character that is
set to N (false) in the Administration > Character Sets >
Object Path field.

The parameter name contains a character that is set to
N (false) in the Administration > Character Sets >
Param Name.

One of the HTTP header values evaluates to at least
one negative regular expression applied to the Header
value. See Negative Regular Expressions Policy
Defaults, on page 2-6.

Evaluates to a negative regular expression applied to
the Object part of the URI.

Data in the server response matches negative regular
expression applied to Response. Violation triggering is
done by setting the Check Response flag of a specific
object type to true.

Evaluates to a negative regular expression applied to
the Key-value pairs. Test is done on user input for
both POST and GET methods.
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During the Learning stage, the alarms should diminish. At this point you can
be confident that all missing objects have been added, and other attributes
are attuned to real-life traffic requirements. The blocking mode should be
activated only after monitoring traffic without any Learning alarms for
several days.

The trigger for activating the Blocking mode is any point in time that the
user can reasonably assume that the policy is accurate: meaning, all
resources are present and all attribute values meet the requirements of
legitimate real-life traffic and, therefore, any further alarm should be
considered as suspicious.

After activating the blocking mechanism, illegal requests may continue to
appear in the Learning pages: you can still accept their suggestions if they
are justified, or you can alternatively clear them out.

Blocking by categories

Blocking is implemented by instructing the TrafficShield security
application on which violation to block the request.

For example, by setting the Block flag on Illegal file types, you instruct the
TrafficShield security application to block a request if it tries to access an
object of a type not included in the policy.

You do not have to activate all of the available blockings.

To set blocking categories

1. From Policy Management > Policies List, select the relevant
policy.

2. Click the Policy Properties tab on the left side menu or the Edit
button above the policy list to open the Policy Properties window.
The properties displayed belong to the currently chosen policy.

3. In Security Level, select one of the standard levels, or select
Custom, if this security level already exists.

The Standard level provides minimal blocking and the High
Security level provides comprehensive blocking. The Alarm/Block
set of flags of both levels may be edited and saved as a Custom
security level.

The rest of this procedure relates to the Custom option.

If you want to disable blocking temporarily, check the Disable
Blocking checkbox in the Policy Properties tab; clearing the box
reactivates the selected blockings.

4. Go over each blocking category and define what the TrafficShield
security application should do when an illegal request matches the
category's definitions. The options are:
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Alarm

Check the Alarm checkbox to instruct the TrafficShield security
application to only post an alarm to the Security Events log and the
Learning pages without blocking the Web application user.

Block
This option acts like Alarm, but the request that triggered the
violation is blocked.

You can check both boxes. Some Block boxes are checked and
grayed, meaning that requests that commit that specific violation are
always blocked.

5. Click Make Active, and then the Update TrafficShield button.

Using Learning in Blocking Mode

After you enable the blocking mechanism, the Learning system continues to
analyze traffic. The requests that end up in the Learning tabs are those that
contradict the policy. You can still accept some or all of them if they
warrant policy changes, or clear them if they do not.
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Other policy activities

There are several other activities that you may want to use with your
policies. You have the option to:

» Edit a policy

* Remove a policy

Edit a policy
There are two ways to choose the existing policy you would like to edit.

To choose a policy via the Policies List

1. In the Policy Management > Policies List tab, select the relevant
policy to edit by checking the radio button at the left of the policy

name.
Policies List [Cizporr ) [(fmport | [ Copr ] [age e | [Remave
Policy Wb Application Security Level Last Set Active
Erit set by roct
Bl vest B o G ing. OO ¥ standwd B
aCtive v,
last set by

L :rlp.u.u::m.m.ujﬂwnxnm o L phpauctionmagnifirr.com 1§ High Security [APC) root

At 20041 12
12T

2. Click the Edit button.
3. The policy properties window is automatically displayed for
viewing or modifying.
To choose a policy via the Policy Properties window
1. Select Policy Management > Policies Properties tab.

2. Select the relevant policy from the Select Policy pull-down list and
click the Go button.
The policy properties window is automatically updated to the
selected policy for viewing or modifying.

Configuration » Policy Properties CUETENE Usar raot |
|mnh£rmrs Selact Polcy: | PAEmors b
FAETOS
n - CAE 2
Policy Properties e T

- i
best
Policy Name®: |PAETors

Wheh Application:

[Flow: [HTTE] findex.php == (GET)-= [HTTR] fs=awch.phe

olicy Descripthon: | ameter Narne: g

1€

Security Level: | Custam w
Disable Blocking: []
Max HTTP Header Length: @& any O Length: |

Mak I:n-nkle:Eleader Lenegth: O Ay & Length: 579

It is also possible to choose and edit a policy from the Learning
page as described in the following procedure.
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To choose a policy via the Learning properties window
1. Select Policy Management > Real Traffic tab.
2. From the Change Policy drop-down list, select the relevant policy.

3. Click the Go button.
The learning properties are automatically updated according to the

selected policy.

4. You can view these properties and edit them as required. Upon
clicking the Go button, the policy becomes the current edited policy.

5. To set the current edited policy, click the Update TrafficShield
button.

Remove a policy

You can remove a policy, provided that the policy is not active.

To remove a policy
1. Select Policy Management > Policies List.

2. Select the relevant policy to remove by checking the radio button at
the left of the policy name.

Configuration » Policies List Currient Lsr: Foot
Policies List Export Import Caony [Aadd [ Edit [[Revmove
Policy Wil application Seoumity Level  Lask Set Active
o - - . active now, last set by ook
@ [ paerrors phpauction. siterequest.com Custom AT THO4-00-37 AT 64T

active row, last set by root

P o & 0 i &1 = T
{J) PEEmors_: phpaudion? sierequesioom  Custom SR e (T

3. Click the Remove button.
You are asked to confirm the policy removal.

4. Click OK to remove the policy.

’ Note

You cannot remove an policy that is currently active. Since it is not possible
to deactivate an already activated policy, you must return to Administration
> Web Application and make active another policy that belongs to the same
Web Application. Only then you can return to the Policies List tab and
remove the relevant policy. If the policy you want to remove is the only
policy related to this Web Application, you will need to remove the Web
Application.
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Export/Import a policy

There are different reasons for using the Export/Import policy. The
export/import feature can be used to export a policy and then import it,
assigning it to a different Web application in the process.

This feature can also be used as a sort of backup and roll-back point in the
policy life cycle.

To export a policy

1. In the Policy Management tool, select the Policies List tab and
click the Export button.
The Standard File Download dialog box opens.

File Download X

[ Sorne files can ham your computes. If the file information belaw
- looks suspicious, or you do not fully trust the source, do not open or
save this file.

File name: pb_install_linux_nowvr,bin
File type:  BIM File
From: 192.168.111.229

“Would you ke to open the file or save it to your computer?

Open || Save I Cancel Mare Info

[V Always ask befors opening this type of fils

2. Click the Save button and save the policy file.

To import a policy

1. In the Policy Management tool, select the Policies List tab and
click the Import button.
The Import Policy page opens.

Configuration = Policies List Cument Uses: root |

Import Policy
For Wb dpolicstion: | Dxcads Aty w | Choose Ehes Bl =

2. Fill out the Import Policy page.
For Web Application
To populate this field, select one of the following:

* Select Decide Automatically to assign the imported policy to the
Web application from which it was exported.

» Select another Web Application to assign the imported policy

Choose the File

In Choose the File, use the browser to select the file to import.

3. Click the Go button.
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Copy a policy

’ Note

The imported policy appears in the Policies List. If the imported policy
exists in the current TrafficShield security application environment, it is
renamed (a sequential number is added to the end of the policy name).

The purpose of this option is to quickly duplicate policies or create policies
that differ only in a few details.

To copy a policy

1.

A

In the Policy Management tool, select the Policies List tab and
click the Copy button.
The Copy Policy page opens.

Configuration » Policies List Current User: root
test Select Polcy: | test v
Copy Policy
e PobCy Marne: * |test_copy

Verify that the relevant Policy has been selected.
Change the selected policy in the Select Policy pull-down list.
Click the Go button to change the selected policy.

The New Policy Name field in the Copy Policy window is
automatically updated accordingly.
You can edit the New Policy Name if required.

Click the Go button to copy the policy.
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7. In the Policies List tab verify that the newly copied policy is added.

Paliches List Export || [impart | [ Copy | [raeey ] [CAdd ]
Polcy Wb Applcation Lat Set Active Secuity Level e g Mok

Lt 1t bwy
risl

ELE T
155 11

& [0 srawler husclank [wa] e s L0 Figh Security AT Tramparent

Liest vl by pood
€ [Glowwier it hetps [x2]

WAL O W - High Seourity (APC]  Tearepanent
(& [ whwer Bk Gl B i Sty (] Tewrenanont
st sart by et
© [ B) www abiicom_dedadt [vi] wwwkadu0om M xeiarn Srandard Tearcpaant
T
Uit it by e
B worr ik ng_ el [v10] www st o setasad g ¥ ] Tearspaont
1

‘ Note

A green icon A next to a policy indicates that this policy is active. A red icon
M indicates that the policy has been modified, and you must click the
Update TrafficShield button to implement the change into the policy.

Roll back to a previous policy version

This feature enables you to revert to previously saved policy versions.

To roll back to a previously saved policy version

1. Select Policy Management > Policies Properties.
The list of policies appears.

2. Select a policy.

3. Click the History button.

The previously saved versions of the selected policy appear in the
History page of the policy.

A current policy: crawler hadash [v3]

Update TrafficShield

] |
History for crawler hadash
Select Version Activated At Active Until

vl 2005-03-24 08:34:02 2005-03-24 12:52:35

o w2 2005-03-24 12:52:35 2005-03-24 14:59:41

w3 2005-03-29 14h59:41 A

4. Select the appropriate version and click the Restore button.
A new policy is created according to the selected policy version.
The previously active policy version is not deleted but saved as a
version. Upon clicking Restore, the selected policy version
becomes automatically the active policy.
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Flow properties

The following sections describe the flow properties parameters.

Target Object

In simple terms, this is the to side for a flow that runs from and to an object.

Referrer Object

This is the object from which the flow began its path to the Target Object.

Method

This is the action done on the Target Object. For example: GET, POST,
PUT and Delete.

Target Frame

The Target Object will be loaded to this frame number. TrafficShield system
uses interface frames.

Has QS/PD

This flag indicates whether the HTTP/HTTPS request (for the requested
object) has a query-string or a POST-data.

Check QS/PD

This flag indicates whether the TrafficShield security application should
verify if the request QS/PD complies with the policy. If the flag is TRUE, it
enforces the defined policy of the request's QS/PD; and if the is FALSE, it
does not check the QS/PD.

Number of Parameters

Maximum number of parameters in the HTTP/HTTPS request.

Parameter List

This lists the parameters that can appear in the HTTP/HTTPS request.
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Policy component editing

This section explains how to manually edit the policy components.

Manual intervention in a policy built by the policy building tools may be
needed if you want to override the definitions generated by the Crawler. For
example, you may want to remove an object from the policy if you do not
want TrafficShield security application to check requests that refer to it, or
you can enter regular expressions to enhance the checks.

Most of the modifications made to a policy are typically done through the
Learning tables. For example, you can add a missing object through a single
click, once the Learning process has determined that the object should be
part of the policy.

Refer to the beginning of this chapter for more details on the Learning
process.

Adding Object types

The Object Types tab lists the existing file types in the protected Web site.
For example, a list of valid object types for a specific policy could be: GIF,
JPG and HTML only. If your policy contains the above list, then any
request for a PDF file would be considered illegal.

The extensions are listed here to enable you to decide how the policy should
react to requests that refer to files that have these extensions.

Each entry in the table is composed from the object type, and the object
type's set of flags and values. When adding a new object to the policy, this
set of flag and values is the default settings applied to the object.

’ Note

A special entry of “no_ext” file type is created in the object type table to
handle the following cases: Objects with no file extension, and Objects with
file extensions longer than 8 characters.

Configuration » Object Types Currérit Liser: ool
WI'F'I'M
Policies Lint | _Fﬂ-m St Polcy: | PAEMTODR M -m
[Pokr et | | Olyject Types Chdd_) v (Femave )
m [] type [Cowck Che Bs Lersgth Dusery Siring POST Duta Check
: Objects Fows Referer  upi  Request Inchaded Length  Inchaded Length Fesonse
Web Okgecis |
- ] ibimid = B 175 H 1 B [ f
Agplication Fiewr | - - k
RegatienBegtrp | | | [0 bn = O O 12 43 0O [ O [ 0
Polcy Aubit Tooki | F = - e = == - A =
Loarming p— e
D met g = 2 a | [ | E
Ursdafvned Carpecis |
Levsgth rrmen | [ pho ) = 18 L] H 1 -
[Setzme M | ) m o = O = Fill [ = I
Undafisssd Flows. |
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Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Type
This is the file extension. Clicking on the object type link leads you to a list
of Web objects of this type.

’ Note

The Type field is case-sensitive; for example you can add both html and
HTML and they will be treated as different object types.

Check Objects

If this checkbox next to an object is selected, TrafficShield security
application checks requests for this object type to verify that the actual
object exists in the Web application or is accessible via the application flow.

If this checkbox is not selected, TrafficShield security application lets
through requests for this object type without checking whether the actual
object exists in the Web application or is accessible via the application flow.
Instead, it applies negative logic checks on the request’s contents.

& Tip

If the Web application changes frequently,(i.e., a set of objects in the Web
application are changed frequently) it is not a good idea to clear this box, in
order to avoid massive warnings and rejections. We recommended that you
read the Allowed Objects RegExp - Object list relaxation section to learn
how to define a less strict set of Web application objects.

Check Flows

The Application Flow (path) is the defined access path leading from one
object to another object.

Check this box to instruct the TrafficShield security application to test
whether the requested object from a given object type is a legal flow and is
based on the flow properties, and to check the parameters’ names and
values.

If you clear this box, when an object is added to the policy, the check flow
flag used in the policy for this object is turned off.

This flag, as well as the other flag in this table, is the default setting for a
created object.

Is Referrer

Check this box if objects of this object type may refer to other files. For
example, HTML pages containing links to another file are referrers. Pictures
and sound files cannot be referrers because these objects never contain links
to other objects and are not web pages.
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Length URI

This field defines the maximum legal length of the object's full path for this
object type.

Length Request

This field defines the maximum legal length of the entire request for this
object type.

Query String Included

Check this checkbox if requests for objects of this object type may include
user input in the query string part of the request. If this checkbox is not
selected, then the length of the Query String for this object type is defined as
Zero, and if a request object that belongs to this object type contains any
query string, a query string length violation will be generated.

& Tip
If the query string is empty, i.e., nothing is written after the question mark,

the TrafficShield security application considers the request as an empty
query string.

Query String Length
This field defines the maximum legal length of the user input in the query
string part of the request. For example: In the following request,

abc.html?Name=John&X=2, the actual query string length is 13
(Name=John&X=2).

POST Data Included

Check this checkbox if requests for objects of this object type may include
user input in the POST data part of the request. If this checkbox is not
selected, then the length of the POST Data for this object type is defined as
Zero and if a request object that belongs to this object type contains any
POST Data, a POST data length violation will be generated.

Post Data Length

This field defines the maximum legal length of the post request user input
data.

Check-Response

Check this checkbox to activate Server response filtering by the
TrafficShield security application. If checked, the html body of the response
will be tested vs. the Negative Regular expression applied to the Server
response. See the Negative RegExp section in this chapter.
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To add an object type manually

If the Web application includes objects of a type not listed here, you can add
them manually.

1. In Object Types, click the Add button.
The Add Object Type popup window opens.

oot Ink =10 x|
Add Object Type:
Dt Tysn nuema:

o)

2. Enter the file extension and click OK. (Type the extension without
the period that appears in front of the extension.)

3. In the Object Types page, review the flags and values and set the
policy for this object type, as explained above.

4. To save the changes, check the left checkbox next to the relevant
entries and click the Save button.

‘ Note

In order to remove an object type, check the left checkbox next to the
relevant entries and click the Remove button. All existing objects of this
object type and all relevant flows and parameters will be removed from the
policy.

Allowed objects RegExp - Object list relaxation

The object list for a specific object type is enforced by the TrafficShield
security application. For instance, if the Check Object flag is set for a
specific object, any request containing an object that is not on the list will
generate a “non-existent object” violation.

’ Note

This violation will be reported to the user according to the blocking policy.

This situation is inconvenient if the Web application is dynamic and the set
of objects of a given object type changes frequently. Adding and editing the
object list manually or via the Learning process may become a complicated
and endless task.
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Configuration » Object Types

it L sUALE

i _itgs_1

Object Types
I

s r
e i e 0 o
Rrgalive Beglap O ia
L - -
. I A
Le@raiey I % iy
O oiw = E

Allowed Dhj ects RegExp
] Requider Experion

o1 Chedk  Check
Y= Objects Flows Belerer g

Salort Pokcy: | Mg ROt 1
[ tad [ Seww ][Samevs )
Length ey Sting POST Data Check

Request  Inchided Lermgth  Ieahded Length  Pesponss
= = —
=0 = =
7y |
Lrisest ) ) T

Caad | [ fad | [Remee]

I ke
o e Towansd

To resolve this problem, it is possible to define regular expressions
describing the set of possible objects.

To define expressions as a set of possible objects

In the Allowed Objects RegExp section (located at the bottom of the
Object Types window) follow these steps:

1. Set Check Objects to true.

2. Define regular expression(s) describing the set of possible objects as

explained below.

To add a regular expression

1. Click the Add button.
The Add New RegExp dialog box opens.
Sudd New RegExp - Microso = [l ﬂ
RegExp |
E
Description
4|
[ ox || cancer |
2. In RegExp, enter the expression. For example, if the policy contains
objects a.gif and b.gif only, the regular expression *\.gif$ will allow
any object of a gif object type.
3. Click OK.

If an allowed regular expression is defined in the policy, and TrafficShield
security application does not find the requested object in the policy objects
list, it checks if the object matches one of the allowed regular expressions. If
it matches, then TrafficShield security application performs a negative logic
check on the request’s contents. If it does not match, then TrafficShield
security application generates a non-existent object alert, and performs a
negative logic check.
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Web objects

After reviewing the object types, you can examine each object separately
and fine-tune the security attributes for each of them.

An important policy decision to make at this stage is to decide whether a
certain object is an entry point or not (in case you are working in simple
mode, then most or all of the objects should be defined as entry points).

An entry point is a page through which a visitor should enter the Web
application as designed by the Web Master of the application; for example,
by typing its URL in the browser's address box, or by selecting its URL
from a favorites list.

Your Web application may have several entry points. By defining objects
that are entry points, you prevent an attacker from entering your Web
application without passing through the “front door.”

To access the object list relating to a specific object type

1. Choose Policy Management > Configuration > Web Objects.

2. Choose the relevant object type in the drop down menu, and click
the GO button.
The list of objects responding to your choice is displayed.

Configuration » Web Objects Cuarent User: s

Configuration

T ] hittp_https_1 Sekect Pelcy: [hetp_Fttps 1 @
[Peby reperien | | Fijter

M,i URL Inchada: Dbt Type: | of « == 24 chipets Foandl

wek Dijects : ?

Web Application Objects (Site Map) ERewflows] [Cadd ) [ Save ] [Bamove ]

Application Flow | I

- 0 Is  Chedk

J Acorssibile Oljects List

Negatrvs Begtey | iy Referrer Flaw

oty et tests | | | O] 01 [E oy 0.gf

Lewrming ] a il af B"-nm, it

[r sy — O O La]“r|||J Farue ik 1.0

| Leragts Errors | [ gmrrnﬂ

Cookim Lrrars | L LU

Usdefined Plows | la{'"rl"l-l o

w,_,,.___l erm_-.-r_. JEESITS ._._:I

Nt Ertunes ] m.{urﬂh' ? 3
Forensics =

[y ——— i i

URL Include (Filter bar)

Use this field to view a subset of the object list. For example; type a string to
list all the objects containing this string.
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Object properties

’ Note

Each object in the list has a prefix which indicates the protocol
(HTTP/HTTPS) through which this object may be requested. This may cause
the same object to be displayed twice in the object list if relevant to both
protocols.

& Tip

This search is case-sensitive.

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Is Entry Point

Select this checkbox if the object should be treated as entry point. In simple
mode, most or all of the objects should be defined as entry points

Is Referrer

Check this box if this object may refer to other objects. This is important in
case there are flows in the policy from this object to other objects. In simple
mode most or all of the objects should be defined as non-referrers, since
there are no real flows in simple mode policy.

Check Flow

Check this box to instruct the TrafficShield security application to test
whether there is a legal flow in the policy to the requested object.

Accessible Objects List

Object list that answers the filter criteria. To open the Object Properties
Window for a specific object in the list, click the object link. This window is
divided into three parts:

* Object Properties
* Flows to Object

* Dynamic Flows from Object

This section defines the object flags as displayed in the upper level, Web
Objects tab.

Object Properties Save
W Dinjert Is Refarrer W Dinject 15 Entry Boint
F Check Fows to this Object I Oibsject can msdrdy Domain Cockos

I Dot Bhock this Objeck
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Object is Referrer

Check this box if this object may be treated as a referrer to other objects.
This is important in case there are flows in the policy from this object to
other objects. In simple mode, most or all of the objects should be defined as
non-referrers, since there are no real flows in simple mode policy.

Object is Entry Point

Select this checkbox if the object should be treated as entry point. In simple
mode, most or all of the objects should be defined as entry points.

Check Flows to this Object

Check this box to instruct the TrafficShield security application to test
whether there is a legal flow in the policy to the requested object.

Object can change Domain Cookie

If the object is a referrer, then this box can be checked. If the domain cookie
was changed on the client side (i.e., Java script function execution by
browser), then the TrafficShield security application will fail any request if
this checkbox is not checked for this object and the object is a referrer in the
incoming request

Don’t block this object

You can use this flag to instruct TrafficShield security application to not
block requests for this object even when a violation is detected in the
request. This option should be used in case of a new object and when the
policy for this object was not yet tested.
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Flows to object

This section summarizes the flows to the object.

Flows to Object [ Add | [ ave |[Remove ]

= Alow  Check Frame

L ke Method ocion gs/PD Target

O B e o o 6T O
Checkboxes

The first column contains checkboxes used to mark the relevant entry.

From Object

This column lists the objects from which the object could be accessed.

’ Note

Click the object link to view the flow properties.

Method

This column specifies the method through which the object should be
accessed.

Allow QS/PD

Check this checkbox to define whether Query string and/or POST data are
allowed for that flow.

Check QS/PD

If Query string or POST data are allowed for the flow on the request, check
this checkbox to enforce parameter and name validation.

Frame Target

This is the index of the HTML frame targeted by the flow. We do not
recommend that you change this value unless you know that you want to
specifically load this object into a specific frame.

’ Note

The value 99 is a default frame index which means that the target object is
loaded into the same frame as where the referrer object is presented.
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Dynamic flows from object

Some flows cannot be defined upfront because the web site involves a
constantly changing set of objects. For example: a zone of the application
where various users store files that they can access later, involves
unpredictable flows from the user personal archive page, since the users
remove or add files daily.

In such cases, you can use the Dynamic Flows from Object section to
legalize access to the changing sets of files.

Dynamic Flows from Object
[ Prefi RegEsg Value Sasfiiy
[ <atrel= #1.op.e cliss="rounderined ">

After adding a dynamic flow from object, the object becomes a referrer
object and the is referrer checkbox is automatically selected.

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Prefix

This field is a fixed substring of the html source page. It may be a name of a
section in combination with html tags; for example: “<h3
>Flows20bject</h3 >”.

RegExp Value

This field defines a set of objects in the above mentioned dynamic group.

Suffix

The suffix is similar to the prefix. For example: <form
name="dynamic_flows” >.

’ Note

The Prefix and Suffix settings instruct the TrafficShield security application
of the boundaries that enclose the set of dynamic object links in a page.

The TrafficShield system uses the RegExp value as a pattern to evaluate
each object in the set between the boundaries.
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Adding a Web object

To add an object manually

1. If you want to manually add an object without running the Crawler
again, click the Add button and the Add New Object window opens.

=101 x|

Object Path: |

Protocol: |HTTP =

2. In the Object Path field, enter the full resource path starting with
the slash [/].

3. In the Protocol field, specify the protocol to be used to access the
object.

4. In the Web Objects tab, review and edit the flags and values for the
new object.

5. Check the modified entry checkbox, and click the Save button.

Removing a Web object

To remove an object

1. Inthe Web Application Objects list, check the relevant objects to
be removed.

2. Then click the Remove button.
You will be asked to confirm the removal.

Displaying web application flow model

To show the objects' flows

1. Select the checkbox corresponding to the objects you want details
on.

2. Click the Show Flows button to display a list of flows in the Flow
List window for the checked objects.
The Flow List window displays the list of checked objects. For each
flow, it displays the method (GET/POST), the number of parameters
and the target object. Each object can be expanded to display the
outgoing flows. For more details, please see the following section
on application flow.
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Application flow

B tvtap_hatps_1

Flows List (1 flows)
B [T e _ it Ui i (11)

Framw Target: 1

GET(2)
GET(O)

The Application Flow is the defined access path leading from one object to

= [HTTR] I CAEE.DOC
= [HTTI] 1%
= [HTTP] (i

= [HTTP] (i
= [HTTI]
= [HTTI]
= [HTTI]
= [HTTR] (i

another object.

These flows are populated from various sources: The Crawler generates a
map of the flows from within the Web application, by scanning the links and
references within the objects. The Learning process results in acceptance of
new flows. It is also possible to manually add and edit application flows.

To access the application flow
The Application Flow can be accessed in any of the following three ways:

1. Choose Policy Management > Configuration > Web Objects tab.

Sehect Polcy: | hittp_https 1 | (22

2. Then click the desired object's URL link.

The Flows to object section of the page lists the objects from which
the selected file can be reached.

3. Click the From Object link to display the Application Flow
window.

4. Choose Policy Management > Configuration > Web Objects tab.

5. Then check the checkbox to the left of the relevant object (you can
check more than one, if you want) and click the Show Flows button.
This displays, at first, a list of the objects you have just marked.

“lows List (4 flows)
2 [wrTe] factive_auctions.php (10)

& pwrre] [ bidhistory.php (15)
& [rrme] fbrowsephp (33)

5 purre] fbuy.php (13)
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6. Click the + button to see a list of the actual files that can be reached
from the object you selected originally. If the reference targets a
frame in a frameset, then the index of the target frame appears at the
top of the referenced files.

Frame Target: 1
GET(2)
GET(D)
GET{O)
GET(0)
GET(D)
GET(2)
GET(D) T
GET(2) = mrTP) s
GET(D} = mrre] [szkohp
GET(O} = wrw) [user iog

£ 7] Jbidhistory.php (15)

7. Click the To Object link to display the Flow window.

Destination Objects are listed under the Frame Target Index into
which they should be loaded by the application. Each entry
specifies:

* The method used to access the target object.
* The number of known input parameters in ().
* A protocol to request the target object.

* Colorization of the targeted objects is used to differentiate
between the Is Referrer flag settings (Brown=flag set to true,
Green=flag set to false).

8. Click the Application Flow tab.
You see a list of all flows.

Configuration » Application Flow Currant Lior: susu

'+ I[ﬂ hitp_https_1 |

Flow: alurwﬂ Jactive_suctions.pho <k (GET) -# E.turruj forowse. pho |
Flow Structure CEve ]

[#] Alow Query-String or POST-Data [%] chedk Query-String or POST-Data

Humber of Mandatory Parameters: 0 Frame Target: |1
List of Flow Parameters [_add  J[_Save ][ Remeve ]
| Tt 15 Mandatory Allow Empty

[ Parameter Name  Parameter Type Type et Vi

al| IN']-'-M;;_II Static content valse  submit O =

Od Static content valse  select ] [ 1

The TrafficShield security application allows the user to view and
edit the Query String and the POST Data. The flow parameters
configuration is only accessible from these windows.
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Flow structure

Allow Query-String or POST-Data

Check this box if a request that accesses the selected object via this specific
flow may also carry a query string or POST data.

Check Query-String or POST-Data

Check this box to instruct TrafficShield security application to perform
validity checks on the query string and the POST data. This relevant only if
you already checked the Allow Query-String or POST-Data checkbox.

Number of Mandatory Parameters

This number represents the number of parameters that must pass from the
source to the destination object in this flow. This counter is updated
automatically as additional parameters are marked as mandatory.

Frame Target

This is the index of the HTML frame targeted by the flow. We do not
recommend that you change this value unless you know that you want to
specifically load this object into a specific frame.

‘ Note

The value 99 is a default frame index, which means that the target object is
loaded into the same frame as where the referrer object is presented.

List of flow parameters

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Parameter Name

This column displays a list of the flow parameters.

‘ Note

The Parameter Name “UNNAMED” is used for actual parameters on the
flow that don't have a name.

Parameter Type

This field specifies the parameter type. See the parameter section below for
details on the parameter types.

Input Type

This field defines the html input type of the parameter as it appears in the
html source page.
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Is Mandatory Parameter

Check this checkbox if this parameter must appear in the flow.

Allow Empty Value

Check this checkbox to allow the parameter to contain an empty value.

Adding manually a new application flow

This section explains how to add a new Application flow. Click OK after
entering the new flow's information, and click the Save button to save your
changes.

To manually add a flow

1. Choose the Policy Management > Configuration > Web Objects
tab.

2. Check the relevant object to which you want to add a new flow
definition.

3. Click the Add button.
The Add New Flow window opens:

™ Entry Pont
Referrer Dbject®:

* Dbject Path: |
Protoosd®: iHTTP "I

Mathod®: ISE'-ec'. Method 'I
Frame Tanget™: E

Referrer Object

There are two possible referrer object types:

Entry Point
Choose this option if the object to which the flow should be added is an
entry point.

Object Path
Choose this option and specify the referrer object path from which the
target object should be accessed.

Protocol
Specify the protocol type by which the target object should be accessed.

Method
Choose the method by which the target object should be accessed.
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Frame Target

This is the index of the HTML frame targeted by the flow. We do not
recommend that you change this value unless you know that you want to
specifically load this object into a specific frame.

‘ Note

The value 99 is a default frame index which means that the target object is
loaded into the same frame as where the referrer object is presented.

¢ Tip

In order to decide what to enter to the frame target index field, the html
source page should be reviewed for frame set tags.

Defining the Flow parameters

This section describes the parameter properties and its configuration.

1. To access this window, choose the Policy Management >
Configuration > Web Objects tab.

2. In the Web Objects window, choose the “target object.”
3. From the list of Flows to Object, choose the “from object.”

4. The Application Flow window appears and displays a List of Flow

Parameters.
List of Flow Parameters [_add ][_save |[Remove |
[ Parameter Name  Parameter Type l;f‘lmt Ispm;:" m:afg'”w
O uaveD Static content value  submit O =
Od Static content value select O =
Checkboxes

The first column contains checkboxes used to mark the relevant entry

Parameter Name
Specify the name of the parameter as it appears in the request.
To view and edit the parameter properties, click the Parameter Name link.

The Edit Parameter window appears.

Parameter Type
This field specifies the parameter type.
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Input Type

This field defines the html input type of the parameter as it appears in the
html source page.

Is Mandatory Parameter

Check this checkbox if this parameter must appear in the flow.

Allow Empty Value

Check this checkbox to allow the parameter to contain an empty value.

To add a new parameter to the flow

Click the Add button in the List of Flow Parameters section in the Web
Application tab.

’ Note

The window contains two sections. In the top section, Add Parameter, the
Parameter's general information is entered. The selected parameter type

automatically changes the appearance and content of the bottom section.

For example if you choose to add a parameter of a “static content value’
type, the bottom section will display the Parameter Static Values screen.

Optional parameter types

Don't Check Value

Select this option if you do not want TrafficShield security application to
check the parameter value at all. If you choose this option, no bottom
section appears in the window.

‘ Note

A parameter defined as Don't Check Value must have a value in the request.
The TrafficShield security application will not check its validity, but it will
check its existence. To disable this functionality, check the Allow Empty
Value box: this makes sure that empty parameters are also allowed.

Static Content Value

Select this option if users must select the value from a pre-defined list of
values such as values found in a drop-down list or a list of values accessed
via radio buttons. When this option is selected, the Parameter Static Values
section appears.
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Configuration » Application Flow

Current Usar: susu

J B hetp_https_1

Add Parameter

Parameter Name:

Parameter Type: | SCatic CONtent walae bt

Parameter Static Values

Remove AT

[ 1s Mandatory Parameter
] Allow Ermpty Yabue
Input Type: text-input

To build a list of pre-defined values

1. In the box next to the Add button, enter a value.

2. Click Add.

The value moves to the larger box.

3. Repeat this step to define all the values needed.

To remove a value from the list

Select the value and click the Remove button.
The Remove All button clears the entire list.

‘ Note

If the value list is empty for this parameter type, an illegal static parameter
value violation is issued for any value received in this parameter in the

request.

Dynamic content value

Use this option if the parameter value changes dynamically and the location
of the value in the request cannot be foreseen. In this case, you instruct the
TrafficShield security application to actually search for the value in the

various sections of the request.
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Configuration » Application Flow Current User: root
{1_"] Current policy: phpacution.core.com_default_copy Update Trafficshield
@ |
Add Parameter Save

Parameter Name: I [ Is Mandatory Parameter
- ™ allow Empty Value
Parameter Type: IDvnamlc content value ‘l

Input Type: text-input

Dynamic Parameter Properties

Extract Parameter from Object™: |
" search in URL

¥ Search in Form

Form Index: ID
Parameter Index: ID

[T search in XML

I Search in Response Body

Enter the following information (you can run the search in one or more of
the sections described below).

Extract Parameter from Object

Define the object on which TrafficShield security application will perform
the check of the dynamic parameter. You must define this object in the
policy. This object becomes automatically a referrer object.

Search In URL

Check this box to instruct TrafficShield security application to search for the
parameter value in the URL section of the request.

Search in Form

Check this box to instruct TrafficShield security application to search for the
parameter value in one of the forms.

* In Form Index, specify the HTML index of the form that contains the
parameter.

* In Parameter Index, specify the HTML index of the input parameter in
the form that contains it.

Search in XML

Check this box to instruct TrafficShield security application to search for the
parameter value in an XML block included in the request.

In the XPath box, specify the XML tag path (e.g., <products>
<productPrices > <productSalesPrice >) where to look for the value.
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Search in Response Body

Check this box to instruct the TrafficShield security application to search for
the parameter value between two specific strings in the body of the request.

Enter the following information:

Item Description

Find:

All Occurrences Select this option to search for all occurrences of the
value.

Limit to... Occurrences Select this option to search fore the first x occurrences

of the value. Specify the number of occurrences to find.

Match

Prefix Enter the string that constitutes the starting point of the
search in the request body.

RegExpValue Enter a regular expression that describes the searched
value (and parameter name, if necessary).

Suffix Enter the string that constitutes the ending point of the

search in the request body.

Value characteristics for user input values

Select this option if the parameter accepts input from the user. For example
it may be applied to html text area, input box, etc.

This option allows you to set the value's data type and to define the
characters it may contain.
: [ O http_bttps_1 .
Add Parameter IE

Parameter Name: 0 1s Mandatory Parameter
] Allow Empty Value
Parameter Type: | Leer-nput vale w

Input Type: tExt-nput W

Parameter Characteris t:{cs
Data Type: | Alpha-Numenic Engish v

Check Mindrmunm Valuse: Chesck: Masinmum ¥alue: |

[ Check Maximum Length: [ ] Reqular Expression: |
[ Allawed Meta Charactors: ] Alawed Regular Exprossions:
: (O3l A "SCRIPT. ">, "
| {0e) SHMYSELECT *FROM. *
| (De21) S(Aheec. "xp_.*
& (26 ¥ Pee. ® cbo.*
Srvara I *i Ml ®
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Data Type

Select the type of the parameter value. By selecting a type, you instruct the
TrafficShield security application to consider as invalid any request that
contains data of a different type for this parameter.

Select To limit the value to

Alpha-Numeric Any text consisting of letters, digits and the underscore
(language) character.

Integer Whole numbers only (no decimals).

Decimal Numbers only (including decimals).

E-mail Text in e-mail address format only.

Phone Text in telephone number format only.

Select the “Don't check” option if you do not want the TrafficShield security
application to check the type of the parameter value.

Check Minimum Value
For numeric parameters of Integer/Decimal types, you can set a minimum

value. A request that passes a parameter with a lower value is then
considered illegal.

To set the minimum value, check the box and enter the value.

Check Maximum Value

For numeric parameters of Integer/Decimal types, you can set a maximum
value. A request that passes a parameter with a higher value is then
considered illegal.

To set the maximum value, check the box and enter the value.

Check Maximum Length

This attribute applies to all data types except the Don't check parameter
type.

By setting a maximum length for parameters, you prevent unauthorized
access via parameter values that have an unexpected length. For example,
you can limit the length of an alpha-numeric value to 4 (characters) if it is
never expected to contain more than 4 letters, and thus instruct the
TrafficShield security application to consider as illegal any requests that
contain a longer value.

To set the maximum length, check the checkbox and enter the maximum
number of characters the value may contain.
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Regular Expression
If the value is non-numeric, you can calculate it via a Regular Expression.
To do so, check this checkbox and type the expression in the adjacent field.

This is a positive regular expression that defines what is legal.

Allowed Meta Characters

Use this section for characters defined as C (check) in the Character Sets
table > Parameter values in the Administration tool. The TrafficShield
security application will let through requests whose user input includes the
characters marked here as valid. That is, C will be treated as Y (true). Please
refer to the Character sets, on page 2-4 for more details on Character Sets.

Allowed regular expressions
This is a list of regular expressions designed to protect the Web applications
from common attacks via user input, like XSS, SQL injections, etc.

The user may allow a specific negative regular expression if the value of the
parameter normal input matches the negative regular expression.

Defining negative regular expressions

The Negative Regular Expression tab contains a list of default and user-
defined regular expressions. These regular expressions are meant to
complete the security policy definitions.

The request/response content that matches at least one negative regular
expression should be dropped.

Each regular expression may be modified to apply to one of the following
parts of the request/response:

* Request URI
* Request key value pairs
* Request header values

» Server Response data (html body)
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Configuration » Negative RegExp

Blrvitg hitps_1 ptsct Pecy: [Wétn_hitps 1 %

Megative RegExp
B ey

Character sets

The TrafficShield security application can be set to allow certain characters
to appear in certain sections of a request. For example, you can allow letters,
digits and the slash (/) in a path to an object but exclude the “@” character
from it. Such exclusion causes TrafficShield security application to apply
the Alarm/Blocking policy to the request that contains the excluded
character.

Character sets can be defined for header values, object paths and user input
(key value pairs).

For example, a path to an object may include the "/"character but not the
name of a parameter. Therefore, a set should be defined for paths, which
allows the “/” character, and another set should be defined for parameters,
which excludes the “/” character.

In addition, you can define the valid character set for the data expected to be
entered by the Web application users in a supported language. For example,
if your application contains a form where users can type information in
French, you can determine which characters are allowed when entering
information in French; data entered in a form that contains characters not
included in the French character set, as you have defined it, will activate the
Alarm/Blocking mechanism.

Although the TrafficShield Application Firewall is shipped with default
character sets for each such element, you can change them if you want. This
section shows you how to enter such changes. When building a policy, you
can further fine-tune the character set for input languages.

‘ Note

The Character Sets are individual for each policy
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To build character sets
1. Click Policy Management > Configuration.
2. Click the Character Sets tab.

3. In Select Char. Set list, open the list and select the application
element or input language for which you want to define a valid
character set.

The options are:

Allows you to determine the characters

Option allowed in

Object charset The name of the web object.

Parameter name Parameter names.

charset

Headers charset The header section of an HTTP request.

Language names User input in a specific language. For example, if
your Web application supports French and you
select User Input: French, data typed in by Web
application users in form fields is verified against
the French character set.

Parameter Value Value section of the parameter value.
charset

4. After you select an option, TrafficShield security application
displays an entire character set.

Select Char. Sets: [ObeciPan =] Action: ¥ = YES, N = N0, C = CHECK|
"Hex Char Action || Hex Char Action || Hex Char  Action || Hex char Action |
¢ na [NE] o @ [Nz] |80 we [NE] || @ e [NE
1 nfa Iﬁz 41 A WH 81 nfa E cl nfa m
2 wa [NE] |42 8 [v= |82 wa [NE || 2 wa [NE
1 na [NE a3 ¢ [vEl |3 wa [nE e nme [NE
4 na [N=E] |[# o [vE] || e+ e [NE] || 4 wa [NE]

5 nfa IE[ 45 E l‘f_;| 85 nfa ,E‘ [~ n'a IE
6 na [uE % F [¥E g6 ns [NE] || & nwe [NE]

7 nla [NE] a7 & [rz] || & we [NE || & we [NE
8 nfa N= 48 H IE BB  nfa ’E @ na IE
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5. In the Action field of each character, select one of the following

actions.

Action

Means

N

No. The character is invalid. An incoming request that
contains this character will be blocked.

Yes. The character is valid. An incoming request that
contains this character will be let through.

Check, is equal to N, unless its explicitly defined as
allowed in the Parameter Characteristics table under
Application Flow (Policy Management tool). If the
character is allowed there, then the request is valid.
C is not available for Header charset, Object charset,
Parameter Name charset.

6. To restore to the default character set definitions, click the Restore

Defaults button.

7. Click Save to save the settings.
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Policy audit tools

Since viewing all the policy in one screen is quite impossible, TrafficShield
security application includes several filters that enable you to query the
policy in order to find the information you are looking for. Some of these
filters can be used to analyze suspicious policy states (i.e., Object without
flows, Parameters with zero length, etc.). Each report isolates a pre-defined
state and assists the user in identifying conflicts & errors in the policy.

Configuration » Policy Audit Tools Cument Usar: susu
(Configuration | = l
[ hittp_htips_1 Salact Policy: | htto_https 1 | -
Policies List

[poticy poperties ] | Filter

Object Types Tool Type: | Sekect the Tool v
Web Objects

Ohjects Fiters
Application Flow Clbjects marked with Don't check flows but suppose to check fows accordng to fie type
Cljects marked with check fiows but do not suppose to check flows according to file type
'—J“'ﬂ"“"'ﬂ"'l‘ Cbjects marked a5 non-referer but its fle type marked as refirer
Chiects marked a5 refierer but its fie type marked a5 non-refener
Ciects that marked with check flows but dogsn't have leadng Bows
Pollicy Audit Tools Cjects alowad 1o madfy doman cookies
Cibjects with defined dynamic parameters
(e | Cs e o
.............. 2T 1 P ——
I Fiows with frame target O

Fiows on given frama target which the target cbiect & referrer
Flows marked a5 dlow 05/PS but don't check Q5/PO

Fows marked & alow Q5/PS but no pararnater e defined
POST fows marked & don't sow QS/PD

!
i

e ) Fiows with a given number of parameter dafined on them
[Undemediens || = |F——— Paramaters Fiters —————. —
Bwve Parameters marked 25 don' check vaue
e Parameters defined as dynamic
\ﬁj User-nput parameters with at least 1 alowed reguisr expression
[ — User-nput parameters with at least 1 alowed meta char
User-nput parameters defined as numenc (nteger/float)
e Parameters with 0 length
[Eorensics ) ol fiows of 3 ametes

After having chosen the appropriate filter from the list, click the Go button.
TrafficShield security application displays the results of the query.
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Crawler

Crawler overview

This chapter explains how to configure, start, and manage the TrafficShield
security application Crawler tool.

It provides step-by-step instructions to create an initial policy using the
Crawler tool. The Crawler scans your application and builds a preliminary
map of your Web application. This chapter also provides instructions on
how to use the more advanced Crawler parameters.

Populating the policy using the Crawler

The TrafficShield security application Crawler automatically populates the
security policy with the components of the Web application such as the
HTML files, the picture files, the form fields, the links, and the flows that
lead from one object to the other.

When you run the Crawler for the first time on a policy, it populates the
policy with the current objects (application elements). The next time you run
the Crawler:

* It collects only the objects that were added after the last run.

» It can be instructed to place the newly-added objects in a series of tables
instead of adding them to the policy. This allows you to examine the new
objects and decide what to do with them - add them to the policy or reject
them. For additional details, please refer to the Data Collection with
Policy Browser section in this document.
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Configuring and launching the Crawler

The Crawler can be configured in several ways.

We recommend that first time users make use of the Crawler Wizard.

Advanced users may prefer to manually edit the Crawler settings and

manually start it.

If your Web application has several entry points, you can instruct the
Crawler to scan the application from each entry point separately. This is the
advised method if your Web application site is combined from two or more

unconnected parts.

Starting the Crawler using the Wizard

The Crawler Wizard will guide the user through a configuration stage, and

enable starting the Crawler.

To access the Crawler Wizard

1. Under Policy Management, click Policy Properties > Build Tools.

2. Click the Crawler icon & .

The Crawler wizard is launched and Crawler Step 1 page appears.

Crawler scheduling - Step | in Crawler Wizard

You can run the Crawler manually, or set it to run periodically. You define

this in the Crawler Scheduling section.

\ b TrafficShield

Crawler Scheduling

Wi ramler Sheduling - Ficrosolt Intermet Exgplorer

Crawler Configuration Wizard

Sap 1 of 10

? Help

Yiou can um the Treser manuialy, o you can irstnuct the
without LEer interventon, Selact the aporopnate opbon

Crawler Scheduling

Craader i0 mun periods ally

[ = Fii Ofi LSBT reguast

BLr fiwiry Tara b

Palwn This interval falies effac) saly sfies the o swler b ros 3 bl as snoe

L vexrr )

| Cancel | =
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To configure and/or start the Crawler

1. Select the relevant policy for which the Crawler settings will apply,
Policy Management > Policies List.

2. Click the Policy Properties tab or the EDIT button to open the
policy in order to edit it.

3. Go to the Build Tools section and, per your desired work mode,
begin to work with the Crawler.

To set a schedule
1. Select one of the following options:

* Run on user request
Use this option if you want to run the Crawler at your command.
You can run the Crawler at any time you choose, you just click its
Start button in the Build Tools section.

* Run every... minutes
Use this option to automatically run the Crawler every X minutes.
Click the button, and in the Run every... minutes box, type the
number of minutes you want between Crawler cycles. (For
instance, if you want the Crawler to run every 10 minutes, type
10.)

2. In the Crawler Scheduling window, click the Save button to save
your settings, and continue.
Or you can click the Cancel button to exit the Wizard without
saving your selections.

Start points - Step 2 in Crawler Wizard

The Crawler starts the data collection process from a URL. This is the start

point.
- —:
l,_bj TrafticShield .l-C'ra'w.Fer Configuration Wizard
Start Points Stap 2 of 13
T Help

|Libo a real user, the crawier enters the web appication and folows nks. 1f your wehb
apphcation has more than one entry pont, spacify them here

Start Points Cagd_] (Remove ]
i [~ Start Point URL [
i_l_ [stect doman =] |http/iphpauction.core.com/

(4 _Back || Mext ¥| | Concel |
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The start point is usually the Web application's home page. You can instruct
the Crawler to start scanning sections of the application from other points as
well, in case the application includes sub-applications that cannot be
accessed through the home page, but only directly from a sub-URL.

To add Crawler start points

1. Click Add.
A new line is added to start points list.

2. In the Domains drop down list, select the domain to which the start
point belongs.
A start point can be specified either as part of this Web application's
Fully Qualified Domain Name, or as part of one of its aliases. Select
the domain or the alias to use. You must make a selection.
The selected domain or alias appears in the Start Point text field.

3. Add the start point (a file name) to the end of the domain or alias
string in the Start Point text field.
The resulting string must be a valid path specification, or it will be
rejected.

4. Repeat this procedure to define all relevant starting points.

Form Filler - Step 3 in Crawler Wizard

Since the Crawler emulates user behavior, it submits data, in Web
application pages, in the same way users do.

Each time the Crawler is activated, it populates the Form Filler Parameters
Table with previously undefined parameter names.

If this is the first time you start the Crawler, all parameters are new to the
Crawler and therefore it will most likely fail to submit any forms.

The next logical stage is to enter the crucial values needed to properly
submit forms, for example: user name, passwords, etc. Sometimes the fields
names are not self-explanatory and you will need to consult the web
application programmer.

[

If you know what crucial parameters and values should be defined before
running the Crawler the first time, you can enter them to help the Crawler
utilize the Web application on the first run.

To use this feature, you specify the names and data types of the fields as
well as the values the Crawler should enter in them.
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nr-nrm Fillers - Mecrosoft Inbernet Eeplorer

-~
ig TrafficShield ,-”::'raw.fer Configuration Wizard
Form Fillers g 3. 10
? Help’
b Cabbbpehlphon gt bt Gl o bl e o] |
appropnate infoemation.
Form Fillers
™ Parameter Name Parameter Type Parameter Value
r [P _address | [textnput =] =
I [ frthdate | [testrput | B
r [re_cty | |textnpus 2
r [ emal ] [text-nput | ]
™ [T _feedback ] | text-nput =
r [ _name | |tenct-mput =
r [TeL_nick | [text-nput =l
™ [TPL_password | |password =]
I [ _phore | [textnput -
r [ proe | |text-npus = | =]

To add a customized parameter

1. In the Custom Parameters section, click Add.
An empty line is displayed.

2. In Parameter Name and Parameter Type, specify the name of the
field and its data type.

3. In Parameter Value, specify the value you want the Crawler to
enter in the field.

4. Click OK.
The Page not found criteria page appears.
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Page not found criteria - Step 4 in Crawler Wizard

A Page not lound criteria - Nh.rmnﬂ: lr_l!m[:_l:_fuﬁh =101 x|
- =
\ pe TrafficShield

Crawler Configuration Wizard

Page not found criteria e

T Help'|

‘When a request to a non-=ssting page comes in, Web applications return the standad
HTTP 404 error page. This page may be enploted to stage attacks. To prevent this, Web
applcations may use various efrdr pages of their own, o that ther content can be
cortioled and varified, If your Weh appleation uses s oustorn-taloned armor pades
spacify how TrafficShisld can identify then,

Page Mot Found Criteria Remove
| T Apply To Serach Item

Mo erkres folmid

[4 Baek ][ Maxt b] [ Caneer | =

When a request to a non-existing page comes in, Web applications return the
standard HTTP 404 error page. This page may be exploited to stage attacks.
To prevent this, some Web applications may use error pages of their own
that don't return the HTTP 404 status code. They do this so that their content
can be controlled and verified.

If your Web application uses such custom-tailored error pages, you need to
supply a text string that the pages contain, so that the Crawler can identify
them as a valid error message page and add it to the policy. If the “page not
found” criteria is not defined, the Crawler will attempt to identify it by itself.

When an error occurs, the policy makes sure that only an error page whose
content is recognized is returned to the request's sender.

TrafficShield security application can recognize an error page by its
filename or by text included in its <TITLE> or <BODY>.

& Tip
In re-direct cases: The Crawler always follows the re-direct link. The

Crawler identifies the page behind the link and avoids the link if the
identified page is included in the Page Not Found list.

To identify a customized error page

1. Click the Add button.
A new empty line of page not found criteria is added.
2. In Apply to, select one of the following options to identify the error
page:
* Full Object Name
Its full file name. In Search Item, enter the file name.
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e« HTML Title
The text entered in its <TITLE> section.
In Search Item, enter the text.

* HTML Body
Any string of text that appears in its <KBODY> section.
In Search Item, type the string.

3. In Search Item, enter the indicated value and click OK.

Logout pages - Step 5 in Crawler Wizard

If the Web application contains a page designed to log the Web application
visitor out, you need to instruct the Crawler not to follow the logout link as
this will cause the Crawler to log out of the application before has fully
scanned the application. In fact, many Web applications have an “exit” or
“logout” link right in their home page, which would cause the Crawler to
exit as soon as it enters the application. To prevent this, use the Logout
Pages section to identify the logout points that the Crawler should avoid.

’ Note

The logout page will be added to the policy.

To define a logout point

1. Click the Add button.
A new empty line of Logout Pages is added.

2. In Logout Pattern (URL), enter the relative path of the logout
page.
3. Click OK.

Properties - Step 6 in Crawler Wizard

The Properties section provides additional instructions to the Crawler. For
example, you can instruct the Crawler to analyze Java Script code included
in the Web Application or to skip it.
To specify properties

1. Enter the information described in the sections below.

2. Upon completion, click the Save button in the Properties window
to save your entries.
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Analyze JavaScript

5' rawder Properbies - Microsaft Internct Beplorer ‘Lnjﬁl
= =l
-h.‘ - -
TrafficShield
i.b« Crawler Configuration Wizard
Crawler Properties i
? Help |
This section prowides addtional instructions to the Crawler. For sxample, you can instruct
the Crawler to analyee JavaSoipt code induded in the Web Application or to sap it
| Property Value
imah-:E java sorigt 1=
Accept untrusted S5L cestificates =3
Craate back fows =
Craate cacha fows =
Minimal delsy betwean worm requests to web appication (in sec.)
Mumibar of threack to be wsed by the oawier
Mumbear of times tha orawier fatches reguests I:l
with the same structure
Maxirrum rurmber of requasts gererated for
wach form by the form iteeator
| Emisate browser Microsaft TE "'I
[A_Back ][ Mext ¥ [_cancel | =

Check this box to instruct the Crawler to analyze the JavaScript code

included in the Web application. This is useful if the scripts contain links

that can be followed, or if they include fields that need to be filled.

Clear the box if JavaScript analysis is not necessary.

Accept un-trusted SSL certificates

Create back flows

An un-trusted SSL certificate is used by the Web application and this

checkbox option is checked, the Crawler accepts the SSL certificate and

continues scanning.

Clear this box to instruct the Crawler to accept only trusted certificates.

As the Crawler runs, it always registers the page that follows a certain page
over a link, thus adding the application flows to the policy. You can access
each such flow definition and further configure it in order to establish rules

of passage from one page to another.

By checking this box, you instruct the Crawler to also register in the policy
all flows in the opposite direction, in which case you can also impose rules

on navigating backwards (which occurs when the visitor uses the Back
button).
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Create cache flows

Cache flows are created around cacheable objects. The flow is created from
the first non-cacheable referrer object around the cacheable object. The
parameters of the incoming flow will be added to the newly created cache
flow.

When no previous non-cacheable referrer object is found, the cacheable
object itself becomes the entry point and the flow is added.

Min. delay between worm requests to web application (in sec.)

The Crawler is a mechanism that can be likened to a central unit sending out
multiple probes to the different areas of the Web application in order to
register Web application components simultaneously. Each probe behaves
as if it were a real user, following links and filling in forms, and therefore
increases traffic.

The probes can be sent in quick or slow succession. Quicker bursts create
more traffic. A burst is measured in terms of the number of seconds to wait
before sending the next probe. If your Web application is active and
currently serving visitors, consider increasing this value in order to slow
down the Crawler.

Number of threads to be used by the Crawler

This parameter also relates to simultaneous probe activity. A smaller
number decreases the Crawler's bandwidth consumption, leaving more
bandwidth to actual visitors.

Number of times the Crawler fetches requests with the same structure

Applications usually have many identical structures where only the
parameter values differ. The following examples illustrate identical links
passing different parameter values:

http://www.myapp.htm?par=111
http://www.myapp.htm?par=222
http://www.myapp.htm?par=333

To reduce crawling time and traffic you can instruct the Crawler to scan
only a few of such identical structures and not all of them, assuming that all
others behave in the same way.

Specify the number of samples you deem it sufficient for the Crawler to
scan. A higher value yields a more accurate policy with longer crawling
times.
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Maximum number of requests generated for each form by the form iterator

When the Crawler encounters a form, it processes it as many times as the
number of pre-defined parameter values included in it. For example, a
drop-down list containing ten values causes the Crawler to process the form
ten times, each time with a different value. However, you can reduce
crawling time and traffic by instructing the Crawler to process only a few of
the values and not all of them.

Specify the number of samples you deem it sufficient for the Crawler to
process from the same form with different values. A higher value yields a
more accurate policy with longer crawling times.

Emulate browser

If your Web application is set to work only with a given Internet browser,
set the relevant browser name.

This name will be used to select the user-agent header data.

Default character set for user input fields

Select the character set in which data is normally entered in the form fields
of the scanned application. This value will be used as the default value for
all new policy fields added by the Crawler.

HTTP authentication - Step 7 in Crawler Wizard

Use this option only if your Web application uses HTTP authentication.

| S HTTP Authenticstion - Microsolt Intermet Explarer -10O] x|
178 =l
\ TrafficShield = '
‘.b-‘ Crawler Configuration Wizard
HTTP Authentication T
7 Help |
L this opticn only IF your Wist application uses HT TP authentication, Specify the
username and password the Crawler should supply in order to access the ssrver where the
Wb applcation resides.
HTTP Authentication
HT TP Authentication Lisemame
|
HTTP Authentication Password;  fesss |
[4 Back |[ Mext B] [ Cancei ] -]

Specify the user name and password the Crawler should supply in order to
access the server where the Web application resides.

5-10
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File type associations - Step 8 in Crawler Wizard

This section provides a list of file types frequently used in a Web application
and their most common usage in the Web application.

It allows you to configure file types globally, thus saving tedious manual
configuration in the policy. For example, you can instruct the Crawler to
define all BMP files as files that do not have a flow.

‘W File Types Associstions - Microsolt Inbernel Explorer _dglﬂl

Crawler Configuration Wizard

\ ﬁ TrafficShield”

File Types Associations Step 0 oF 18

(7 Help'|

This saction dlows you to legdie file types. For example, dhedang the HTM type and then
chacking the Is Rsferrer boy amounts to teling the Crawier that al files that carry the HTM
extenson zre referrars, The Crawler will register them as such in the policy even if it finds 2
fer fies that ane not refemers,

File Types Assoclations

, |
x|

I Entry Don't Don't Daey

|7 Tyoe  pone . ISReferet Gl dow  Check Chiect bt

|- r = C r =

r r = O r o

C pr_ | r = C r O

r r = r r miH

- pama] C = C r O

e T r = r r - |

] = = r r r

i r (= r r |

re_ | r =] w r m

- F

[( Back ]l Noewt bl I Cancel I .d

If the list does not include a file type, you need to configure it.
¢ Click the Add button, add a file extension, and click OK.

The defaults provided in this page cover the most plausible eventualities, but
you can adapt them to your needs by checking or clearing boxes.

A description of the file type configuration parameters follows.

Is Entry Point
Check this box if all files of this type can be entry points to the Web
application.

Is Referrer

Check this box if objects of this object type may refer to other files. For
example, HTML pages containing a link or CGI files calling another file,
are waverers. Pictures and sound files cannot be waverers because these
objects never contain links to other objects and are not web pages.
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Don't Check Flow

Check this box if you don't want the system to check the flows to objects of

this file type.

Don't check object

Check this box to if you don't want the system to check the requests
referring to files of this type.

‘ Note

This will also be applied to files that do not exist in the application.

Crawler configuration settings - Step 9 in Crawler Wizard

This page displays the Crawler settings you defined in previous pages.

To modify the configuration, click the Back button until you reach the

relevant step, and modify the data.

=181
-~ =
i 2 -
\ E TrafficShield
¢ Crawler Configuration Wizard
Crawler Configuration Summary i
7 Help |
This page depiays the Crawiler settings you defined in previous paoes
Policy settings
Crawler Scheduling L
Crawler Scheduling LI Of USEF reduUest =
Start Points
Start Point 1 it fiphpauction.core.com)
Form Fillers
Paramater nama: TPL_acdness
Form Filer Paramates tpe: bewt-ot
Parameter vaug:
Paramater nama: TPL_Birthdata
Form Filer Parameter type: text-ngt
Parameter vadus:
Paramater nama: TPL_rater_nick
Formm Filer Farameter [ypa: text-ngut |
|4 _Back || Finish | | Eancel | ;’

If the settings are correct, at this stage you should click the Finish button

and run the Crawler.

To manually configure the Crawler

1. Click the Settings button.

The Crawler settings window appears. Each group of parameters is

displayed in a separate box.

2. Enter the Crawler settings as described in the previous sections.
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3.

Return to Policy Properties by clicking the Back button, located on
the upper left side of the policy properties window.

Data collection with policy browser

The Policy Browser collects data that the Crawler can later use as a sort of
fine-tuning input. The Policy Browser also overcomes browsing obstacles.

The data is collected by simply browsing the application as you would
browse it with a regular browser. The browsing information processed by
the browser is stored in a file. It is advisable to use the Policy Browser
extensively and let it collect as much data as possible to later help the
Crawler create a more accurate policy.

For instructions on how to download the policy browser and how to create
the input file refer to the Downloads section in Chapter 6 Administration, of

the T rafficShield® Installation and Configuration Manual Version 3.2.

Running the Crawler Manually

To manually start the Crawler

1.

Select the relevant policy for which the Crawler settings will apply,
from the Policy Management > Policies List.

Open the policy for editing by selecting the policy you want to work
on and clicking on the Policy Properties tab or the EDIT button.

In Build Tools, click the Crawler's Start button.
The Run Crawler dialog box opens.

-1oj x|

Run

& Run Crawler

__Fsm Crawler -Camcn:

Select the appropriate options and click Run Crawler to run the
Crawler, or click Cancel to exit without running the Crawler.

Run Crawler
Choosing this radio button runs the Crawler as is, without the
additional information supplied by the Policy Browser.

Run Crawler with policy browser output file
Run the Crawler and also use Web application details pre-recorded
by the Policy Browser. Click the Browse button and select the
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Policy Browser's output file. For additional information on how
such a file is created please refer to the Data Collection section in
this chapter.

Store results in crawl learning (no policy update)

Select this checkbox to activate the Crawler Learning process.
For more details, please refer to Crawler Learning tool, on page
5-15.

Click the Run Crawler button.

The Crawler starts collecting data.

While the Crawler is running, you can click the Status button to
open a window where you can see how the operation is progressing.

M Cravler Status - Ficrosalt Inte =

Stortod ats 200 10-040 1052043

» Chcts Types fourd: 3
s Chmcts found: 14
m Floreds fomand: 43

Chirsa

The message Running appears at the top of the window while the
Crawler is still running. During this time, the dialog box displays
the number of objects and flows that have been scanned and
identified. Click the Status button to display the current status,
without waiting for the next automatic refresh operation. The status
window title changes to “Finished” when the operation ends. You
can also monitor the process by accessing the other tabs in the
navigation bar on the left.
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Crawler Learning tool

This section explains how to use the Crawler Learning tool and how to adapt
the policy using the Crawler Learning tool's output.

The Crawler Learning tool enables the user to scan the Web application in a
learning mode.

When we use the Crawler in a non-learning mode, the Crawler populates the
policy with the new items.

When the Crawler is set to work in a Learning mode, it populates the
crawler learning tables with the new items instead of directly populating the
policy tables.

You can then review the data and accept object types, objects and flows that
were found by the Crawler and then add or reject them.

Crawler Learning tabs are identical to the Learning tabs. Both Learning and
Crawler Learning populate the forensics section.

First-time usage: Crawler Learning can be used to update an existing
policy or to initialize a policy. When updating a policy, the Crawler works
in update mode and writes all the incrementally new items to the Crawler
Learning tables. It doesn't change the existing policy items. When
populating an empty policy, all items appear in the Crawler learning tables.
In both cases you need to accept the item if you want to add it to the policy.

Second time usage: Unlike the regular Learning, once the Object is
accepted and added to Configuration > Web Objects tab, all relevant flows
are not automatically added to the policy. In order to add the relevant flows,
you will need to re-run the Crawler or the Crawler learning.

& Tip
If an item is rejected permanently, it is moved to Forensics > Ignore Items.

This affects the Learning stage as well. For more details, please refer to
Ignored requests, on page 6-48.
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Learning - Testing & Fine Tuning the Policy

Overview

After automatically generating a policy using the Crawler and making any
manual changes needed, you are ready to test and refine the policy in
real-life conditions, through the Learning tool and the Policy editing tools.

This chapter explains how to use the Learning tool to adapt the policy to
real-life traffic requirements. It also covers the Policy editing feature, which
allows you to view and manually adjust the entire security policy.

Learning tool

The Learning tool was created so you could fine tune the Crawler-created
security policies. This is relevant both for the first activation of the
TrafficShield security application and as an ongoing tool as well.

In each case, the Learning screens are actually suggesting changes to the
policy which would include all future requests of this nature. You can accept
objects or flows that were rejected by the TrafficShield security application,
and reject changes to the policy that were caused by actual attacks which
were screened out.

¢ Tip
Customize your blocking definitions to temporarily allow some violations to
go through until the Learning fine-tuning is more complete.

First-time usage: As the Web application is new; you may prefer to run an
initial test in safe conditions. Such conditions can be created by opening the
Web application to a limited number of visitors like Quality Assurance (QA)
and employees of your organization (persons who are not potential hackers).
Initially, the alarms help you adjust policy attribute values until you are sure
that the policy is usable. Any invalid request that might come after the
Learning stage can justifiably be considered illegal and treated as such. In
fact, after the initial testing period you can use the Learning tool to track real
attacks.

Ongoing usage: If the Web application to be protected is already in use, a
portion of the live traffic can be diverted through the TrafficShield security
application to the Learning tool.

As visitors move through the Web application, the TrafficShield security
application captures requests that contradict your current policy settings, and
posts alarms to the Learning tool pages.

The Learning tool checks that all objects that are supposed to exist in your
Web application are indeed present (for example, all links lead to objects
that exist in the Web application). It also checks that the attributes specified
for policy objects, such as URI lengths or allowed meta characters, are
realistic.

In all the Learning windows, the fine-tuning changes can be applied to a
specific policy:
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Learning duration

tharge polcy; | [A] phpaction. core. . fauk =] Accapt Mode: @ Polcy © Wb Application

The Learning fine-tuning changes can also be applied to a Web application
which will affect all related policies:

charge policy: [[A] phoauctioncon, . fadt =] aAccept Mode: © Policy ' web Applcation

In the Learning tool, the System displays recommendations to the user on
how to fine tune the policy. Learning is not an analysis tool. There are
situations that will be recorded in the Forensic that will not be converted
into a policy. Note that the Learning tool saves Learning recommendations
in the Learning tables at account level for the whole account. If a policy is
deleted, the learning recommendations will be saved and displayed.

If you have several policies that are related to the same web application, in
order to build a policy, you must first ensure that the policy is active, and
then select its radio button in the Policies List screen.

Policies List | Espart | [ Pmgaee || Cooy | [ Histary | | Al [ Edir ][ Remove |
Pulicy wieby Aiplic ation Lasd Set Active Seourity Level  Bloacking Mode
mlli Benurs] prpectoncoe com M High SenaBy (AFT] Trangpaard
sk st ha
& [ Bl phpavctson.core.oom_default [v2] phpauction,cone.oom r;?u:lnm-m 4y Gtandard Transparent
[ ik rar. ]

The aim of the Learning process should be to generate traffic on all pages, to
click all links, to fill all form fields, and so on. For new web applications,
standard customer workflow routines can be used for Learning. For live
applications, even a 15 minute test might supply valuable information that
will help you fine-tune the policy. Obviously, the longer the test, the greater
the opportunities to capture information that may help you establish a safer
policy.

Auto Accept build tool

The Auto Accept Build tool enables the Security Manager to adapt the
policy to accept automatically specific illegal requests recorded in the
Forensics and make them legal.

’ Note

The Auto Accept tool must be handled with ultimate care due to its
immediate and comprehensive impact on the policy, as it automatically
includes the selected violations into the policy, making them legal. In this
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aspect it is distinguished from the Learning procedure, which provides only
hints about the violations and requests the user to accept each of them
manually into the policy.

To access the Auto Accept tool

1. From the Policy Management tool, click Policy Properties >

Build Tools.
Bulld Tools
Tool A tions
o Cravier I | T | T | T

B - ACEDE start | [_Stop | [ Status | [ Settings | [ Show Log |
Evcrerter Recording

2. Click Settings to open the Settings screen.

Request Source [P [ save | [Restore Detawits
Ay 1P
& Fterby: [somce® =] 1P Addess: [192.188,111.179

Request Time Range
& Ay Time Range

C fom: | i To i |

Request Object
& Ary Obsect

© Masic |

[~ Reguls Expression |
Accept Types

™ Object Types

I Ohbects

I Fow (amole flow model)

3. Select the appropriate Request, source IP, Request Time Range
and Requested Objects. These are the filters according to which the
requests will be filtered. In the Request Object section you can
limit the filtering by Mask and Regular Expressions.

4. In the Accept Types section, define the objects that you wish the
policy to accept as entry points.

5. Once the settings are completed, click Save to save the settings.

6. Click the Back button at the top left side of the screen.
You are returned to the previous screen.

7. Click the Start button.
You are required to confirm the Auto Accept run.
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8. Click Run Auto Accept button.
The Auto Accept process starts running and upon completion, an
information message appears, providing information about the
process.

Started at: 2004-12-21 17:55:15
Finished at: 2004-12-21 17:35:16

m Chjects Types found: 2
m Chjects found: 4
m Flows found: 2
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Accessing the Learning data

To access the Learning data

In the Policy Management module, select Learning> Real Traffic.
The Real Traffic screen opens and a comprehensive list of violations groups
appears.

Learning » Feal Traffic Currant Lkar: susuy |

Learming for Polcy: Craw_oopy I Update TrafficShietd ]

change pobcy; [erenm_copy =] Actapt Mode: & poicy © web Applcation

I salect all violations

Access Violations
Leamning of DELIrrerces

™ Ihegal object type

™ moo existent object

™ Menal flow to ohiject

T Dhegal mnethod

2 = B8 9

Length Wiolations
Learming of Dceurrences
™ Length Errors 1]

Input Vielations

Learning of

legal CQuesry-Strineg of POST-Data
Hlagal Parameter

Hiegal static parameter value
Hiegal pmpty paramobor valse
Megal parameter wahee length
Hiepal paramates mumeric valus
Megal parameter data type
Megal meta character in parameter value
Malicious parameler value

l

T e el S e S S
e s e e Be R

Megatbve Security Violations
Learming of

I2gal meta character in header value
Hiegal meta character in ohiject

Hiepal meta character in parameter name
Hegal meta character i parameter value
Hi=gal pattern in object

Hizgal pattern in response

Megal pattern in header value

Hiegal pattern n wer nput

5

e S e S (S
B e e &8 508

Cookie Violations |
Learming of OCCLIrTeres
© modified Domain Cookies ]
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Violation grouping

’ Note

The M that appears in the top menu next to the Policy name indicates that a
modification has been done to the policy. Although all changes made to the
policy were recorded in the database, they are not yet implemented until you
activate the policy by clicking the Update TrafficShield button. Until then,
the policy will act according to its previously defined parameters.

If the TrafficShield system Learning process detected requests that were

generated, then those detected violations appear in green and are underlined
and linked.

» Select the policy violation you wish to review.

Violations detected by the TrafficShield Security module are grouped as
follows:

* Access Violations

* Length Violations

* Input Violations

» Negative Security Violations

¢ Cookie Violations

Access violations

This section is divided into five parts:
» Illegal object type

» Non existent object

* Illegal flow to object

» Illegal entry point

» Illegal method
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lllegal object type

The Illegal object type window lists information about requests that
referenced object types not found in the Web application. The object type is
considered undefined unless you define it in the Configuration > Object
types section.

Laarring for Pobcy m o login - singde 2 [ & e R ]

E][ ange polcy: [ro logn - ampla 2 =] Accept Mode: % Pokcy T Wb Apphcatior
_[||<:|:|\_1| object Dype E @
thede mhedt | Max.  Max, Py, Py
™ Type DoUFrences Request Dbject  Query-5String POST-Data
Dbvjects Fows Befemer 1 th Length Length Length Response
g 4 =3 r r  f=e = ] ] r
I ipm 1 [ r r |‘::D [-1& LI [LI r
I php 14 = = r gs2 |5 j3s o r

It is possible to manually change the value of some of the parameters. If the
parameter is editable, it will appear as a user input box.

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Type
Check the checkbox for the relevant Object (file) type that you want to add
to the policy.

Occurrences

This number indicates the number of request occurrences that were rejected
for this type of violation.

* If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

* If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

For more details please refer to View Full Requests Information window,
on page 6-47.

Check Objects

Select this checkbox to instruct the TrafficShield security application to
check the requests for this object type in order to verify that the actual object
exists in the Web application, or is accessible via the application flow. The
non-existent object window is automatically populated, and displays with all
the objects belonging to all the requests for this object type.

If this checkbox is not selected, TrafficShield security application lets
through requests for this object type without checking whether the actual
object exists in the Web application or is accessible via the application flow.
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Check Flows

Check this checkbox to instruct the TrafficShield security application to test
whether the requested object from a given object type is a legal flow.

Is Referrer
Select this checkbox if objects of this object type may refer to other files.

Max. Request Length

The maximum request length received from all the requests for this object
type.

Max. Object Length

The maximum object length received from all the requests for this object
type.

Max. Query String Length

The maximum Query string length received from all the requests for this
object type.

Max. POST Data Length

The maximum Post data length received from all the requests for this object
type.

Check Response

Select this checkbox to activate the Server response filtering by the
TrafficShield security application.

Available actions for lllegal Object Type

Accept

Clicking the Accept button adds the changes to the policy.
Accept means that you have decided that the request reflects a real-life
situation that warrants a change in the policy.

The undefined objects types will appear under the Configuration > Object
Types section.

When you accept an Object type, the non-existent object window is
automatically populated and displayed with all the objects belonging to all
the requests for this object type. For example; if you accepted an HTML
object type, all HTML requests' objects will now appear in the non-existent
object window. See the next section to learn more about how to accept a
non-existent object.

‘ Note

Requests with the accepted object types will still not be allowed by the
TrafficShield security application until all the request's components have
been “learned”.
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Clear

Clicking Clear deletes the selected entries in this learning window without
changing the policy. The confirmation window appears.

Arg you fre you want to dalete the wlacted temis)?

T Permarently reject items from learring.

O @Snall) o

Permanently reject items from learning

Select the Permanently reject items from learning checkbox to delete the
request and instruct the TrafficShield security application not to register
again identical requests. The deleted request is stored in the Forensics >
Ignored Items.

’ Note

After transferring the requests to Ignored Items, all similar requests for all
policies that belong to this Web application will ignore these requests.

4@ WARNING

If you only want to apply this clear to this specific policy - don't check this
checkbox. For example: if you checked this checkbox for HTML requests, all
HTML requests (even rejected requests coming in for other policies will be
ignored).

& Tip
To change this decision after clicking Ok, you can go to Policy Management

> Forensics > Ignored Items tab to unset the ignore decision. For more
details, see Forensics, on page 6-45.
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Non-existent object

The Non Existent Object window lists information about requests that
referenced objects that are not found in the policy.

Mon existent obpect Cgrear ]
ol Occurrences B geforrer Pl Charsge
r B.[mw]"l-:'t;l.lu 4 r V¥ = r
r E:I.Lm'rr-j Janddrers gt bl 1 r = = r
[ parre) forowss.pho 2 r = =3 r
r m.[mw] Jiel php 5 r = = r
r B.[Hnu] Jiracen. pihg 4 r = F r
r E:I.Lm TP] firagesransnarent. gif 1 r r r ©
r Ewrme 3 = = F r
Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Object

This column displays the name of the non-existent object.

Occurrences

This number displays the number of requests and values that caused this
violation.

Entry Point

An entry point is a page through which a visitor enters the Web application,
for example, by typing its URL in the browser's address box or by selecting
its URL from a favorites list.

By checking this checkbox you instruct the TrafficShield security
application to consider this object as a valid entry point.

Is Referrer

Check this box if files of this type may refer to other files. For example,
HTML pages containing a link or CGI files calling another file, are
referrers. Pictures and sound files cannot be referrers because they do not
link to any other pages.

Check Flow

The Application Flow (path) is the defined access path leading from one
object to another object. For example, a list of valid flows would be:

from abc.html to abc.gif, OK
from abc.html to def.html, OK

If your policy contains the above list, then any request that tries to access
abc.gif from def.html would be considered illegal.

Check this checkbox to instruct the TrafficShield security application to
verify that the object was accessed by a legally defined flow.
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Some of these checkboxes are checked by default and cannot be cleared by
the user.

If you clear the checkbox, the object can be requested from any place in the
Web application or even when the user is outside the scope of the
application.

Cookie Change

Select this checkbox if the client-side code of the object modified one of the
Web application cookies in order to prevent false positive alarms on cookie
poisoning.

Available actions for non-existent objects

Accept

Clicking the Accept button adds the changes to the policy. Accept means
that you have decided that the request reflects a real-life situation that
warrants a change in the policy.

Clear

Clicking Clear deletes the checked entries from this learning window
without changing the policy. A confirmation window is displayed.

osolt Inberne -:I-'.'..::.'. :!EIH

Are you fre you want to deleta the wlected itemis)?

T Permarently reject items from learming.

3 | T R

Permanently reject items from learning

Select the Permanently reject items from learning option to delete the
request and instruct the TrafficShield security application not to register
again identical requests in the Learning tables. The deleted request goes to
Forensics > Ignored Items.
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’ Note

After transferring the requests to ignored items, all similar requests for all
policies that belong to this Web application will ignore these requests.

4@ WARNING

If you only want to apply this clear to this specific policy, don't check this
checkbox.

& Tip
To change this decision after clicking Ok, you can go to

Policy Management > Forensics > Ignored Items tab to unset the ignore
decision. For more details, see Forensics, on page 6-45.

lllegal flow to object

The Illegal Flow to Object screen is divided into two sections:
» Illegal Flow to Object
* Illegal Entry Point.

The Illegal Flow to Object screen lists the flows that were requested but
were not found in the policy. In this case too, you can configure the query
string and POST data settings of the Illegal flow to object flow and include
them in your policy by clicking the Accept button.

Illegal flow to object
Frame  Allow Chedk
™ Fow HMethod Docurmences Target  0S/PD 0S/PD
T 5B porre /B ey e oo GET 1 o r F
T 18 prmeg fseerch pho -» B parreg foel phe GET 1 a0 r r
r E.[HTIP] ol ol -PE.[HnPl faal b GET 1 @1 - r
r E.I_HT""] 'PE[HITPI faed jphe ST 2 31 = =
I Ia.l'ﬂrwl it pig -lalmml-' dex phg GET 2 QF - |l
Checkboxes

The first column contains checkboxes used to mark the relevant entry.
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Flow

This is the name of the Application Flow (path) which defines the access
path leading from one object to another object.

‘ Note

The ¥ indicates that the object is not a referrer. If the object should be
defined as a referrer, go to the Policy Management > Configuration > Web
Object window, and modify the definition of the object so that it is defined as
referrer. Only after this operation is completed, it is possible to accept the
violation.

Method

This is the HTTP method used in the Request. For more details refer to
RFC-2610 (HTTP).

Occurrences

This field displays the number of illegal flow to object violation
occurrences.

» If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

* If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

Frame Target

This is the index of the HTML frame targeted by the flow. It is not
recommend that you change this value unless you know that you want to
specifically load this object into a specific frame.

User Input

User Input fields allow the user to enter a valid value that overrides the
defaults.

The value 99 is a default frame index which indicates that the target object is
loaded into the same frame as where the referrer object is presented. An
empty value in the Frame target is allowed and accepting this empty value
accepts it automatically under the 99 value.

Click the magnifying glass icon & next to the frame target value to open its
screen

Allow QS/PD

Check this box if a request that accesses the selected object via this specific
flow may also carry a query string or POST method.
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Check QS/PD

Check this box to instruct the TrafficShield security application to perform
validity checks on the query string or POST data if allowed in the previous
step.

If you clear the checkbox, the object can be requested from any place in the
Web application or even when the user is outside the scope of the
application.

Available actions for illegal flow to object

Accept
Clicking the Accept button adds the changes to the policy.

Accept means that you have decided that the request reflects a real-life
situation that warrants a change in the policy.

Clear

Clicking Clear deletes the checked entries from this learning window
without changing the policy. The confirmation window is displayed.

Y

Are you sure you want to delete the selected itermis)?

[ Permanently reject itemns from learning.

| ok || Cancel | =

Permanently reject items from learning
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Check the Permanently reject items from learning checkbox to delete the
request and also instruct the TrafficShield security application not to register
again identical requests in the Learning tables. The deleted request goes to
Forensics > ignored items.

‘ Note

After transferring the requests to ignored items, all similar requests for all
policies that belong to this Web application will ignore these requests.

4@ WARNING

If you only want to apply this clear to this specific policy, don't check this
checkbox.

¢ Tip
To change this decision after clicking Ok, you can go to Policy Management

> Forensics > Ignored Items tab to unset the ignore decision. For more
details, see Forensics, on page 6-45.

lllegal entry point

Illegal entry polnt Chear

Frame  Alow  Chece

™ Fow Method Ocourrences Target  OS/PD 0590

r llﬂrrl-"ml!-l'la.[mw] b = GET i .I'B|:| [ r

™ Envbry Point -IB,[I-I'!TH] ol g GET 1 .I:BII r r
Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Flow

This is the entry point access to the object.

Method

This is the HTTP method used in the Request. For more details refer to
RFC-2610 (HTTP).

Occurrences
This field displays the number of illegal flow to object violation

occurrences.

* If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.
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» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

Frame Target

This is the index of the HTML frame targeted by the flow. It is not
recommend that you change this value unless you know that you want to
specifically load this object into a specific frame.

User Input
User Input fields allow the user to enter a valid value that overrides the
defaults.

An empty value in the Frame target is allowed and accepting this empty
value accepts it automatically under the 1 value.

Click the magnifying glass icon & next to the frame target value to open its
screen.

Allow QS/PD

Check this box if a request that accesses the selected object via this specific
flow may also carry a query string or POST method.

Check QS/PD

Check this box to instruct the TrafficShield security application to perform
validity checks on the query string or POST data if allowed in the previous
step.

Awvailable actions for illegal entry point

Accept

Clicking Accept adds the changes to the policy.

Accept means that you have decided that the request reflects a real-life
situation that warrants a change in the policy.

Clear

Clicking Clear deletes the checked entries from this learning window
without changing the policy. The confirmation window is displayed.
Permanently Reject items from Learning

Select Permanently reject items from learning to delete the request and
also instruct the TrafficShield security application not to register again
identical requests in the Learning tables. The deleted request goes to
Forensics > ignored items.
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’ Note

After transferring the requests to ignored items, all similar requests for all
policies that belong to this Web application will ignore these requests.

4@ WARNING

If you only want to apply this clear to this specific policy, don't check this
checkbox.

& Tip
To change this decision after clicking Ok, you can go to the Policy

Management > Forensics > Ignored Items tab to unset the ignore decision.
For more details, see Forensics, on page 6-45.

lllegal method

Tllegal method
[ ™ethodName Ocoumences  Act As Method  Check trusted 1Ps for allowed methods
- Coey 1 POET = r
I SEARCH 1 GET = =

Checkboxes

The first column contains checkboxes used to mark the relevant entry

Method Name

Describes the Method name

Occurrences
Displays the number of illegal methods occurrences detected.

» If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

Act as Method
For each Method, set a corresponding GET or POST option.

Check Trusted IPs for Allowed Methods

Selecting this checkbox instructs the TS Security Mechanism to check for
Trusted IP numbers that are allowed to use the method.

TrafficShield® Security Policy User Manual version 3.2 6-17



Chapter 6

Length violations

Length violations are detected as Length Errors.

Length Violations |
Learning of Decusrences

™ Lenath Errors 3

This section lists the requests that exceeded a length setting.

This section is divided into two categories:
* Object Type Length Errors

* Header Length errors

’ Note

When you accept an object type, the length of the object is added as part of
this object's properties. You can view the added length for an object under
Policy Management > Object types. Whenever TrafficShield security
application identifies a longer length for the same object, it signals a
violation, and the new detected length appears under Length Errors in the
Learning tool.

Object type lengths errors

This section lists the requests that exceeded a length setting.

Object Type Length Errors
r Object Total Request Length URI Length Query-String Length  POST-Data Length
Type OCCUrTences Documenes OCourrences OMCURTerCes

r ail 19 7 o o

T oo ext 2 1 o i]

r pho 2 ] 3 2
Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Object Type

Select the checkbox for the relevant Object (file) types that you want to
clear. If you want to define and accept this object type length, you will need
to click the relevant Object type link, and the Requests Lengths for “object”
type window will be displayed. For more details, see Actions available for
accept requests lengths, on page 6-20.

Total Request Length Occurrences

The Total Request Length is the sum of the URI, Query string and POST
data lengths in a specific request.
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URI Length Occurrences
The maximum URI length received from all the requests for this object type.

Query-String Length Occurrences

The maximum Query string length received from all the requests for this
object type.

POST-Data Length Occurrences
The maximum Post data length received from all the requests for this object
type.

Available actions for object type length errors

Clear

Deletes the checked entries from this learning window without changing the
policy. A confirmation window is displayed.

Clear All

Deletes all entries from this learning window without changing the policy,
regardless of whether their checkbox is selected or not. A confirmation
window is displayed.

Object Type link
Clicking the Object Type link displays the object type length window.

«php» object type lengths

Detected
Length Type Current Max DetectedMax 4 one  peourmences Accept

Length Length L
ength

Totd Request Length 1075 2764 Z764.0 1 553
LRI Length 14 16 15.5 Z 0
Cuny-String Lergth 5 67 222 fi 7
POST-Data Length 0 2016 2016.0 i 2620 [_Accent )
Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Length Type
There are four length types. The Total Request Length is the sum of the
other three types.

Current Max Length

The length set in the policy. For example, the Current Max Length (column)
for URI Length (row) indicates the valid length defined in the policy for the
URI section of the request.
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Detected Max Length

This value indicates the highest length value that has been detected for a
specific policy object.

Detected Average Length

This value indicates the average length value that has been detected for a
specific length object. If the average length is very different from the Max
length, this could indicate a problem that requires further investigation.

Occurrences
This is the number of requests that have been rejected for violating the
length constraints.

Clicking the number opens the Full Request Information window that
contains all the technical details of all the violations related to the longest
request.

User Input

User Input fields allow the user to enter a valid value that overrides the
defaults.

Actions available for accept requests lengths

Accept

Choose the Accept button on the relevant length type row if you decide that
the returned statistics reflect a real-life situation that warrants a change in
the policy. You can also decide to manually define the new length in the
user input field in the Accept column. The decision should be based on an
in-depth understanding of your Web application.

Accept All

Choose the Accept All button if you decide that all the length types
displayed reflect a real-life situation that warrants a change in the policy.
You can also decide to manually define all new lengths in the user input
fields in the Accept column. The decision should be based on an in-depth
understanding of your Web application.

To return to the Real Traffic tab

Click the arrow button at the top left corner.
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Header length errors

Header Length Errors

Cusrrent Detected Detected

™ Header Type M Average  Doorences  Set Max Length Valoe
Length Max Length Lensth

™ Cookie Headsr 1 20 267.2 12 C Any F Lengthc [351

T HTTP Heade 1 2F8 63.4 91 C Amy * Lengthc 61

There are two possible Header length violations:
* HTTP Header
* Cookie Header

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Header Type

Check the checkbox for the relevant Header type that you want to clear or
accept.

Current Max Length
The valid length defined in the policy for the Header length.

Detected Average Length

This value indicates the average Header length that violated the Header
length constraint.

Occurrences

This number displays the number of requests that caused this violation.

Set Max Length Value

You can manually change the maximum length allowed for the Header Type
or select the Any option to allow any length.

Actions available for Header Length
Accept
Clicking the Accept button adds the changes to the policy. Accept means
that you have decided that the request reflects a real-life situation that
warrants a change in the policy. It is possible to manually change the value
of some of the parameters.
Clear
Clicking Clear deletes the entry from this learning window without
changing the policy. A warning message appears asking to confirm the
deletion.
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Input violations

Input violations are classified by the TrafficShield Security Module as
follows:

» Illegal Query-String or POST-Data

* Illegal Parameter

» Illegal static parameter value

» llegal empty parameter value

» Illegal parameter value length

» Illegal parameter numeric value

» Illegal parameter data type

» Illegal meta character in parameter value

* Malicious parameter value

Input Violetions
Learning of
IBeqal Duery-Strinn or POST-Data

Megal Paramseter

egal static parameter value

[Beqal empty paramater valuse

IBeqgal paramsater value length

leaal parameter namerc valus

Iegol parameter data type

egal mita character in parsmeter vahie
Malschpurs parameter valus

|

A (e (G Ve (o e it |
L = U = S T S

The Occurrences row displays the number of illegal flow to object violation
occurrences for each violation type.

* If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation. (See the graphic below.)

» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

i View Requested Objects - Microsalt Internet Explorer provided by Schema LTD =100 x|
=
Object IP address
a.[nnn] Isaarch pho 192.158,111.122
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lllegal query-string or POST-data

THlegal Query-String or POST-Data [Cciear ]
™ Fow ?IS?EI":J Docurnences
T B gurre) findes.prg -+ caer o B purrey fsesech pre ke 2
r E,[Hrrp] e, iy -l.ul.-ha[unn].' ip.ph P 1

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Flow

This is the name of the Application Flow (path) which defines the access
path leading from one object to another object.

Check QS/PD

Check this box to instruct the TrafficShield security application to perform
validity checks on the query string or POST data.

Occurrences

This number displays the number of requests that caused this violation.

Available actions for illegal query-string or POST-data

Accept

Clicking the Accept button adds the changes to the policy. Accept means
that you have decided that the request reflects a real-life situation that
warrants a change in the policy. It is possible to manually change the value
of some of the parameters.

Clear

Clicking Clear deletes the entry from this learning window without
changing the policy. A warning message appears asking to confirm the

deletion.
lllegal parameter
Illegal Parameter
Parameter DOOETeNCes
| ow Nafme (Values) Number APt
B prre) frces oho -+ sem) - B grTe) jssarch.php ity 1)y

The Illegal Parameter window lists the parameters that can appear in the
request but are not defined for a specific flow.
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Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Flow

This is the name of the Application Flow (path) which defines the access
path leading from one object to another object.

Parameter Name

This is the name of the undefined parameter.

Occurrences (Values) Number
This field displays the number of illegal parameter occurrences.

» If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

Available actions for lllegal parameter

Clear

Click Clear to clear the specific entry from the learning window without
changing the policy

Accept

To accept the violation case and make it legal for future occurrences, click

Accept. The Accept Parameter window appears.

Accept Parameter
Parameter Mame: city ™ 1s Mandatory Parameter

-
Paramoter Type: |Dont chadk value = SEow Enpry N e

Input Type: bexct-wut

lllegal static parameter value

This screen shows static parameters that carried a value not included in the
value list defined in the policy.

Tllegal static parameter value (1)
[7] Parameter hame Parameter Flow g:h"::;ff I
O E.[HITF] e :':--Hun-:B[uTrp]." e, ohn 22
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Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Parameter Name

This is the name of the illegal static parameter value.

Parameter Flow

This is the name of the parameter flow (path) which defines the access path
leading from one object to another object.

Occurrences (Values) Number

This field displays the number of illegal flow to object violation
occurrences.

» If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

Available actions for illegal static parameter value

Clear
Click Clear to clear the specific entry from the learning window without
changing the policy.

Clear All
Click Clear All to clear all the entries from the learning window without
changing the policy.

Click the parameter name link to accept the violation, this will open a new
window.

lllegal empty parameter value

This window displays the list of parameters that violated the not null value
definition. (The field was empty when it should have contained a value.)

The decision whether a specific parameter can be left empty or not is
dependent on the web application.

Illegal empty parameter value (2) [CAccept | [ clear Clear AV ]
Doourrences
T Parameter Mane Parameter Fhow v N
™ unnAMED E\[m’w]-- deor phg -rrnrr--p@t[unu] aach.phg 201)
ra a[unp] rckesph -P:r.lr'-km[rnlv] aarch.pho 31)
Checkboxes

The first column contains checkboxes used to mark the relevant entry.
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Parameter Name

Lists the parameters where Value Error was found.

Parameter Flow

This is the name of the parameter flow (path) which defines the access path
leading from one object to another object.

Occurrences (Values) Number

This number displays the number of requests and values that caused this
violation.

* If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

Available actions for illegal empty parameter value

Clear

Click Clear to clear the specific entry from the learning window without
changing the policy.

Clear All

Click Clear All to clear all the entries from the learning window without
changing the policy.

lllegal parameter value length

‘ Note

This violation is relevant only for the Parameter Type: User Input Value.

Illegal parameter value length (2)
- Curr. Max Detected Max Ooourrences
L Value Length Valwe Length (Values) Number  Avept
O 3 8 E1EN] 8
Oa 4 [ (i) f Accept
Checkboxes

The first column contains checkboxes used to mark the relevant entry.
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Parameter Name

Lists the parameters where the illegal parameter Value length error
occurred.

Current Max Value Length

The maximum length value permitted for this parameter.

Detected Max Value Length

The maximum length value permitted for this parameter

Occurrences (Values) Number

This number displays the number of requests and values that caused this
violation.

» If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

User Input

User Input fields allow the user to enter a valid value that overrides the
defaults.

Available actions for illegal parameter value length

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.

Clear All

To clear all entries from this learning window without changing the policy,
regardless of whether they are checked or not. You will be asked to confirm
the operation.
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lllegal parameter numeric value

The Illegal Parameter Numeric Value screen lists the errors that may occur
for the request parameters' values if the defined parameter is decimal or
integer in the policy. This window provides statistical information regarding
the types of parameter numeric value problems that have been detected.

Illegal parameter numeric value (1)

Current  Detected  Decurrences
Mn Mar M0 Mao (Vahses) Nusmber

Oa -5 123 -B 7 22 4 34

[] Parameter Name Min  Max Accept

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Parameter Name

This is the name of the illegal parameter value length.

Current Min Max

The minimum and maximum numeric values permitted for this parameter.

Detected Min Max

The detected minimum and maximum numeric values detected in the
violation.

Occurrences (Values) Number

This number displays the number of requests and values that caused this
violation.

* If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

User Input - Min

This is the minimum value received from all the request parameters with
this violation type. It is possible to manually change the value of this field.

User Input - Max

This is the maximum value received from all the request parameters with
this violation type. It is possible to manually change the value of this field.
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Available actions for illegal parameter numeric value

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.

Clear All

To clear all entries from this learning window without changing the policy,
regardless of whether they are checked or not. You will be asked to confirm
the operation.

lllegal parameter data type

This screen shows parameters whose data type is different from the data
type defined for them in the policy.

Illegal parameter data type (1)
OCELETences
[ RAAMEIEr parametes Flow (Vabues)  Data Typein Policy  Accept
Number
ra 3?':::1 et ST 8(8)  Alpha-sumerc English
" parch. phg
Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Parameter Name

Lists the parameters where the illegal parameter data length error occurred.

Parameter Flow

This is the flow where the parameter value error occurred.

Occurrences (Values) Number

This number displays the number of requests and values that caused this
violation.

* If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

* If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.
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Data Type in Policy
This field displays the data type that was detected by the value error.

Auvailable actions for illegal parameter data type

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.

Clear All

To clear all entries from this learning window without changing the policy,
regardless of whether they are checked or not. You will be asked to confirm
the operation.

lllegal meta character in parameter value

The parameter name contains a character that is set to “N”’ (false) or “C”
(check) in the Administration > Character Sets > User Input: Defaults.

Illegal meta character in parameter value (1)
= DECurrenCes
| Parameter Narme Parameter Flow (Values) M
O W B purey jc oo o gaem - B gy foeowse pire H3
Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Parameter Name

Lists the parameters where the illegal character in parameter value error
occurred.

Parameter Flow

This is the flow where the parameter value error occurred.

Occurrences (Values) Number

This number displays the number of requests and values that caused this
violation.

» If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.
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» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

Available actions for illegal meta character in parameter value

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.

Clear All

To delete all entries from this learning window without changing the policy,
regardless of whether they are checked or not. You will be asked to confirm
this.

Click the Parameter name to open the following screen.

* Slowed Characher = Chisciopd Charactir @ Bliochd Charachitior

Values for wids parameter [[Aeeept | [ crear || [Clear AiF]
[] Parameter Yalue Deourrences
] “test 1
[ aaa%20aaa 1

The color legend at the top of the screen is applicable all through the
Security Policy tool.

¢ Red - blocks the character.
* Blue - flags the character.

¢ Black - allows the character.

Click the parameter name link to open the Edit Parameter window.

TrafficShield® Security Policy User Manual version 3.2 6-3l



Chapter 6

=dit Parameter: id Glabal [=ave ]
Parametor Name: id [ 15 Manecatory Parameter
Allow Vi
Parameter Type: | User-rpul vilue v o SO
Input Type: text-input
Farameter Characteristics
Data Type: Alpha-bumearnc Hebrew
Check Mininmum Value: Check Masdimum Value: [
[¥] Check Maimum Lergth; |3 [[] Regular Expressian: |
[ allorwed Meta Characters: [ Allowed Regular Expressions:
; (Dne3i) *(A). *SCRIPT, *».*
| () *{HYSELECT. "FROM.*
| (Dec21) e wp_ "
B [D2) *[Fhewec. *.dbo. *
Space (e20) s
EOT (D04 ) )
LF (Ofla) *(F)0R. *1=1."
CR (il ) S(HMOR. 1=
ESC (Dwib) L)
Zo|26 27|22 1 2b 1 2d |26 |20 |25 | 2F| 21 | 3f |28 |29 40 20)
g el [0-0u- P2}
DEL (m?f:' AT A * ®

Edit the parameter as required.

Malicious parameter value

This is the parameter that contains a regular expression value that is not
defined as an allowed regular expression for this parameter.

Malicious parameter value (1) E @
[ Parameter Name Parameter Flow e
Oa Entry Point -» (6er) -+ Bk parre] fsearchphp H2D

Checkboxes

The first column contains checkboxes used to mark the relevant entry

Parameter Name

Lists the parameters where the malicious parameter value error occurred.

Parameter Flow

This is the flow where the parameter value error occurred.

Occurrences (Values) Number

This number displays the number of requests and values that caused this
violation.




Learning - Testing & Fine Tuning the Policy

* If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

Auvailable actions for malicious parameter value

Clear

Click Clear to clear the specific entry/entries from this learning window
without changing the policy.

Clear All

Click Clear All to delete all entries from this Learning window without
changing the policy, regardless of whether they are checked or not. You will
be asked to confirm this.

To edit the parameter definitions

Click the parameter name link, and the Values for the specific parameter
window are displayed.

Values for «|d» parameter ([CHccept | [ Clear ] rc_.l'u';'.d'ﬁ'!
[ Parameter ¥ahuse OCOUETRNCES
[ <metaz 1
[ <seript 1

Parameter Value

The parameter value where the violation occurred

Occurrences

This number displays the number of requests that caused this violation.

Available actions for editing the malicious value parameter definition

Accept

To accept the violation case and make it legal for future occurrences.

4@ WARNING

Be aware that accepting this violation instructs TrafficShield system to
allow values whose contents might be, in certain cases, attacks.
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Clear

To clear the specific entry/entries from this learning window without
changing the policy.

Clear All

To clear all entries from this learning window without changing the policy,
regardless of whether they are checked or not. You will be asked to confirm
the operation.

To open the Edit parameter window, click

the specific parameter name.
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Negative security violations

Negative Security Violations are generated whenever a character or regular
expression that is not allowed in the TrafficShield security application
policy is detected.

Megative Security Violations

Learning of Dorurrences

INenal meta character in header 2

IBeial meta character in abject

Ieqal meta character in parameter name
1] Thar in b v

Ilegal pattern in object

Ihegal pattern in response

IBeqal pattern in header

OO 0O 0 O o
0 2 8 9 KM KN M

Ileqgal pattern in user input

The Negative Security Violations are classified as follows:
» Illegal meta character in header

» Illegal meta character in object

* [Illegal meta character in parameter name

 Illegal meta character in parameter value

» Illegal pattern in object

* Illegal pattern in response

» Illegal pattern in header

» llegal pattern in user input

lllegal meta character in header

This violation is detected whenever a meta character is detected in the
Header.

The list of legal meta characters can be found in the Character Set tab of the
configuration section.

Accepting a header that contains an illegal meta character or more modifies
the Action for all the illegal meta characters found in the header from No to
Yes in the Configuration > Character Sets > Header Charset list in the
Policy Management tool.
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Illegal meta character in header
I Heacer Metachars Ocourrences
T Test 1
™ Length 1

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Header

The Header name that has been detected as containing a meta character.

Metachars

The illegal meta characters that were detected.

‘ Note

Once TrafficShield enforcer detects the first meta character, it does not
continue to check the rest of the value.

Occurrences

This number displays the number of requests and values that caused this
violation.

* If you click the linked occurrence number, a View requested objects
window appears containing a list of all the objects that caused this
violation.

» If you click an object link, the View full request information window
appears showing all the technical details of all the violations related to
the specific request.

Available actions for illegal meta character in header

Accept

To accept the violation case and make it legal for future occurrences.

‘ Note

Accepting a meta character does not eliminate from the Learning tool other
Learning records that include this meta character. In such cases, you must
clear those other Learning records as well.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.
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lllegal meta character in object

This violation is detected whenever a meta character is detected in the

Object.

Illegal meta character In object
[ Object [rurrences
[ fecks php 1
T firegster.pho .

The list of legal meta characters can be found in the Character Set tab of
the Configuration section.

Accepting an object that contains an illegal meta character modifies the
Action for all the illegal meta characters found in the header from NO to
Yes in the Configuration > Character Sets > Object Charset list in the Policy
Management tool.

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Object

The object in which the illegal meta character was detected.

Occurrences

The number of occurrences of the violation.

Available actions for lllegal meta character in object

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.

lllegal meta character in parameter name

Megal meta character in parameter nanse [ Clear
[T Parameter Name ocurrenes
[T paraméy 1
I ndext 1
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This violation is detected whenever a meta character is detected in the
Parameter name.

Accepting a parameter that contains an illegal meta character modifies the
Action for all the illegal meta characters found in the header from NO to
Yes in the Configuration Character Sets > Parameter name list in the
Policy Management tool.

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Parameter Name

The name of the parameter in which the illegal meta character was detected.

Occurrences

The number of occurrences of the violation.

Available actions for illegal meta character in object

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.

lllegal meta character in parameter value

This violation is detected whenever a meta character is detected in the
parameter value.

Tllegal meta character in parameter value
] Parameter Valoe DCILITErEs
O name_car=Jafue)lecp z
[ city= ~Lordon 1
Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Parameter Value

The parameter value in which the error value occurred.
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Available actions for illegal meta character in parameter value

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.

lllegal pattern in object

This violation is displayed whenever an illegal pattern is detected in the
Object.

Accepting an object that contains an illegal pattern deletes the regular
expression (the pattern) detected in that object from the list of regular
expressions defined for checking objects in the Configuration > Negative
RegExp Default screen in the Policy Management section.

Illegal pattern in object
|| Dbject DEourences
O LA etardes pho 1
Checkbox

The first column contains checkboxes used to mark the relevant entry

Object

The name of the object in which the illegal pattern occurred.

Occurrences

The number of occurrences of the violation.

Available actions for illegal pattern in object

Accept

To accept the violation case and make it legal for future occurrences. For
example, the regular expression that generates the violation will not be
checked on objects for this policy.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.
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lllegal pattern in response

This violation is signaled whenever an illegal pattern is detected in the

Response.
llegal pattern in Fesponse Accept || [ cCiear_)
] Response RegExp Name OCCurences

=7 {* <php> ddddd <\php= Copyright (), 1999, «

2000 - phpauction.org This program is frae «

softwares you can redetrbute ® andjor modify  under the &
termre of the GhU Ganeral Public Licende ad pubihsd by the Fras .
Saftware Foundation (varsion 2 o later), o

o

This program & distriouted in the hops that it will be »
usafil, bk WITHOUT ANY WARRANTY; without even the implad «
wiamanty of MERCHANTABILITY or FITHESS FOR & PARTICLLAR «
PURPOEE, Sea the GHU Ganeral Pubic Lcense for more o
datalk, o
‘o shouid hiave received 8«
copy of the @4 Generdl Public License diong with this &
program; if mot, wetta to the Free Softwara Foundation, +
Inc., 675 Mz Ave, Combridge, Ma (2139, US8, o
* neguina(” includes foondginc.php'); reguine’ findud « e
esfmessagesine php | requinal” headar,php™); o
O 7+'if subscrpbon to mfomanion senace + code dedosure
raquestad update INFO table *f $TRL _nfo_ar = &
i ot v ] oFf | eriage ] _S-EDRG- Je 0 [ Ao
-20-3- 1 00 a-m0-9- 1 J[a-20-0- e g™ puser_amail) i $TPL_ o
Info_grm = $ERR_M2E; leba] fouary = “irnsart ko info o
vaes() “puser_amall”]"; freadt = &
miysgl_ouery( guery ), F{l fresult ) $TRL _nfo_am = &
$ERR_O01; letse| $TPL_info_grr = o
$MEGE_512; | b I prepare daka for e
i fternplata */ [* prepare cabegonss st for o
templatastemnplata *) $TPL_categones_value = o
™ fouery = "select * from categories WHERE o
parert_jd=0 order by sub_pounter dacc”, frealt = 4
migsgl_query( fguery; (1 fresult) { $TPL _categonies_value &
= $ERA_DOL; } ebse { frum_cat = o
msgl_rm_mowsiresult); B o= 06 4TPL_categonas_valig .= &
"

The list of legal patterns for the response can be found in the
Configuration > Negative RegExp default list referring to responses in the
Configuration section of the Policy Management tool.

Accepting a response that contains an illegal pattern deletes the regular
expression found for the response from the list in the Configuration >
Negative RegExp default screen referring to responses in the Policy
Management section.

lllegal pattern in header

This violation is signaled whenever an illegal pattern is detected in the

Header.

Hlegal pattern in Header valus [CAccept | [E]
[ Header value RegExp Name Ocourences
) Aaferer:hitp:f{phpauction.core.comfhedn, php? < soriph > =cross-5ite- o Cross-Site 1

spting Scnpting 3

The list of legal patterns that is used to check he Header request in the
Configuration > Negative RegExp list in the Configuration section of the
Policy Management section.
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Accepting a header that contains an illegal pattern deletes the regular
expression found in the header from the list for the Configuration >
Negative RegExp default list in the Policy Management tool.

Checkboxes

The first column contains checkboxes used to mark the relevant entry

Object

The name of the header in which the illegal pattern was detected.

Occurrences

The number of occurrences of the violation.

Available actions for illegal pattern in header

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.

lllegal pattern in user input

This violation is signaled whenever an illegal pattern is detected in the user

input.

Illegal pattern in User input
[ User ingat RegEp Name DirLrenies
[0 cscnpt > =cross-site-scripting Cross-5ite 1

Sopting 1

The list of legal patterns that is used to check the user input request is in the
Configuration > Negative RegExp under Configuration in the Policy
Management section.

Accepting a user input that contains an illegal pattern deletes the regular
expression found in the user input from the list for the Configuration >
Negative RegExp default list in the Policy Management section.

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

User Input

The parameter key and value pair in which the illegal pattern was detected.
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Occurrences

The number of occurrences of the violation.

Auvailable actions for lllegal pattern in user input

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.
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Cookie violations

Cookie Vielations
Leaming of
T Olspects That Modified Do Cookies

This category contains one section:

* Objects that modified domain cookies.

Modified domain cookies

This violation category is divided into two cookie violation sub-categories:
Modified Domain Cookies and Objects That Modified Domain Cookies.

Madified Domain Cookies [CRecept | [clear_]
-I' Cookie Name l:h'.umm.
™ PHPAUCTION SESSION 1

2

™ Serves-100

Click the cookie name. The cookie content is displayed.

A https://172.20.2.71:1043 - View Cookie Content - ... [= |[B][X|

Cookie Name Cookie Value Reason

Server-100 MNew Cookie

dataCookie Newr Cookie
‘E_']Doﬂ&_ S & Internet
Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Cookie Name
This is the attribute part of the cookie name value pair (name=value).

Occurrences
The number of occurrences of the violation.
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Available actions for Modified domain cookies

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.

Objects that modified domain cookies

This screen lists the objects that modified domain cookies.

Objects That Modified Domain Cookies
T Dbject DECLFrences
F & ey fngespip 1
r B pevee) psmach.oho a

Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Object
This is the name of the Object that modified the Domain Cookie.

Occurrences

This is the number of times that the object modified the Domain Cookie.

Available actions for Objects that modified domain cookies

Accept

To accept the violation case and make it legal for future occurrences.

Clear

To clear the specific entry/entries from this learning window without
changing the policy.

Object link

Click the Object link to view the cookie contents.
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Forensics

lllegal requests

This section explains how the user can review all the requests that caused at
least one violation error. Each request is mapped to the learning tables, and
the user can locate the full content of the specific request in order to do
further investigation and to have a better understanding of the problem.

All the requests that violate the policy settings always go to the Illegal
Requests table in the Forensics section. The other Forensic tables store
requests that meet specific criteria (i.e., defined as containing components
that were defined by the user as illegal).

You can select multiple forensic entries using the Forensic filters tool
located at the top of all the Forensics windows.

Forensics » Ignored Requests Clarent Liser: root
:F’\'.-k"u PAERDrS Loaming Accept Moda: (= Poley (O Web appkcstion
Filter

[ Fllver By: [ Tme | show: [ a1 ¥ Request Conbains:

You can view requests that contradict the policy in the Illegal Requests
window. In addition, these requests are automatically categorized according
to their content and registered in the appropriate Learning tables as well.

For example, a request for an illegal flow is registered in Forensics - Illegal
Requests and also in Learning - Undefined Flows.

o - Legal Reguest - Megsl Regeest ﬂ - Bocked Fequest 5 - Truncated Reguest
(3) rimer: custem =
ear ) (Chearal)
0 1me Iype Reguested Ohiect Bosponie Sperce [P
[0 " 2004-12-08 165857 HTTP fndecpbo 200 192, I68. 1102
[0 X 2004-12:08 18:158:55 HITP [sparchofo 200 192 168.011.132
[0 X 2004-12:08 10:58:5 HITP [ncer pf 00 (e G BT 1
[0 X 2004-12-00 18:50:4% WTTP (help.php o (5= N B s
[0 X 2004-12-08 185845 WTTP [user loin oo 200 192, 168, 01102
[0 X 2004-12:08 18:58:43 HTTP (el phi i i} 102, 168 EEL. 12
[ & 2004-12-00 18:58:35 WITP [regeter pho ] Sl s
[0 X 2004-12-08 18:58cH HTTP browss oho 200 192, 168, 0110
O  2004-12:08 18:58:31 HTTP jgell phe 200 192168 011022
[0 X 2004-12-08 18:58:30 HITP | b TR TR0 2

dPogesi[I] 234 =
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Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Blocked column

The second column may contain a red X which indicates that this request
was blocked.

Time
This box displays the date and time of the request.

Type
This shows the protocol of the request (HTTP/HTTPS).

Requested Object
This field displays the requested URI.

Response
This field is the server HTTP response status.

Source IP

This is the IP address of the client machine that issued the request.

’ Note

Click a specific object to view the full contents of the request, and the View
Full Request Information window is displayed.

Available actions for requests in Forensics

Clear

Clicking Clear deletes the checked entries from this window without
changing the policy. A confirmation window is displayed.

’ Note

When a request is deleted from Forensics, then it is also deleted from the
Learning tables.

Clear All

Clicking Clear All deletes all entries from this learning window without
changing the policy, regardless of whether they are checked or not. You will
be asked to confirm this.
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View Full Requests Information window

All new requests containing an Object Type, an Object, or a Flow that match
an entry in this window are ignored and do not appear in the Illegal Requests
window.

The new ignored request is displayed in the Ignored Request window.

T eeed B Feieat Lt sond win - Pl 1 iandt lialeerest Fupsises prassidesd by Solema | T

Hemeyt Yalatoen

Espred tmestann

Fagn Eeguested bt Hesporiee Dode
x rﬂ.mrnl Trages Wl ot A0

Fall Epquest

ET fmagesrmagt HTTRLL

prabilidiy

Parhwer: Ftip | fphosuction oo comfisd pho
ACTPOT LNGLISgE! BT
Aorie -zt G2t chifahe

|1Hsioxifend-Srom: G, 18 Now J001 5700 O
I 4iorw-diatchy “S2ebey 3530l TrR08"
|- Agme: el 0 [competible; MEE &0, Wirioes MT 5.0; W10

ot phpaschion cone oom
Conrechon: Keso- Al

ki PRPALE THOR  SESEION =SS0 ] b Aeiod T a)

marrngng = L4 1 Fma] et ] osbblsih e et Sesetd P | Tef eSS PR TN S0 T N B e e ]
Sorver- 100= 1 72 0 10, 11 2440050 L 1ES 1404053

Aelerrer (e iy

Py omnries Bonord

P aiveeer Vs Wiilatiim
Py ki Bonaiad

et il

bl R R S

=) o

Request Violations

This is the list of all encountered violations created by the request.

Flags Requested Object
This is the object part of the request URI.

Response Code

This is the HTTP web server response status.

Full Request

This section displays the entire request including the HTTP headers and user
input (Query String or post Data).

Referrer Objects

These are the referrer objects according to the policy.

Parameter Violations

This is the list of input violations per parameter in the request, where
applicable.
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lgnored requests

Support ID

This is the unique identifier of the illegal request.

Cookie Name

This is the attribute part of the cookie name value pair (name=value).

Cookie Value

This is the value part of the cookie name value pair (name=value).

Reason

This is the reason that caused the violation.

This section deals with illegal requests that match the ignored criteria
defined by the user (for instance, in case the request’s object type and/or the
the request’s object and/or the request’s flow are defined by the user
explicitly as illegal). As a result, they are not used for Learning and are
displayed as ignored.

o ~Legsl Request ¥ - Bagsl Reques ) - Blocked Regues: N Truncsted Raguest
() riter: slegal Rouests
(Clear &l
O T Ivpe Eeguested Object Besponse Source P
] ¥ 2004-12-06 11:08:06 WITP fuplosdedfioon of b R U AT el
O 2 2004-12-06 11:07:52 HTTP |uplosdedionn, of 304 (Rl B R el
O ¥ 200-12-06 11:07:20 HTTP jfuplosdedfoos. of o B LB AT -]
[0 > 2004-12:06 11:17:18 WITP [uplosdedfioon of 3 192.168.0) 1122
[0 ¥ 20041206 11:07:15 HTTP fuplosdsdfioon of <] 192,168, 0 22
[0 ¥ 20041208 1107014 HTTP fuplosdedioos of M 15188001022
] ¥ 20d-12-06 1101001 WTTP feaaesinfo of 200 192681122
O ¥ 20041206 11:10:11 HTTP fessgeuiesirels Joof 00 192,168, 01022
[ X 200-12-06 11:10:11 WTTP fuplopdediiad. sciisdadafenioabbi ot ond of 200 1SR06BIIL0Z
] > 2004-12-06 11:09:03 WTTP [forgotpasd oho 200 192.168.11 1,122
BPages: « First . « 4 56 7 [8]
Checkboxes

The first column contains checkboxes used to mark the relevant entry.

Blocked column

The second column may contain a red X which indicates that this request
was blocked.

Time

Date and Time of request
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Type
Protocol of the request (HTTP/HTTPS)

Requested Object
This field displays the requested URI.

‘ Note

Click a specific object to view the full contents of the request, and the View
Full Request Information window is displayed.

Response
This field is the server HTTP response status.

Source IP

This is the IP address of the client machine that issued the request.

Available actions for ignored requests

lgnored items

Clear

Clicking Clear deletes the checked entries from this learning window
without changing the policy. The following confirmation window is
displayed.

Microsoft Internel Explorer

i This: sction will dedete o enfries relsted bo requests in Leaming, that were selectad!
4/ Are you sure you wank bo delete these requests?

L oot )| conen |

Clear All

Clicking Clear All deletes all entries from this learning window
without changing the policy, regardless of whether they are checked
or not. You will be asked to confirm this.

Viewing the Full Request Information window

You can access this window from both the Learning and the Forensic
areas.

Following is an example of the type of information displayed when
you choose to open this window.

This section explains the origin of the items listed in the Ignored Items
window.
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Filter
Ignored Items for Web Application: 0Foscton magrre.com ¥

Ignored Object Types ((Gear )
7 e

O o

Ignored Objects =)
[] et
j B.[HITP] [\ \meta php

O B.[Hrrp] forgoipasmed ghp

Ignored Flows ((Gar )
[ How

O aI'l'“'fl"l foel pihg & wmr.aa[m] fselghp
O E-l"rm'l el php 4 m-+a[mm.--.=_|m

While using the Learning capabilities to fine-tune the policy object types,
objects and flows may be either accepted or cleared. When a user chooses to
clear any of the items in the above list, the user is asked whether he would
like to “permanently reject the item from learning.” This instructs the
TrafficShield security application not to register duplicate identical requests
in the Learning tables. The deleted request goes to the Forensics > Ignored
Items screen.

To change the permanent ignore decision, select the checkbox next to the
relevant item, and click the relevant Clear button.

The next time a new request causes a violation it will not be ignored, and
will appear in the corresponding Learning windows, and the full request
contents will be viewable in the Illegal Requests window.

Microsofl Inferme! Explorer

‘-:'?/ This action vl delete sl entries relsted to reguests in Learming, that were ssiscted!

Fure you sure you want bo delsbe thess requests?

.

Available actions for ignored items

Close

Close the window and return to the previous screen.

Accept

To accept the violation case and make it legal for future occurrences.
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Run Auto-Accept

Run the Auto-Accept function.
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ARP

Check Object

Cookie

DELETE

Domain Name

Dynamic Parameter

Address Request Protocol: (a networking protocol). A method for finding a
host's IP address from its Ethernet address. The sender broadcasts an ARP
packet containing the IP address of another host and waits for it (or some
other host) to send back its Ethernet address. Each host maintains a cache of
address translations to reduce delay and loading. ARP allows the IP address
to be independent of the Ethernet address, but it only works if all hosts
support it.

ARP is defined in RFC 826.

The alternative for hosts that do not do ARP is constant mapping.

Indicates whether TrafficShield security application should check the Object
requested in the HTTP/HTTPS request against the list of its known objects
before it forwards the request to the server. In case it doesn't find the
requested object in the list, it generates a violation that, based on the
blocking policy, can cause the request to be blocked

A packet of information sent by an HTTP server to a World-Wide Web
browser and then sent back by the browser each time it accesses that server.
Cookies can contain any arbitrary information the server chooses and are
used to maintain state between otherwise stateless HTTP transactions.
Typically this is used to authenticate or identify a registered user of a Web
application without requiring them to sign in again every time they access
that Web application. Other uses are maintaining a "shopping basket" of
goods you have selected to purchase during a session at a Web application,
Web application personalization (presenting different pages to different
users), and tracking a particular user's access to a Web application.

An HTTP request type that requests to delete a resource on the web server.

A series of alphanumeric strings separated by periods, such as
www.siterequest.com, that is an address of a computer network connection,
and that identifies the owner of the address.

A dynamic parameter is a parameter in a request where the set of legal
values this parameter can have is changing dynamically, and usually
depends of the user session. For example, in a banking application the
account number is a dynamic parameter, since each user has its own set of
legal account numbers that this parameter can have. This set of legal account
numbers is dynamically generated by the server and embedded in the web
page sent to user. TrafficShield security application extracts this list of legal
values from the web page that is sent to the user, and uses them to verify that
the value sent in the request for the dynamic parameter is legal.
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Dynamic Value

Entry Point

Flow

GET

Learning

Length-Cookie

Length-Post Data

Length-Query String

Length-Request

Length-URI

See dynamic parameter

A web page that could be the first requested page in the Web application: an
end-user could get to the Entry Point by typing a URL in the browser
window, opening a favorites menu, be linked from a different Web
application or e-mail client. The end user could also get to the Entry Point
by clicking a back button of the browser.

The defined access path for a browser to get from one object to another
specific object.

A type of HTTP request that does not have a content body

A process of making a policy more accurate by verifying how the policy
complies with the traffic requests, and if there are discrepancies between the
policy and the traffic requests, then translating these discrepancies into a
suggestion for modifying the policy. The learning phase also enables the
system administrator to verify that the policy is not generating any false
positives before turning on the blocking feature. The learning process can be
used to fine-tune any policy component such as requests length, parameters,
and values. In case new objects are added in the Web application,
TrafficShield security application can learn those objects and their flows
using the learning engine.

The length of the cookie.

The length of the Data that comes with a POST request.

The length of the Query string.

See Request Length.

The length of the URI in characters.
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Meta character

Method

Non Existent Object

Object

A character or a sequence of characters that has a special meaning
(<SCRIPT >,\, SELECT, INSERT, ; ,’, <).

The HTTP/HTTPS request method, e.g. GET, POST, HEAD, PUT, and
DELETE.

The flow did not match the defined flows.

A file or a script that generates web pages on the web server that can be
requested by a user,

Object is Allowed to modify domain Cookie

Path Traversal

Policy

POST

PUT

Query String

In case an Object (i.e., a web page) includes a JavaScript/java applet/flash as
part of the client-side and can change a domain cookie value, the object
should by defined as "Object is allowed to modify Cookie."

An HTTP Attack that uses patterns like ../../ to get access to files not
intended to viewed above the WWW root, or in order to cross directories on
the server.

A set of rules that enables TrafficShield security application to understand if
a request is valid.

A type of HTTP request, in which a query is put into a content body and
possibly compressed or encoded.

An HTTP request type that requests a content change on the web server.

Part of an HTTP request that specifies a list of parameters and values into a
CGI script. For instance:

http://www.siterequest.com/index.cgi?param1=valuel &param2=value2

Anything that comes after the question mark in the example above is a query
string.
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Referrer

Regular Expression

Request Length

Server IP

Service IP

Shield Unit

Static Parameter

Static Value

Target Frame

Undefined Flow

A web page that requests other objects An HTML page could request
picture files and other html objects to be downloaded, but pictures cannot
cause other objects to be downloaded. For example, HTML, asp, php pages
are usually Referrers, while gif and jpeg images are not.

Used by UNIX utilities such as grep, sed and awk, and by editors such as vi
and Emacs. A regular expression (regexp) is a sequence of characters which
provides the user with a powerful, flexible and efficient test processing tool.
For more details on how to write regular expressions please refer to the
many books written on this subject; for example: Mastering Regular
Expressions, by Jeffrey E.F. Frieldl, Published by O'Reilly & Associates,
Inc.

The total Length of the HTTP request (in characters) which includes the
request line, all headers, cookies, and post data.

The IP address of the Web Server that TrafficShield security application is
protecting (usually this is an internal IP address).

The external IP address on which TrafficShield security application is
listening for http requests. (Usually this is the IP address that the DNS A
record of the Web Server is mapped to.)

The on-line enforcing mechanism responsible for TCP session termination,
requests parsing, and analyzing.

A parameter in the request where its values are chosen from a known set of
values: Name of a Country, Yes/No, etc.

See static parameter.

The frame to which the object is loaded.

The flow did not match the defined flows.
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Undefined Object
The object did not match any objects on the list of allowed objects.

URI

Part of the URL that specifies the name of the object requested: in
http://www.siterequest.com/index.html, index.html is the URL
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