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Introduction

Getting started

Before you start installing the BIG-1P, we recommend that you browse the
BIG-I1P e-Commerce Solutions Guide and find the solution that most
closely addresses your needs. Briefly review the basic configuration tasks
and the few pieces of information, such as | P addresses and host names, that
you should gather in preparation for completing the tasks.

Once you find your solution and gather the necessary network information,
turn back to the Configuration Worksheet and Hardware Orientation
poster for hardware installation instructions, and then return to the BI G-1P
e-Commerce Solutions Guide to follow the steps for setting up your chosen
solution.

Choosing a configuration tool

The Setup utility

The Configuration utility

The BIG-IP offers both web-based and command line configuration tools,
so that users can work in the environment that they are most comfortable
with.

All userswill use the Setup utility (formerly known as First-Time Boot
utility). This utility walks you through the initial system set up. Y ou can run
the Setup utility from the command line, or from aweb browser. The Setup
utility prompts you to enter basic system information including a root
password and the | P addresses that will be assigned to the network
interfaces. For more information, see Chapter 2 of the BI G-1P Reference
Guide.

The Configuration utility isaweb-based application that you use to
configure and monitor the setup on the BIG-IP. Once you complete the
installation instructions described in this guide, you can use the
Configuration utility to perform the configuration steps necessary for your
chosen load balancing solution. In the Configuration utility, you can also
monitor current system performance, and download administrative tools
such asthe SNMP MIB or the SSH client. The Configuration utility requires
Netscape Navigator version 4.7, or Microsoft Internet Explorer version 5.0
or later.

The bigpipe and bigtop command line utilities

The bigpipe™ utility isthe command line counter-part to the Configuration
utility. Using bigpipe commands, you can configure virtual servers, open
portsto network traffic, and configure awide variety of features. To monitor
the BIG-1P, you can use certain bigpipe commands, or you can use the
bigtop™ utility, which provides real-time system monitoring. Y ou can use
the command line utilities directly on the BIG-1P console, or you can run
commands using a remote shell, such as the SSH client (encrypted
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Chapter Intro

communications only), or a Telnet client (for countries restricted by
cryptography export laws). For detailed information about the command line
syntax, see the Chapter 7 of the BI G-1P Reference Guide.

Using the Administrator Kit

The BIG-1P Administrator Kit providesal of the documentation you need to
work with the BIG-IP. The information is organized into the guides
described below. The following printed documentation isincluded with the
BIG-IP unit.

Stylistic conventions

Using the solution examples

O

Hardware Orientation Poster
This poster includes information about the BIG-1P unit. It & so contains
important environmental warnings.

Configuration Wor ksheet
This worksheet provides you with a place to plan the basic configuration
for the BIG-IP.

The following guides are available in PDF format from the CD-ROM
provided with the BIG-IP. These guides are also available from the first
Web page you see when you log in to the administrative web server on the
BIG-IP.

O

BI1G-IP e-Commerce Solutions Guide

This guide provides examples of common load balancing solutions.
Before you begin installing the hardware, we recommend that you
browse this guide to find the load balancing solution that works best for
you.

BIG-IP Reference Guide

This guide provides detailed configuration information for the BIG-1P. It
also provides syntax information for bigpipe commands, other command
line utilities, configuration files, system utilities, and monitoring and
administration information.

To help you easily identify and understand important information, our
documentation uses the stylistic conventions described below.

All examplesin this documentation use only non-routable | P addresses.
When you set up the solutions we describe, you must use | P addresses
suitable to your own network in place of our sample addresses.

Intro - 2
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Identifying new terms

To help you identify sections where aterm is defined, the term itself is
shown in bold italic text. For example, avirtual server is a specific
combination of avirtual address and virtual port, associated with a content
site that is managed by a BIG-IP or other type of host server.

Identifying references to objects, names, and commands

We apply bold text to avariety of itemsto help you easily pick them out of a
block of text. These items include web addresses, | P addresses, utility
names, and portions of commands, such as variables and keywords. For
example, with the bigpipe pool <pool_name> show command, you can
specify a specific pool to show by specifying a pool name for the
<pool_name> variable.

Identifying references to other documents

We use italic text to denote a reference to another document. In references
where we provide the name of abook aswell as a specific chapter or section
in the book, we show the book name in bold, italic text, and the
chapter/section name in italic text to help quickly differentiate the two. For
example, you can find information about bigpipe commandsin the BI G-1P
Reference Guide, Chapter 7, bigpipe Command Refer ence.

Identifying command syntax

We show complete commandsin bold Courier text. Note that we do not
include the corresponding screen prompt, unless the command is shown in a
figure that depicts an entire command line screen. For example, the
following command shows the configuration of the specified pool hame:

bi gpi pe pool <pool _name> show
or

b pool <pool _name> show

Table Intro.1 explains additional special conventions used in command line
syntax.

Item in text Description
\ Indicates that the command continues on the following line, and that users should type the entire
command without typing a line break.
< >

Identifies a user-defined parameter. For example, if the command has <your name>, type in your
name, but do not include the brackets.

Separates parts of a command.
Indicates that syntax inside the brackets is optional.

Indicates that you can type a series of items.

TableIntro.1 Command line syntax conventions
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Finding additional help and technical support resources

Y ou can find additional technical information about this product in the
following locations:

0 Release notes
Release notes for the current version of this product are available from
the product web server home page, and are also available on the technical
support site. The release notes contain the latest information for the
current version, including alist of new features and enhancements, alist
of fixes, and, in some cases, alist of known issues.

o Online help
Y ou can find help online in three different locations:

» The web server on the product has PDF versions of the guides
included in the Administrator Kit.

» Theweb-based Configuration utility has online help for each screen.
Simply click the Help button.

 Individua bigpipe commands have online help, including command
syntax and examples, in standard UNIX man page format. Simply
type the command followed by the word help, and the BIG-IP
displays the syntax and usage associated with the command.

0 Third-party documentation for software add-ons
Theweb server on the product contains online documentation for all
third-party software, such as GateD.

o Technical support viathe World Wide Web
The F5 Networks Technical Support web site, http://tech.F5.com,
provides the latest technical notes, answersto frequently asked questions,
updates for administrator guides (in PDF format), and the Ask F5 natural
language question and answer engine. To access this site, you need to
obtain a customer I1D and a password from the F5 Help Desk.

What’s new in version 4.2

The BIG-IP offers the following major new featuresin version 4.2, in
addition to many smaller enhancements.

Improved BIG-IP licensing procedure

With this release, you can now re-license your BIG-1P systems using the
web-based Configuration utility. This new method of licensing simplifies
the BIG-IP licensing processin general.
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The Setup Utility

Thisrelease includes a new Setup utility for initially configuring your
BIG-IP system. The Setup utility replaces the web-based and console-based
First-Time Boot utility. For more information, see the BI G-I P Reference
Guide, Chapter 2, Using the Setup Utility.

Enhanced pools support

Thisrelease provides a feature to specify apool of multiple default

gateways, used for handling administrative traffic such as SSH, telnet, FTP,
and HTTPS connections. For more information, see the Pools section in the
BIG-IP Reference Guide, Chapter 4, Configuring the High-Level Network.

SSL Accelerator proxy enhancements

Thisrelease includes several important enhancements to the SSL
Accelerator proxy. For example, you can now configure options such as
specifying ways for an SSL proxy to manage client certificates, inserting
headersinto HTTP requests, specifying ciphers and protocol versions, and
configuring SSL session cache size and timeout val ues.

Thisrelease also supports the SSL-to-Server option, which allows you to
re-encrypt traffic after it has been decrypted by the BIG-IP. Previously
available on the IP Application Switch only, thisfeature is now available on
the e-Commerce and BIG-IP Controller platform aso. Moreover, this
feature has been enhanced in this release to further ensure the security of
SSL connections between the proxy and the server.

For acomplete list of all new SSL Accelerator proxy options, see the
Proxies section in Chapter 4 of the Bl G-I P Reference Guide.

New filter for rewriting HT TP redirections

Thisrelease provides an |SAPI filter, called redirectfilter.dll, which allows
[1S serversrunning Netscape to rewrite HT TP redirections. Rewriting HTTP
redirections helps to ensure that SSL connections remain on a secure
channel. By ingtalling thisfilter on your I1S server, you offload the task of
rewriting HTTP redirections from your SSL Accelerator proxy to your 11S
server. For more information, see the Rewriting HTTP redirection section
(which is a subsection of the HTTP Redirection section) in Chapter 4 of the
BI1G-1P Reference Guide.

Support for the NCipher FIPS 140-compatible hardware security module

For BIG-IP Controller platforms, option isavailable to install a FIPS
140-1-certified cryptographic network module. The BIG-IP FIPS hardware
option is specifically designed for processing SSL traffic within
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environments that require FIPS 140-1 Level 3 compliant solutions. It comes
with the FIPS 140-1 level 3 certified PCI based encryption processing
module, attached smart card reader, and 5 smart cards. This product can be
installed in any BIG-IP Controller platform that has BIG-IP software
version 4.2 and is authorized by your vendor. For more information, see
Configuring FIPS 140 Security World on the BIG-IP in the Documentation
section of the Software and Documentation CD.

Enhanced support for Secure Network Address Translations (SNATS)

In previous rel eases, BIG-1P allowed you to automatically map VLANSs to
tranglation | P addresses during SNAT creation. In thisrelease, you can now
use this automapping feature not only for VLANS, but for one or more
individual |P addresses. For more information, see the Address Translation:
NATs, SNATs, and | P Forwarding section in the Bl G- P Reference Guide,
Chapter 4, Configuring the High-Level Network.

Enhanced interface statistics

This release features enhanced stetistics for BIG-IP interfaces. The
following state information and statistics are now available: MTU, Speed,
MAC address, packetsin, errorsin, packets out, errors out, collisions,
dropped packets, bitsin, bits out. Previously available on the IP Application
Switch, this feature is new for the BIG-IP Controller platform. For more
information, see the BI G-I P Reference Guide, Chapter 11, Monitoring and
Administration.

Support for LDAP and RADIUS logins

With this release, BIG-1P can now authenticate SSH users by way of an
LDAP or aRADIUS server. For information on configuring this feature, see
the To configure RADIUS login support section and the Configuring LDAP
login support section (which are a subsections of the Configuring RADIUS
or LDAP authentication section) in Chapter 12 of the BI G-I P Reference
Guide.

Enhanced system logging

System logging in this release provides more detailed information, such as
up or down status for nodes. For more information, see the BIG-IP
Reference Guide, Chapter 11, Monitoring and Administration.
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Web-based Configuration utility enhancements

Thisrelease includes a number of improvements to the web-based
Configuration utility. All new features for this release are supported by the
Configuration utility.

Learning more about the BIG-IP product family

The BIG-IP platform offers many different software systems. These systems
can be stand-alone, or can run in redundant pairs, with the exception of the
BIG-IP e-Commerce Controller, which is only available as a stand-aone
system. You can easily upgrade from any special-purpose BIG-IP to the
BIG-IP HA software, which supports all BIG-1P features.

o TheBIG-IP
TheBIG-IPHA, and HA+ software provides the full suite of local area
load balancing functionality. The BIG-IP unit a so has an optional
3-DNS software modul e which supports wide-area | oad balancing.

o TheBIG-IP e-Commerce Controller
The BIG-I1P e-Commerce Controller uses SSL accel eration technology to
increase the speed and reliability of the secure connections that drive
e-commerce sites.

o TheBIG-IP special purpose products
The special purpose BIG-1P provides the ability to choose from three
different BIG-1P feature sets. When you run the Setup utility, you specify
one of three types:

* TheBIG-IP Load Balancer
The BIG-IP Load Balancer provides basic |oad balancing features.

* TheBIG-IP FireGuard
The BIG-IP FireGuard provides |oad balancing features that
maximize the efficiency and performance of a group of firewalls.

* TheBIG-IP Cache Controller
The BIG-IP Cache Controller uses content-aware traffic direction to
maximize the efficiency and performance of a group of cache servers.
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Configuring an SSL Accelerator

Introducing the SSL Accelerator

The SSL Accelerator feature allows the BIG-1P e-Commerce Controller to
accept HTTPS connections (HTTP over SSL), connect to aweb server,
retrieve the page, and then send the page to the client.

A key component of the SSL Accelerator feature is that the ee-Commerce
Controller can retrieve the web page using an unencrypted HTTP request to
the content server. With the SSL Accelerator feature, you can configure an
SSL gateway on the e-Commerce Controller that decrypts HT TP requests
that are encrypted with SSL. Decrypting the request offloads SSL
processing from the servers to the BIG-1P and a so allows the BIG-IP to use
the header of the HTTP request to intelligently control how the request is
handled. (Requests to the servers can optionally be re-encrypted to maintain
security on the server side of the e-Commerce Controller aswell, using a
feature called SSL-to-server.)

When the SSL proxy on the BIG-IP connects to the content server, and
address tranglation is not enabled, the proxy usesthe original client's P
address and port as its source address and port. In doing so, the proxy
appears to be the client, for logging purposes.

This chapter describes the following features of the BIG-1P SSL
Accelerator:

» Configuring an SSL Accelerator
» Using an SSL Accelerator scalable configuration
» Using SSL-to-server

‘ Note

If you have FIPS-140 security modules installed in the e-Commerce
Controller, you must initialize the security world before you configure the
SS_ Accelerator for encrypted traffic. For more information, see
Configuring the FIPS-140 Security World, available on the Software and
Documentation CD.

‘ Note

All products except the BIG-1P LoadBalancer, BIG-IP FireGuard
Controller, and the BIG-IP Cache Controller support this configuration.

BIG-IP® e-Commerce Guide I -1



Chapter |

Intermnet

Prooey 20.1.1.1:443
Proxy 20.1.1.2:443
Proxy 20.1.1.3:443

Router

S5L

BIG-IP e-Commerce Controller

Ethamet

l HTTP

Serveri Server2 Serverd
10.1.1.20:80 10.1.1.21:80 10.1.1.22:80

Figure1.1 Anincoming SSL connection received by an SSL Accelerator
configured on the BIG-IP

Configuring the SSL Accelerator

There are several tasks required to set up the SSL Accelerator on the
BIG-IP. These tasks include:

» Generating a key and obtaining a certificate
» Configuring the BIG-IP with the certificate and key
» Creating the gateway for the SSL Accelerator

Generating a key and obtaining a certificate

In order to use the SSL Accelerator feature, you must obtain a valid x509
certificate from an authorized certificate authority (CA).

’ Note

If you have FIPS-140 hardware installed in the BIG-1P, see Configuring
the Security World on BIG-IP on the product and documentation CD for
instructions on how to generate a key and obtain a certificate.
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The following list contains some companies that are certificate authorities:
* Verisign (http://www.verisign.com)

» Digita Signature Trust Company (http://secur e.digsigtrust.com)

» GlobalSign (http://www.globalsign.com)

» GTE Cybertrust (http://www.cybertrust.gte.com)

» Entrust (http://www.entrust.net)

Y ou can generate akey, atemporary certificate, and a certificate request
form using the Configuration utility or from the command line.

Note that we recommend using the Configuration utility for this process.
The certification process is generally handled through a web page. Parts of
the process require you to cut and paste information from a browser window
in the Configuration utility to another browser window on the web site of
the CA.

Additional information about keys and certificates

Y ou must have a separate certificate for each domain name on each BIG-IP
or redundant pair of BIG-IP units, regardless of how many non-SSL web
servers are load balanced by the BIG-IP.

If you are already running an SSL server, you can use your existing keysto
generate temporary certificates and request files. However, you must obtain
new certificates if the ones you have are not for the following web server

types:
» Apache + OpenSSL
» Stronghold

Generating a key and obtaining a certificate using the Configuration utility

To obtain avalid certificate, you must have aprivate key. If you do not have
akey, you can use the Configuration utility on the BIG-I1P to generate a key
and atemporary certificate. Y ou can also use the Configuration utility to
create areguest file you can submit to a certificate authority (CA). Y ou must
complete three tasks in the Configuration utility to create akey and generate
a certificate request.

» Generate a certificate request

» Submit the certificate request to a CA and generate atemporary
certificate

e [nstal the SSL certificate from the CA

Each of these tasksis described in detail in the following paragraphs.

To create a new certificate request using the Configuration
utility

1. Inthe navigation pane, click Proxies.
The Proxies screen opens.

BIG-IP® e-Commerce Guide
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. Click the Create SSL Certificate Request tab.

The New SSL Certificate Request screen opens.

. Inthe Key Information section, select a key length and key file

name.

Key Length
Select the key length you want to use for the key. Y ou can choose
512, 1024, 2048 or 4096 bits.

Keyfile Name

Type in the name of the key file. This should be the fully
qualified domain name of the server for which you want to
request a certificate. Y ou must add the .key file extension to the
name.

. Inthe Certificate Information section, type the information specific

to your company. Thisinformation includes:

Country

Type the two letter ISO code for your country, or select it from
thelist. For example, the two-letter code for the United Statesis
Us.

Stateor Province
Type the full name of your state or province, or select it from the
list. You must enter a state or province.

L ocality
Type the city or town name.

Organization
Type the name of your organization.

Organizational Unit
Type the division name or organizationa unit.

Domain Name
Type the name of the domain upon which the server isinstalled.

Email Address
Type the email address of a person who can be contacted about
this certificate.

Challenge Password

Type the password you want to use as the challenge password for
this certificate. The CA usesthe challenge password to verify any
changes you make to the certificate at alater date.

Retype Password
Retype the password you entered for the challenge password.

. Click the Generate Certificate Request button.

After ashort pause, the SSL Certificate Request screen opens.

. Usethe SSL Certificate Request screen to start the process of

obtaining a certificate from a CA, and then to generate and install a
temporary certificate.
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» Begin the processfor obtaining a certificate from CA
Click the URL of aCA to begin the process of obtaining a
certificate for the server. After you select a CA, follow the
directions on their web site to submit the certificate request. After
your certificate request is approved, and you receive a certificate
back from the CA, see To install certificates fromthe CA using
the Configuration utility, on page 1-7, for information about
installing it on the BIG-IP.

» Generateand install atemporary certificate
Click the Gener ate Self-Signed Certificate button to create a
self-signed certificate for the server. We recommend that you use
the temporary certificate for testing only. Y ou should take your
site live only after you receive a properly-signed certificate from
a certificate authority. When you click this button, atemporary
certificate is created and installed on the BIG-1P. This certificate
isvalid for 10 years. This temporary certificate allows you to set
up an SSL gateway for the SSL Accelerator while you wait for a
CA to return a permanent certificate.

Generating a key and obtaining a certificate from the command line

To obtain avalid certificate, you must have aprivate key. If you do not have
akey, you can use the genconf and genkey utilities on the BIG-IP to
generate a key and atemporary certificate. The genkey and gencert utilities
automatically generate a request file that you can submit to a certificate
authority (CA). If you have akey, you can use the gencert utility to generate
atemporary certificate and request file.

These utilities are described in the following list:

o genconf
This utility creates a key configuration file that contains specific
information about your organization. The genkey utility usesthis
information to generate a certificate.

0 genkey
After you run the genconf utility, run this utility to generate atemporary
10-year certificate for testing the SSL Accelerator on the BIG-1P. This
utility also creates arequest file that you can submit to a certificate
authority (CA) to obtain a certificate.

o gencert
If you already have a key, run this utility to generate atemporary
certificate and request file for the SSL Accelerator.

To generate a key configuration file using the genconf
utility
If you do not have akey, you can generate akey and certificate with the

genconf and genkey utilities. First, run the genconf utility with the
following commands:

/usr/ | ocal / bi n/ genconf
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The utility prompts you for information about the organization for which
you are requesting certification. Thisinformation includes:

» Thefully qualified domain name (FQDN) of the server. Note that this
FQDN must be RFC1034/1035-compliant, and cannot be more than 63
characterslong (thisis an x509 limitation).

» Thetwo-letter SO code for your country
» Thefull name of your state or province

» Thecity or town name

» Thename of your organization

» Thedivision name or organizational unit

For example, Figure 1.2 contains entries for the server my.server .net.

Common Nane (full qualified donmin nane): ny.server.net
Country Nanme (1SO 2 letter code): US

State or Province Nane (full nane): WASH NGTON
Locality Name (city, town, etc.): SEATTLE

Organi zati on Name (conpany): MY COVPANY

Organi zational Unit Name (division): WEB UNIT

Figure1.2 Exampleentriesfor the genconf utility

To generate a key using the genkey utility

After you run the genconf utility, you can generate a key with the genkey
utility. Type the following command to run the genkey utility:

lusr /1 ocal / bi n/ genkey <server_name>

For the <server_name>, type the FQDN of the server to which the
certificate applies. After the utility starts, it promptsyou to verify the
information created by the genconf utility. After you run this utility, a
certificate request form is created in the following directory:

/ confi g/ bigconfig/ssl.csr/<fqgdn>.csr

The <fqdn> isthe fully qualified domain name of the server. Please contact
your certificate authority (CA) and follow their instructions for submitting
this request form.

In addition to creating a request form that you can submit to a certificate
authority, this utility aso generates atemporary certificate. The temporary
certificate is located in:

/ confi g/ bigconfig/ssl.crt/<fqdn>. crt

The <fqdn> isthe fully qualified domain name of the server.

Note that the keys and certificates are copied to the other BIG-IPin a
redundant system when you synchronize the configurations. For more
information about synchronizing configurations, see the BI G-I P Reference
Guide, Chapter 6, Configuring a Redundant System.
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Thistemporary certificate is good for ten years, but for an SSL proxy you
should have avalid certificate from your CA.

4 WARNING

Be sure to keep your previous key if you are still undergoing certification.
The certificate you receive is valid only with the key that originally
generated the reguest.

To generate a certificate with an existing key using the
gencert utility

To generate atemporary certificate and request file to submit to the
certificate authority with the gencert utility, you must first copy an existing
key for a server into the following directory on the BIG-IP:

/ confi g/ bi gconfig/ssl . key/

After you copy the key into this directory, type the following command at
the command line;

luser /| ocal / bin/ gencert <server_nane>

For the <server_name>, type the FQDN of the server to which the
certificate applies. After the utility starts, it prompts you for various
information. After you run this utility, a certificate request form is created in
the following directory:

/ confi g/ bigconfig/ssl.crt/<fqdn>. csr

The <fqdn> isthe fully qualified domain name of the server. Please contact
your certificate authority (CA) and follow their instructions for submitting
this request form.

Installing certificates from the certificate authority (CA)

After you obtain avalid x509 certificate from a certificate authority (CA)
for the SSL Accelerator, you must copy it onto each BIG-1P in the redundant
configuration. Y ou can configure the accelerator with certificates using the
Configuration utility or from the command line.

To install certificates from the CA using the Configuration
utility

1. Inthe navigation pane, click Proxies.
The Proxies screen opens.

2. On Proxies screen, click the Install SSL Certificate Request tab.
The Install SSL Certificate screen opens.

3. Inthe Certfile Name box, type the fully qualified domain name of
the server with the file extension .crt. If you generated a temporary
certificate when you submitted a request to the CA, you can select
the name of the certificate from the list. Thisalows you to
overwrite the temporary certificate with the certificate from the CA.
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4. Paste thetext of the certificate into the Install SSL Certificate
window. Make sure you include the BEGIN CERTIFICATE line
and the END CERTIFICATE line. For an example of a certificate,
see Figure 1.3.

5. Click the Write Certificate File button to install the certificate.

----- BEG N CERTI FI CATE- - - - -

M | B1DCCAX4 CAQAWDQYJKoZI hvc NAQEEBQAWD TEL MAk GA1UEBhMCVVIMk Cz AJBgNV
BAgTAl dBMRAWDG YDVQOHEWD TZWFOd Gx I MRQAVEQ YDVQOKEW GNSBOZXR3b3Jr czEc
MBoGALUECX MTUHJvZHV] dCBEZXZI bGwbhW/ud DETMVBEGALUEAX MKc2Vydny Lnbl

dDAe FWOWIVDAOMT kX Nj MKNTI aFwWOWVDALMTkx Nj MkNTI aMHUx Cz AJBgNVBAYTAI VT
MBWCQYDVQQ Ewd XQTEQVA4 GA1 UEBX MVHU2VhdHRs ZTEUMBI GATUEChMLRj Ug TnmVO
d29ya3MKHDAaBgNVBAS TE1Byb2R1Y3QgRGV2Z\Wkvc GLlI bnQx Ez ARBgNVBAMI CnNI

cnZl ci 5uZXQNXDANBgk ghki GOWOBAQEFAANLADBI AkEAsT CFXq3Jt +FevxUgBZ9T
Z7nHx9uaF5x9V5xMzZYgekj c+Lr F/ yazhnmg4PCxr ws3gvJngpTsh50YJr higf s2bE
gwl DAQABMAOGCSqGSI b3DQEBBAUAAOEAd1g6+u/ aMaM2qdo7E] W14TYQQGonYoq

eydl zb/ 3FQO JAynDXnGnSt +CWyRXt viG7V8xJanekyEpZd4i LacLQ==
----- END CERTI FI CATE- - - - -

Figure 1.3 Anexample of a certificate

After the certificate isinstalled, you can continue with the next step in
creating an SSL gateway for the server.
To install certificates from the CA from the command line

Copy the certificate into the following directory on each BIG-IPin a
redundant system:

/ config/bigconfig/ssl.crt/

‘ Note

The certificate you receive from the certificate authority (CA) should
overwrite the temporary certificate generated by genkey or gencert.

If you used the genkey or gencert utilities to generate the request file, a
copy of the corresponding key should already be in the following directory
on the BIG-IP:

/ confi g/ bi gconfig/ssl . key/

4 WARNING

In a redundant system, the keys and certificates must be in place on both
BIG-1P units before you configure the SSL Accelerator. To do this you must
synchronize the configurations in the redundant system, see the BIG-1P
Reference Guide, Chapter 6, Configuring a Redundant System.

Creating an SSL gateway

After you create the HTTP virtual server for which the SSL Accelerator
handles connections, the next step isto create an SSL gateway. This section
also contains information about managing an SSL gateway.
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To create an SSL gateway using the Configuration utility

1. Inthe navigation pane, click Proxies.
The Proxies screen opens.

2. Click the ADD button.
The Add Proxy screen opens.

3. Inthe Add Proxy screen, configure the attributes you want to use
with the proxy. For additional information about configuring a
proxy, click the Help button.

To create an SSL gateway from the command line

Use the following command syntax to create an SSL gateway:
b proxy <ip>:<service> \

target <server | virtual > <ip>:<service> \

clientssl enable \

clientssl key <clientssl_key>\

clientssl cert <clientssl_cert>

For example, you can create an SSL gateway from the command line that
looks like this:

b proxy 10.1.1.1:443 \

target virtual 20.1.1.1:80 \

clientssl enable \

clientssl key my.server.net.key \

clientssl cert my.server.net.crt

Introducing the SSL Accelerator scalable configuration

This section explains how to set up at scalable one-armed SSL Accelerator
configuration. This configuration is useful for any enterprise that handles a
large amount of encrypted traffic.

With this configuration, you can easily add Bl G-1P e-Commerce Controllers
to keep up with expanding SSL content, or a growing array of SSL content
servers without adding more BIG-IP units.

Figure 1.4 shows a scalable configuration. The configuration includes a
BIG-IP; the BIG-1P e-Commerce Controllers Accelerator 1, Accelerator 2,
Accelerator 3, and Accelerator4; and the server array Server 1, Server2,
Server 3, and Server 4.
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The following sections refer to Figure 1.4 as an example of how you can set
up such aconfiguration.

‘ Note

The I P addresses shown in these configurations are examples only. When
implementing your configuration, choose | P addresses that are consistent
with your network or networks.

Client
Virtual Servert
192 168.200.30:443
use pool ssl_pool

Virtual Server
192.168.200.30:80
use pool hitp_pool

Acceleratort
Frosy 10.1.0.111:443

g

Acceleralor2
Progy 10.1.0.112:443

BIG-IP

Ethameat

Ethemet

Acceleralord
Prosoy 10.1.0.113:443

Acceleralord
Prooey 1001.0.114:443

Serverl  Server2  Serverd Serverd —_————
103011 103012 103013 103.0.14

Figure 1.4 An SS_ Accelerator scalable configuration

Creating the scalable SSL Accelerator configuration

To implement the scalable configuration, you must configure the BIG-1P
that load balances the servers and SSL Accelerators, each SSL Accelerator,
and each node that handles connections from the SSL Accelerator.

’ Note

This configuration requires additional load balancing functionality that is
not provided with the e-Commerce Controller. This example uses a load
balancing version of the BIG-1P.
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First, complete the following tasks on the BIG-IP that you want to use to
load balance connections to the SSL Accelerators:

oCreate two load balancing pools
One pool load balances HTTP connections using the | P addresses of the
web servers, the other pool load balances SSL connections to the SSL
Accelerators.

0 Createvirtual servers
Create virtual serversthat reference the load balancing pools. Create one
virtual server for the pool load balancing the SSL connections to the
accelerators, and another virtual server for the pool that load balances the
HTTP connectionsto the servers. Disable external VLAN for the HTTP
virtual server to prevent clients from making a direct connection,
bypassing the SSL accelerators.

0 Enable service 80 and service 443
Enable service 80 and service 443 on the BIG-1P.

0 Set theidle connection timer
Set the idle connection timer for service 443.
Next, complete the following tasks for the SSL Accelerators:

0 Set up SSL gateways
Set up an SSL gateway for each accelerator

0 Enableservice 443
Enable service 443 for encrypted traffic.

Configuring the BIG-IP that load balances the SSL Accelerators

To configure the BIG-IP that load balances the SSL Accelerators, complete
the following tasks on the BIG-1P. This section describes how to complete
each task.

o Create two load balancing pools. One pool load balancesHTTP
connections using the | P addresses of the web servers, the other pool load
balances SSL connections from the SSL A ccelerators.

o Create virtual serversthat reference the load balancing pools.
0 Enable port 80 and port 443 on the BIG-IP.

Creating load balancing pools

Y ou need to create two pools, apool to load balance connections using the
| P addresses of the content server nodes and a pool to |oad balance the SSL
gateways.

To create the pools using the Configuration utility

1. Inthe navigation pane, click Pools.
The Pools screen opens.
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2. Click the Add button.
The Add Pool screen opens.

3. For each pool, enter the pool name and member addresses in the
Add Pool screen. (For additional information about configuring a
pool, click the Help button.)

Configuration notes

For this example, create an HTTP pool named http_virtual. This
pool contains the following members:

Serverl (10.3.0.11)

Server2 (10.3.0.12)

Server3(10.3.0.13)

Server4 (10.3.0.14)

For this example, you could create an SSL accelerator pool named
ssl_gateways. This pool contains the following members:
acceleratorl (10.1.0.111)

accelerator2 (10.1.0.112)

accelerator3 (10.1.0.113)

accelerator4 (10.1.0.114)

To define a pool from the command line

To define a pool from the command line, use the following syntax:
b pool <pool _name> { \

menber <menber_definition> ..

menber <nenber _definition>}

For example, if you want to create the pool http_virtual and the pool
ss_gateways, you would type the following commands:

b pool http_virtual { \

menber 10.3.0.11:80 \

menber 10.3.0.12:80 \

member 10.3.0.13:80 \

menber 10.3.0.14:80 }

b pool ssl_gateways { \
menber 10.1.0.111: 443 \
menber 10.1.0.112: 443 \
menber 10.1.0.113: 443 \
menber 10.1.0.114: 443 }

Creating the virtual servers

Create avirtual server that references the pool that isload balancing the SSL
connections, and another virtual server that references the pool that load
balances the HTTP connections through the SSL Accelerators.
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To define a standard virtual server that references a pool
using the Configuration utility

1. Inthenavigation pane, click Virtual Servers.

2. Click the Add button.
The Add Virtual Server screen opens.

3. For each virtual server, enter the virtual server address and pool
name. (For additional information about configuring a virtual
server, click the Help button.)

Configuration notes

To create the configuration described in Figure 1.4, create a virtual
server 192.168.200.30 on port 443 that references the pool of SSL
accelerators (ssl_gateways).

To create the configuration described in Figure 1.4, create a virtual
server 192.168.200.30 on port 80 that references the pool of content
servers (http_virtual).

To define the virtual servers from the command line
To define a standard virtual server from the command line, use the
following syntax:

b virtual <virt_|P>:<service> use pool <pool _nane>

Note that you can use host names in place of |P addresses, and that you can
use standard service names in place of port numbers.

To create the virtual servers for the configuration in Figure 1.4, you would
type the following commands:

b virtual 192.168.200. 30: 443 use pool ssl_gateways

b virtual 192.168.200.30:80 use pool http_virtual \

vl ans external disable

Enabling ports 80 and 443 on the BIG-IP

For security reasons, the BIG-IP ports do not accept traffic until you enable
them. In this configuration, the BI G-I P accepts traffic on port 443 for SSL,
and on port 80 for HTTP. For this configuration to work, you must enable
port 80 and port 443.

Use the following command to enable these ports:
b service 80 443 tcp enable

Setting the idle connection timer for port 443

In this configuration, you should set the idle connection timer to clean up
closed connections on port 443. Y ou need to set an appropriate idle
connection time-out value so that valid connections are not disconnected,
and closed connections are cleaned up in a reasonabl e time.

BIG-IP® e-Commerce Guide
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To set the idle connection time-out using the Configuration
utility
1. Inthenavigation pane, click Virtual Servers.

2. IntheVirtual Serversligt, click the virtual server you configured for
SSL connections.
The Virtual Server Properties screen opens.

3. Click the Virtual Service Propertiestab.
The Virtua Service Properties screen opens.

4. Intheldleconnection timeout TCP (seconds) box, type atime-out
valuefor TCP connections. The recommended time-out setting is 10
seconds.

5. Click Apply.

To set the idle connection time-out from the command line

To set the idle connection time-out, type the following command:

b service <service> tinmeout tcp <tineout>

The <timeout> value is the number of seconds a connection is allowed to
remain idle before it isterminated. The <service> valueis the port on the

wildcard virtual server for which you are configuring out-of-path routing.
The recommended value for TCP connection timeouts is 10 seconds.

Configuring the SSL Accelerators
The next step in the process isto configure the SSL Accelerators. Complete
the following tasks on each SSL Accelerator:
» Set up an SSL gateway for each e-Commerce Controller
» Enable port 443
» Set the idle connection timer for port 443

Setting up an SSL gateway for each e-Commerce Controller

Thefirst task you must complete on the SSL Accelerator it to set up an SSL
gateway for each e-Commerce Controller with the HTTP virtual server as
target server.

To create an SSL gateway using the Configuration utility

1. Inthe navigation pane, click Proxies.
The Proxies screen opens.

2. Click the Add button.
The Add Proxy screen opens.

3. Inthe Add Proxy screen, configure the attributes you want to use
with the proxy. For additional information about configuring a
Proxy, click the Help button.

1-14



Configuring an SSL Accelerator

Configuration note

For this example, create the following proxies on Acceleratorl,
Accelerator2, Accelerator3, and Accelerator4, respectively:
10.1.0.111:443, 10.1.0.112:443, 10.1.0.113: 443, and
10.1.0.114:443.

To create an SSL gateway from the command line

Use the following command syntax to create an SSL gateway:

b proxy <ip>:<service> \

target server <ip>:<service> \

clientssl enable \

clientssl key <clientssl_key>\

clientssl cert <clientssl_cert>

For example, to create the SSL gateways accelerator 1, accelerator 2,
acceler ator 3 and acceslerator 4, you would use the following commands on
these four e-Commerce Controllers, respectively. Note that the target for
each gateway isthe HTTP virtual server 192.168.200.30:80. In this

example, to complete the configuration for accelerator 1, type the following
command on accelerator1:

b proxy 10.1.0.111:443 \

target server 192.168.200.30:80 \
clientssl enable \

clientssl key my.server.net.key \
clientssl cert my.server.net.crt

In this example, to complete the configuration for accelerator2, type the
following command on acceler ator 2:

b proxy 10.1.0.112: 443 \

target server 192.168.200.30:80 \
clientssl enable \

clientssl key my.server.net.key \
clientssl cert my.server.net.crt

In this example, to complete the configuration for accelerator 3, type the
following command on accel er ator 3:

b proxy 10.1.0.113:443 \

target server 192.168.200.30:80 \
clientssl enable \

clientssl key my.server.net.key \
clientssl cert my.server.net.crt
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Enabling port 443

In this example, to complete the configuration for accelerator 4, type the
following command on acceler ator 4:

b proxy 10.1.0.114: 443 \

target server 192.168.200.30:80 \
clientssl enable \

clientssl key my.server.net.key \
clientssl cert my.server.net.crt

For security reasons, the ports on the SSL Accelerators do not accept traffic
until you enable them. In this configuration, the SSL Accelerator accepts
traffic on port 443 for SSL. For this configuration to work, you must enable
port 443. Use the following command to enable this port:

b service 443 tcp enable

Using SSL-to-server

Asdescribed so far, SSL Acceleration offloads SSL from the server to the
BIG-IP. In some situations, security requirements demand that traffic on the
internal VLAN (that is, behind the virtual server) be encrypted as well, or
more exactly, re-encrypted. This server-side re-encryption requires that the
servers handle the final SSL processing, but SSL acceleration is still
obtained because the process is faster than allowing SSL client connections
directly to the servers. (Thisis because session keys are re-used and because
more efficient ciphers are used for the server-side SSL connections.) Figure
1.5 shows the SSL Accelerator configuration of Figure 1.1 with

SSL -to-server added. Note that the only diagrammatic differenceisthat both
client-side and server-side traffic are now labeled SSL, and the virtua
server isnow configured for service 443.
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Internet

Proxy 20.1.1.1:443 Router
Proxy 20.1.1.2:443

Proxy 20.1.1.3:443 SSL

BIG-IP e-Commerce Controller

|

Ethernet

l SSL

Serveri Server2 Serverd
10.1.1.20:443 10.1.1.21:443 10.1.1.22:443

Figure1.5 Anincoming SSL connection with SSL-to-server

Configuring an SSL Accelerator with SSL-to-server

Since SSL-to-server istypically used together with standard, client-side SSL
acceleration, configuring SSL-to-server involves the same tasks used in the
preceding solutions (Configuring the SSL Accelerator, on page 1-2 and
Introducing the SSL Accelerator scalable configuration, on page 1-9), with
the following exceptions:

» Theservers must be equipped and enabled for SSL processing.

* You must configure the server pool virtual server asHTTPS rather than
HTTP and change the proxy targets accordingly.

» For the proxy or proxies, you must enable server-side SSL as well as the
standard client-side SSL.

Optionally, you may configure a second certificate on the proxy to
authenticate it to the servers as atrusted client.

Configuring a server pool and virtual server for HTTPS

To configure the server pool and virtual server for HTTPS for the
non-scalable configuration, simply perform the stepsin Creating an SSL
gateway, on page 1-8 , but specify 20.1.1.10.443 as the target virtual server
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and enable the server sdl attribute in addition to the ssl attribute. Entered
from the command line, this would be accomplished as follows. In this
example, to complete the configuration on the BIG-IP e-Commerce
Contraller, type the following command to create the proxy for Server 1:

b proxy 20.1.1.1:443 \

target server 10.1.1.20:443 \
clientssl enable \

clientssl key my.server.net.key \
clientssl cert my.server.net.crt \

serverssl enabl e

In this example, to complete the configuration on the BIG-1P e-Commerce
Contraller, type the following command to create the proxy for Server2:

b proxy 20.1.1.2:443 \

target server 20.1.1.21:443 \
clientssl enable \

clientssl key my.server.net.key \
clientssl cert my.server.net.crt

In this example, to complete the configuration on the BIG-1P e-Commerce
Contraller, type the following command to create the proxy for Server 3:

b proxy 20.1.1.3:443 \

target server 10.1.1.22:443 \
clientssl enable \

clientssl key my.server.net.key \
clientssl cert my.server.net.crt

Optionally, you may specify akey file and a certificate file for the proxy as
aclient. Thisisdoneasfollows:

b proxy 20.1.1.1:443 \

target server 10.1.1.20:443 \
clientssl enable \

clientssl key my.server.net.key \
clientssl cert my.server.net.crt \
serverssl enable \

serverssl key my.client.net.key \
serverssl cert ny.client.net.key
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BIG-IP web server

bigpipe

BIG/stat

BIG/top

big3d

The BIG-IP web server runs on a BIG-1P and hosts the Configuration utility.

The bigpipe utility provides command line access to the BIG-IP.

BIG/stat is a statistical monitoring utility that ships on the BIG-IP. This
utility provides a snap-shot of statistical information.

BIG/top is a statistical monitoring utility that ships on the BIG-IP. This
utility provides rea -time statistical information.

The big3d agent is a monitoring utility that collects metrics information
about paths between a BIG-1P and a specific local DNS server. The big3d
agent runs on BIG-1P units and it forwards metrics information to 3-DNS
systems.

BIND (Berkeley Internet Name Domain)

chain

default VLANS

dynamic site content

BIND isthe most common implementation of DNS, which provides a
system for matching domain namesto | P addresses.

A chainisaseriesof filtering criteria used to restrict accessto an | P address.
The order of the criteriain the chain determines how the filter is applied,
from the general criteriafirst, to the more detailed criteriaat the end of the
chain.

The BIG-IP is configured with two default VL ANS, one for each interface.
One default VLAN is named internal and oneis named external. See also
VLAN.

Dynamic site content is site content that is automatically generated each
time a user accesses the site. Examples are current stock quotes or weather
satellite images.
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external VLAN

floating self I P address

health check

health monitor

HTTP redirect

The external VLAN isadefault VLAN onthe BIG-IP. Inabasic
configuration, this VLAN has the administration ports locked down. Ina
normal configuration, thisistypically aVLAN on which external clients
request connectionsto interna servers.

A floating self |P address is an additional self 1P address for aVLAN that
serves as a shared address by both units of a BIG-1P redundant system.

A health check isaBIG-1P feature that determines whether anode isup or
down. Health checks are implemented through health monitors. See aso
health monitor.

A health monitor checks anode to seeif it isup and functioning for agiven
service. If the node fails the check, it is marked down.

An HTTP redirect sendsan HTTP 302 Object Found message to clients.
Y ou can configure a pool with an HTTP redirect to send clients to another
node or virtua server if the members of the pool are marked down.

ICMP (Internet Control M essage Protocol)

interface

internal VLAN

iQuery

ICMP is an Internet communications protocol used to determineinformation
about routes to destination addresses, such as virtual servers managed by
BIG-IP and 3-DNS systems.

The physical port on aBIG-IPiscalled an interface. Seeaso link.

Theinternal VLAN isadefault VLAN on the BIG-IP. Inabasic
configuration, this VLAN has the administration ports open. In anormal
configuration, thisis a network interface that handles connections from
internal servers.

A UDP based protocol used to exchange information between BIG-IP units
and 3-DNS systems. The iQuery protocol is officially registered for port
4353.
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last hop

link

link aggr egation

loopback adapter

A last hop is the final hop aconnection took to get to the BIG-1P. Y ou can
allow the BIG-IP to determine the last hop automatically to send packets
back to the device from which they originated.

A link isaphysical interface on the BIG-IP connected to another physical
interface in a network.

The link aggregation feature allows you to combine a number of links
together to act as one interface.

A loopback adapter is a software interface that is not associated with an
actual network card. The nPath routing configuration requires you to
configure loopback adapters on servers.

MAC (Media Access Control)

MAC address

monitor

monitor instance

monitor template

MAC isaprotocol that defines the way workstations gain access to
transmission media, and is most widely used in reference to LANSs. For
IEEE LANS, the MAC layer isthe lower sublayer of the datalink layer
protocol.

A MAC address is used to represent hardware devices on an Ethernet
network.

The BIG-IP uses monitors to determine whether nodes are up or down.
There are several different types of monitors and they use various methods
to determine the status of a server or service.

Y ou create a monitor instance when a health monitor is associated with a
node, node address, or port. Itisthe monitor instance that actually performs
the health check, not the monitor.

A monitor templateis a system-supplied health monitor that is used
primarily as atemplate to create user-defined monitors, but in some cases
can beused asis. The BIG-IP includes anumber of monitor templates, each
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named

specific to aservice type, for example, HTTP and FTP. Thetemplate hasa
template type that corresponds to the service type and is usually the name of
the template.

Named is the name server utility, which manages domain name server
software.

NAT (Network Address Translation)

node

node address

node alias

node port

node status

persistence

A NAT isan alias |P address that identifies a specific node managed by the
BIG-IP to the external network.

A nodeis aspecific combination of an IP address and port (service) number
associated with a server in the array that is managed by the BIG-IP.

A node addressis the |P address associated with one or more nodes. ThisIP
address can be thereal 1P address of anetwork server, or it can bean dias|P
address on a network server.

A node diasis anode address that the BIG-I1P uses to verify the status of
multiple nodes. When the BIG-IP uses anode alias to check node status, it
pingsthe node alias. If the BIG-IP receives a response to the ping, it marks
all nodes associated with the node alias as up. If the controller does not
receive aresponse to the ping, the it marks all nodes associated with the
node alias as down.

A node port is the port number or service name that is hosted by a specific
node.

Node status indicates whether anode is up and available to receive
connections, or down and unavailable. The BIG-IP usesthe node ping and
health check features to determine node status.

A series of related connections received from the same client, having the
same session ID. When persistence is turned on, a controller sends al
connections having the same session ID to the same node instead of 1oad
balancing the connections.
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port

rate class

ratefilter

A port is represented by a number that is associated with a specific service
supported by ahost. Refer to the Services and Port Index for alist of port
numbers and corresponding services.

Y ou create arate filter from the Configuration utility or command line
utility. When you assign arate classto aratefilter, arate class determines
the volume of traffic allowed through arate filter. See also ratefilter.

Rate filters consist of abasic filter with arate class. Ratefiltersare atype of
extended IP filter. They use the same IP filter method, but they apply arate
class, which determines the volume of network traffic allowed through the
filter. Seealsorate class.

remote administrative | P address

RFC 1918 addresses

self IP address

service

Setup utility

The remote administrative |P addressis an |P address from which a
controller allows shell connections, such as Telnet or SSH.

An RFC 1918 addressis an |P address that is within the range of
non-routable addresses described in the IETF RFC 1918.

Self IP addresses are the | P addresses owned by the BIG-1P that you use to
access theinternal and external VLANS.

Service refersto services such as TCP, UDP, HTTP, and FTP.

The Setup utility walks you through theinitial system configuration process.
Y ou can run the Setup utility from either the command line or the
Configuration utility start page.

SNAT (Secure Network Address Translation)

A SNAT isafeature you can configure on the BIG-IP. A SNAT definesa
routable aias | P address that one or more nodes can use as a source IP
address when making connections to hosts on the external network.
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SNAT automap

Thisfeature allowsthe BIG-1P to perform a SNAT automatically on any
connection that is coming from the controller’ sinternal VLAN. Itiseasier
to use than traditional SNATs and solves certain problem associated to
traditional SNATS.

SNMP (Simple Networ k M anagement Protocol)

SSL gateway

statemirroring

static load balancing modes

sticky mask

tagged VLAN

transparent node

trunk

SNMP isthe Internet standard protocol, defined in STD 15, RFC 1157,
devel oped to manage nodes on an | P network.

An SSL gateway is a gateway for decrypting HTTPS requests to an HTTP
server and encrypting the reply.

State mirroring is a feature on the BIG-IP that preserves connection and
persistence information in a BIG-1P redundant system.

Static load balancing modes base connection distribution on a pre-defined
list of criterig; it does not take current server performance or current
connection load into account.

A sticky mask is a special |P mask that you can configure on the BIG-1P.
This mask optimizes sticky persistence entries by grouping more of them
together.

Y ou can define any interface as a member of atagged VLAN. You can
create alist of VLAN tags or names for each tagged interface.

A transparent node appears as a router to other network devices, including
the BIG-IP.

A trunk isacombination of two or more interfaces and cables configured as
onelink. Seeaso link aggregation.
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virtual address

virtual port

virtual server

VLAN

VLAN name

A virtual addressisan | P address associated with one or more virtual servers
managed by the BIG-IP.

A virtual port is the port number or service name associated with one or
more virtual servers managed by the BIG-IP. A virtual port number should
be the same TCP or UDP port number to which client programs expect to
connect.

Virtua servers are a specific combination of virtual address and virtua port,
associated with a content site that is managed by a BIG-IP or other type of
host server.

VLAN stands for virtual local areanetwork. A VLAN isalogica grouping
of network devices. YoucanuseaVLAN tologically group devices that
are on different network segments.

A VLAN name isthe symbolic name used to identify a VLAN. For
example, you might configure aVLAN named marketing, or aVLAN
named development. See also VLAN.
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.crt file extension  [-7
.key file extension |-4
/etc/bigip.conf file [-14

A
address translation
disabled -1
addresses
See IP addresses
Administrator Kit, description Intro-2
Apache + OpenSSL server type |-3

B
BEGIN CERTIFICATE line 1-8
BIG-IP product family Intro-7
BIG-IP units

adding -9

configuring 1-10
bigpipe pool command [-12
bigpipe proxy command 1-9, |-15
bigpipe service command [I-13, I-14, |-16
bigpipe utility Intro-I
bigpipe virtual command [-13
bigtop utility Intro-1|
browser, supported versions Intro-|

C

CA companies
contacting |-7
listed 1-3
selecting 1-5
certificate authorities
See CA companies
certificate changes
verifying 1-4
certificate files
specifying 1-18
certificate request forms
creating and submitting 1-6, |-7
generating -3
certificate requests
generating and submitting 1-3
certificate text
pasting -8
certificate validity -7
certificates |-7
configuring for server-side SSL  |-17
copying -6, 1-7
generating 1-3, 1-4, -5, |-7

installing 1-3, 1-8
managing
number required |-3
obtaining 1-3, I-5, I-7
receiving from CA |-5
selecting from list -7
certification process -3
challenge passwords |-4
ciphers Intro-5, I-16
client certificates
See certificates
command line
generating keys and obtaining a certificate 1-5
company information 1-4
configuration synchronization 1-8
Configuration utility -3, 1-7
web-based Intro-|
connections
and timeout |-14
disconnecting and cleaningup 1-13
load balancing I-11
preventing |-11
country codes
typing 1-4

D

default gateways Intro-5
Digital Signature Trust Company |-3
domain names 1-3

See also FQDNs

E
e-Commerce Controllers
adding -9
Email addresses
typing for certificate -4
encrypted traffic
handling large amounts -9
END CERTIFICATE line 1-8
Entrust 1-3

F
FIPS 140-compatible security module Intro-5
FIPS-140 -1
FQDNs [-6, 1-7
FTBU

replacement for Intro-5
FTP connections Intro-5

BIG-IP® e-Commerce Solutions Guide

Index-1



Index

G key files
gateways specifying 1-18
multiple default Intro-5 key length
gencert utility selecting 1-4
defined 1-5 keys
running -7 and certificate validity 1-7
genconf utility copying -6, 1-7,1-8
defined and running 1-5 generating -3, 1-6

genconf utility entries using existing -3

example -6

genkey utility L
fj::;i II-56 LDAP login support Intro-6

licensing process Intro-4
load balancing pools
and virtual servers [-11

GlobalSign 1-3
GTE Cybertrust 1-3

creating |-11
H Locality
headers typing for certificate -4
See HTTP requests logging Intro-6
HTTP connections
load balancing I-11, 1-12 M

HTTP redirections
rewriting Intro-5
HTTP requests
controlling through headers |-1

monitoring Intro-|
monitoring, command-line utilities Intro-1

inserting headers into N
unencrypted |-1 nodes
HTTP virtual servers configuring 1-10
as target servers |-14
creating -8
HTTPS connections Intro-5 O
accepting and sending |-1 organizational units

See OUs
organizations
typing for certificate -4

idle connection time-out values |-14 OUs

idle connection timer out-of-path routing |-14
setting |-11,1-13

IIS servers Intro-5

interface statistics Intro-6 P

IP addresses passwords
and pools [I-11 retyping for certificate -4
choosing 1-10 permanent certificates
defining Intro-1 return of
use of I-11 pool members [-12

ISO codes -6 pools

and default gateways Intro-5
and virtual servers |-11

K configuring |-17
key configuration files 1-5 creating 1-11
key file names port 443

selecting 1-4
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and closed connections |-13
enabling 1-16
ports
enabling 1-13
use of |-
private keys
See keys
protocol versions Intro-5
provinces
typing for certificate 1-4
proxies
See SSL proxies

R

RADIUS login support Intro-6
redirectfilter.dll file Intro-5
redundant BIG-IP units

and certificate requirements |-3
redundant system requirements |-8
redundant systems

copying keys and certificates for 1-6, |-7
request files

creating and submitting -3, -5

generating |-5, |-7

submitting to CA [-7
request forms

creating and submitting 1-6, |-7

generating -3
RFC1034/1035-compliance 1-6
root password

defining Intro-1

S

scalable configuration
settingup 1-9, 1-10
scalable configuration requirements 1-10
security world
FIPS-140 -1
self-signed certificates -5
server pools
See pools
server requirements |-17
server types |-3
server-side connections |-16
server-side security -1
server-side SSL

enabling I-17
serverssl attribute
service values [-14
services

enabling I-11

session keys |-16
Setup utility Intro-5
SNAT automapping Intro-6
source addresses |-
SSH client
remote administration Intro-|
SSH client. Intro-I|
SSH connections Intro-5

SSH users
authenticating Intro-6
SSL acceleration [-16

SSL Accelerators
benefits and features of 1-I
bypassing I-11
configuring 1-2, 1-7, 1-9, I-10, 1-14
creating an SSL gateway -8
load balancing I-11
obtaining certificates and keys |-2
purpose of |-1
requirements for use [-2
scalable configuration -9
testing -5
SSL certificates
See certificates
SSL connections
accepting and sending |-1
enhancing security of Intro-5
load balancing I-11, [-12
SSL content servers -9
SSL gateways
creating 1-8, 1-14
load balancing
SSL processing
offloading 1-16
SSL proxies
certificate requirements |-7
using addresses and ports |-
SSL proxy attributes
configuring 1-9, |-14
SSL session cache size Intro-5
SSL session cache timeout values Intro-5
SSL-to-server option
configuring 1-16, 1-17
described Intro-5, I-1, |-16
states
typing for certificate 1-4
Stronghold server type 1-3
system logging Intro-6

T

TCP connections [-14
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technical support Intro-4
telnet connections Intro-5
temporary certificate validity -7
temporary certificates
generating 1-3, 1-4, -5, |-7
location of -6
overwriting |-7
See also certificates
use of -5
timeout value
defined 1-14
traffic
accepting 1-13, 1-16
client-side and server-side 1-16
handling large amounts -9
re-encrypting Intro-5

U

unencrypted HTTP requests |-1
utilities Intro-I, -5

\'

Verisign -3

virtual servers

configuring 1-16

creating 1-8, I-11, [-12
VLAN traffic

encrypting |-16
VLANs

disabling 1-11

w
web pages

retrieving |-1
web server types -3

X

x509 certificates 1-2, |-7
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