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Introduction to this Guide
What’s new in BIG-IP version 4.5 PTF-04
The BIG-IP version 4.5 PTF-04 release includes a number of new features. 
Some of these features enhance the security of your BIG-IP system, by 
improving user authentication and thwarting denial-of-service attacks.  
Other features enhance system performance and ease the task of system 
administration.

The new features of this release are documented either in this guide or in the 
release note for BIG-IP version 4.5 PTF-04.  For a complete list of the new 
features in this release, see the release note. 

The new features documented in this guide are:

◆ Online Certificate Status Protocol for the BIG-IP system
A significant feature in this release is support for the Online Certificate 
Status Protocol (OCSP).  OCSP provides an alternative to a certificate 
revocation list (CRL), which is used during certificate verification to 
determine whether an SSL certificate presented by a client has been 
revoked.  Because CRLs are updated only at regular intervals, the 
information in a CRL can sometimes be outdated at the time that it is 
checked.  Using OCSP instead of a CRL eliminates this problem by 
ensuring that the revocation status of a client certificate is always current. 
For more information, see Chapter 2, Online Certificate Status Protocol 
for the BIG-IP System.

◆ New format for the SSLClientCertSerialNumber header
Another enhancement to the SSL proxy, this change to the 
SSLCLientCertSerialNumber header gives users who write rules based 
on certificate serial numbers the ability to write to a consistent format, 
regardless of the length of the serial number.  For more information, see 
Chapter 3, Certificate Header Format in Client Requests.

◆ SYN Check
The new SYN Check feature mitigates a particular type of 
denial-of-service attack known as a SYN flood.  A SYN flood is an attack 
against a system for the purpose of exhausting that system’s resources.  
For more information, see Chapter  4, Preventing SYN Flood Attacks.

◆ The system_check script
The system_check script is useful for displaying and logging hardware 
failures. For more information, see Chapter 5, Logging Hardware 
Failures.
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Chapter 1
Using this guide
Before using this guide, it is helpful to understand how the guide relates to 
other BIG-IP documentation. It is also helpful to understand the stylistic 
conventions that appear throughout the text.

Scope of this guide
This guide documents only those new features that are included in the 
BIG-IP version 4.5 PTF-04 release. You should therefore use this guide in 
confunction with the complete set of product documentation that applies to 
the BIG-IP version 4.5 release.

The BIG-IP version 4.5 documentation set comprises these documents:

◆ Platform Guide
This guide includes information about the BIG-IP unit. It also contains 
important environmental warnings.

◆ BIG-IP Solutions Guide
This guide provides examples of common load balancing solutions.

◆  BIG-IP Reference Guide
This guide provides detailed configuration information for the BIG-IP 
system. It also provides syntax information for bigpipe commands, other 
command line utilities, configuration files, system utilities, and 
monitoring and administration information.

◆ Link Controller Solutions Guide
This guide provides examples of common link load balancing solutions 
using the Link Controller.

◆ BIG-IP e-Commerce Guide (optional)
This guide provides detailed configuration information for BIG-IP 
e-Commerce Controller systems.

◆ Release notes
Release notes for BIG-IP version 4.5 are available from the product web 
server home page, and are also available on the technical support site. 
The release notes contain the latest information for BIG-IP version 4.5, 
including a list of new features and enhancements, a list of fixes, and, in 
some cases, a list of known issues.

◆ Online help
You can find help online in three different locations:

• The web server on the product has PDF versions of the guides 
included in the Administrator Kit. 

• The web-based Configuration utility has online help for each screen. 
Simply click the Help button. 
1 - 2



Introduction to this Guide
• Individual bigpipe commands have online help, including command 
syntax and examples, in standard UNIX man page format. Simply 
type the command followed by the word help, and the BIG-IP system 
displays the syntax and usage associated with the command.

Stylistic conventions
To help you easily identify and understand important information, our 
documentation uses the stylistic conventions described below.

Identifying new terms

To help you identify sections where a term is defined, the term itself is 
shown in bold italic text. For example, a virtual server is a specific 
combination of a virtual address and virtual port, associated with a content 
site that is managed by a BIG-IP system or other type of host server. 

Identifying references to objects, names, and commands

We apply bold text to a variety of items to help you easily pick them out of a 
block of text. These items include web addresses, IP addresses, utility 
names, and portions of commands, such as variables and keywords. For 
example, with the bigpipe pool <pool_name> show command, you can 
specify a specific pool to show by specifying a pool name for the 
<pool_name> variable.

Identifying references to other documents

We use italic text to denote a reference to another document. In references 
where we provide the name of a book as well as a specific chapter or section 
in the book, we show the book name in bold, italic text, and the 
chapter/section name in italic text to help quickly differentiate the two. For 
example, you can find information about load balancing methods in the 
BIG-IP Reference Guide, Chapter 4, Pools.

Identifying command syntax

We show complete commands in bold Courier text. Note that we do not 
include the corresponding screen prompt, unless the command is shown in a 
figure that depicts an entire command line screen. For example, the 
following command shows the configuration of the specified pool name:

bigpipe pool <pool_name> show

or 

b pool <pool_name> show
BIG-IP® New Features Guide for version 4.5 PTF-04 1 - 3



Chapter 1
Table 1.1 explains additional special conventions used in command line 
syntax.

Item in text Description

     \ Indicates that the command continues on the following line, and that users should type the entire 
command without typing a line break.

     <  > Identifies a user-defined parameter. For example, if the command has <your name>, type in your 
name, but do not include the brackets.

     | Separates parts of a command.

     [  ] Indicates that syntax inside the brackets is optional. 

     ... Indicates that you can type a series of items.

Table 1.1   Command line syntax conventions
1 - 4
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Online Certificate Status Protocol for the BIG-IP System
Introducing OCSP
Online Certificate Status Protocol (OCSP) is an industry-standard protocol 
that offers an alternative to a certificate revocation list (CRL) when using 
public-key technology. A CRL is a list of revoked client certificates, which 
a server system can check during the process of verifying a client certificate.

With this release, the BIG-IP system supports both CRLs and the OCSP 
protocol, for use with its SSL proxy feature. 

For more information on CRLs, see the BIG-IP Reference Guide.

The limitations of CRLs
When presented with a client certificate, the BIG-IP system sometimes 
needs to assess the revocation state of that certificate before accepting the 
certificate and forwarding the connection to a target server. The standard 
method of assessing revocation status is a CRL, which is stored in a separate 
CRL file on each machine in your configuration.  Although CRLs are 
considered to be a standard way of checking revocation status of SSL 
certificates, a CRL is updated only at fixed intervals, thus presenting a risk 
that the information in the CRL is outdated at the time that the status check 
occurs.

Also, having to store a separate CRL file on each machine presents other 
limitations:

• All CRL files must be kept in sync.

• Having a separate CRL file on each machine poses a security risk.

• Multiple CRL files cannot be administered from a central location.

The benefits of OCSP
OCSP ensures that the BIG-IP system always obtains real-time revocation 
status during the certificate verification process.

OCSP is based on a client/server model. A BIG-IP SSL proxy acts as the 
OCSP client, and the OCSP server runs on an external system. (The OCSP 
server is a third-party software application and is therefore not included in 
the BIG-IP system.)

The external system, known as an OCSP responder, sends certificate 
revocation status to the SSL proxy. Until the SSL proxy receives this status 
from the OCSP responder, the proxy blocks the connection. If the OCSP 
responder rejects the certificate, the proxy denies the connection.
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Chapter 2
Figure 2.1 shows a basic OCSP implementation in a BIG-IP system 
configuration.

Figure 2.1  A basic OCSP configuration
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Online Certificate Status Protocol for the BIG-IP System
How does OCSP on the BIG-IP system work?
Before using OCSP, you must configure the OCSP client and the OCSP 
responder to work together. Configuring OCSP means creating a responder 
definition on the BIG-IP system, and then associating that responder 
definition with one or more SSL proxies. A responder definition is a set of 
data and instructions on the BIG-IP system that the corresponding responder 
needs when servicing an OCSP client request.

When a client sends a certificate to the BIG-IP system, the SSL proxy first 
checks that the signer of the certificate is listed in the trusted CAs file. If the 
certificate is listed, the BIG-IP system then checks to see if the certificate 
has been revoked. Without OCSP, the BIG-IP system can check revocation 
status by reading the certificate revocation list (CRL), if the CRL option is 
configured on the SSL proxy. With OCSP, however, the BIG-IP system 
bypasses the CRL and sends a revocation status request to the appropriate 
OCSP responder.

The BIG-IP system chooses the OCSP responder by checking the CA 
specified in the Issuer field of the original client certificate. The BIG-IP 
system then attempts to match that CA with a CA listed in the responder 
definitions associated with that SSL proxy. The responder definition that the 
BIG-IP system uses is a definition listed in the OCSP responder list option 
of the SSL proxy.

If a match exists, the BIG-IP system checks the target URL within the client 
certificate’s AuthorityInfoAccess (AIA) field, if the field exists. The 
BIG-IP system then uses that URL, unless the Ignore AIA parameter is 
enabled within the responder definition. In this case, the BIG-IP system uses 
the URL specified in the Responder URL parameter of the matching 
responder definition to send the request for certificate revocation status.

If no match exists, the BIG-IP system checks the Responder CAs parameter 
of another responder defined in the SSL proxy. If all responder definitions 
are checked and no match is found, the certificate verification fails and the 
BIG-IP system denies the client request.
BIG-IP® New Features Guide for version 4.5 PTF-04 2 - 3



Chapter 2
Configuring OCSP
Using the BIG-IP system, you can create OCSP responder definitions that 
correspond to various responders. The BIG-IP system stores responder 
definitions in the bigip.conf file. Figure 2.2 shows an example of a 
responder definition.

Figure 2.2  Sample responder definition in the bigip.conf file

A single responder definition can target a specific responder, or multiple 
responder definitions can target the same responder. The only unique 
attribute is the responder name. Each responder itself is associated with a 
certificate authority (CA), and multiple responders can be associated with 
the same CA. 

Figure 2.3 shows this scenario, where responders 1 and 2 are associated with 
CA 1, but responder 3 is associated with CA 2.

Figure 2.3  Relationship of responders to CAs

responder my_responder {
    url "http://192.168.103.155:8080/"
    calist file /config/bigconfig/ssl.crt/cacerts.crt
    respcert file /config/bigconfig/ssl.crt/VAfile.crt
    signcert /config/bigconfig/ssl.crt/sign.crt
    signkey /config/bigconfig/ssl.key/sign.key
    req sign digest sha1
    req certid digest sha1
    ignore aia enable
    trust signer disable
    valperiod 120
}

2 - 4



Online Certificate Status Protocol for the BIG-IP System
Once you have created all of your responder definitions, you can configure 
an SSL proxy to use one or more specific responder definitions when 
processing requests over SSL.

There are two tasks required for configuring OCSP. The first task is to 
create the OCSP responder definition. The second task is to configure the 
SSL proxy’s OCSP responder list option. This option allows you to specify 
the OCSP responder definitions that the proxy will use to obtain revocation 
status.

Creating an OCSP responder definition
To fully implement a responder definition on the BIG-IP system, you must 
define a set of parameter values. You configure these parameters through 
the bigpipe responder command. Table 2.1 lists and describes the 
configurable parameters for a responder definition. 

Parameter Description Keyword Data type

Valid 
values
/range

Default
/Initial 
value

Responder 
name

A name that identifies a responder 
definition.

This parameter is required.

responder String N/A Empty 
string

Responder CAs An X509 store containing the 
certificates of the certificate authorities 
(CAs) that are to be serviced by this 
particular responder. The CAs in this 
store must match the issuer of the 
certificate currently being validated with 
OCSP. The match is determined by 
inspecting the subject field of the 
issuing certificate. You populate this 
store by specifying a bundle-type .crt 
file, which contains all necessary CA 
certificates.

This parameter is required.

calist file String
(file name)

N/A Empty 
string

Responder URL The URL used to contact the OCSP 
service on the responder.

This parameter is required.

url String
(valid URL)

Valid URL 
format

Empty 
string

Validity period A number of seconds that is used to 
specify an acceptable error range. This 
parameter is used when the OCSP 
responder clock and a client clock are 
not synchronized, which could cause a 
certificate status check to fail. This 
value must be a positive number.

This parameter is required.

valperiod Integer
(seconds)

0 to MAX 300

Table 2.1  Configurable OCSP responder parameters
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Chapter 2
Responder 
certificate

A certificate that verifies the signature 
of the response from the responder. 
This parameter is needed in the event 
that the responder is not covered by 
the certificates already loaded into the 
responder’s CA store.

This parameter is optional.

respcert file String
(file name)

N/A Empty 
string

Request signing 
certificate and 
request signing 
key

A certificate and key used to sign an 
OCSP request.

Special meanings:

If the certificate is specified but the key 
is not specified, then the private key is 
read from the same file as the 
certificate.

If neither the certificate nor the key is 
specified, then the request is not 
signed.

If the certificate is not specified and the 
key is specified, then the configuration 
is considered to be invalid.

This parameter is optional.

sign cert and 
sign key

Strings
(file names)

N/A Empty 
string

Request signing 
digest algorithm

The algorithm for signing the request, 
using the signing certificate and key.

Special meanings:

This parameter has no meaning if 
request signing is not in effect (that is, 
both the request signing certificate 
and request signing key parameters 
are empty).

This parameter is required only when 
request signing is in effect.

req sign 
digest

String md5 | sha1 sha1

Request CertID 
digest algorithm

The algorithm for hashing the 
certificate information used to create 
the certificate ID that is sent to the 
responder.

This parameter is optional.

req certid 
digest

String md5 | sha1 sha1

Ignore AIA An instruction to ignore the URL 
contained in the certificate’s AIA fields 
and to always use the URL specified 
by the responder instead,

Special meanings:

If not defined, this value is assumed to 
be zero (0).

This parameter is optional.

ignore aia String enable | 
disable

disable

Parameter Description Keyword Data type

Valid 
values
/range

Default
/Initial 
value

Table 2.1  Configurable OCSP responder parameters
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Online Certificate Status Protocol for the BIG-IP System
To create a responder definition

Use the following bigpipe responder command syntax to create an OCSP 
responder definition.

b responder <name> [calist file <filename>]
     [url <url>]
     [valperiod <number>]
     [respcert file <filename>]
     [signcert file <filename>]
     [signkey file <filename>]
     [req sign digest (sha1 | md5)]
     [req certid digest (sha1 | md5)]
     [ignore aia (enable | disable)]
     [trust signer (enable | disable)]

To view responder definition parameters

Use the following commands, specifying a responder name, to show 
responder parameter values.

b responder <name> calist file [show]
b responder <name> url [show]
b responder <name> valperiod [show]
b responder <name> respcert file [show]
b responder <name> signcert file [show]
b responder <name> signkey file [show]
b responder <name> req sign digest [show]
b responder <name> req certid digest [show]
b responder <name> ignore aia [show]
b responder <name> trust signer [show]

Explicit trust of 
the response 
signer

An instruction to:

Search the SSL proxy’s list of trusted 
CAs for the certificate used to sign the 
response.

Refrain from constructing a chain.

Special meanings:

If not defined, this value is assumed to 
be zero (0).

This parameter is optional.

trust signer String enable | 
disable

disable

Parameter Description Keyword Data type

Valid 
values
/range

Default
/Initial 
value

Table 2.1  Configurable OCSP responder parameters
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Configuring the SSL proxy
Once you have created one or more OCSP responder definitions, you need 
to specify which responder definition the SSL proxy should use when it 
responds to the BIG-IP system’s request for certificate revocation status. 
You do this by using the bigpipe proxy command to configure the OCSP 
responder list option.

Important

If the OCSP responder list option is not configured on the SSL proxy, then 
the certificate is automatically validated.

Table 2.2 describes the OCSP responder list option.

After you have configured the OCSP responder list option, and the BIG-IP 
system has received certificate revocation status from a responder, the SSL 
proxy inserts a certificate status header into the original client request. Note 
that the SSL proxy only inserts this header when previously configured to 
insert headers into client requests. (For more information on configuring this 
option, see the BIG-IP Reference Guide).

The name of the certificate status header is SSLClientCertificateStatus. 
Like other certificate-related headers that the proxy inserts into a request, 
the SSLClientCertificateStatus header is most useful when the proxy is 
configured to request, but not require, certificates. For more information on 
configuring the SSL proxy, see the BIG-IP Reference Guide.

To configure the SSL proxy for OCSP validation

Use the following bigpipe proxy command syntax to configure the OCSP 
responder list option.

b proxy <ip addr>:<service> [ocsp responders <list of responders>]

SSL proxy 
option Description Keyword Data type

Valid 
values
/range

Default
/initial 
value

OCSP 
responder list

A list of OCSP responder definitions.

Special meanings:

If one or more responders are listed, 
then OCSP validation is enabled.

This parameter is optional.

ocsp 
responders

String
(space-deli
mited list)

N/A Empty 
string

Table 2.2  Configurable SSL proxy options for OCSP validation
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Online Certificate Status Protocol for the BIG-IP System
To display a list of existing OCSP responders

Use the following bigpipe proxy command syntax to display a list of 
existing OCSP responders.

proxy <ip addr>:<service> ocsp responders [show]

Note

The BIG-IP system allows you to enable both the CRL and the OCSP 
options on the SSL proxy. Most users need to enable either one or the other, 
but not both. However, in the rare case that you want to enable both 
options, be aware that both the search of the CRL file and the connection to 
the responder must be successful. Otherwise, the BIG-IP system fails to 
obtain status.
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Certificate Header Format in Client Requests
The SSLClientCertSerialNumber header format
One of the options available for configuring an SSL proxy is the ability to 
insert headers into HTTPS client requests. Some headers correspond to a 
field of a client certificate, such as certificate status, version, issuer, and 
signature algorithm.  Once the SSL proxy has inserted these headers, you 
can create a rule that load balances traffic based on the value of these 
headers.

One of these headers is the SSLClientCertSerialNumber header.  In 
previous releases of the BIG-IP system, if the value of the 
SSLClientCertSerialNumber header was less than or equal to four bytes, 
the BIG-IP system displayed that value in decimal format.  Any value 
greater than four bytes was displayed in hexidecimal format.

This inconsistency in format has been removed so that users writing rules to 
balance traffic based on a client certificate’s serial number can write to a 
consistent format, regardless of the length of the serial number.

The format of the SSLClientCertSerialNumber header, when inserted into 
a client request, now has the following syntax, where hh is a two-digit 
hexidecimal number:

SSLClientCertSerialNumber: [(Negative)] hh[:hh]*

Thus, the serial number in the header contains two lower-case hexidecimal 
digits (0 to f), which represent each byte of the serial number.  Each byte is 
separated by a colon (:).  The following are examples of headers in this 
format:

• SSLClientCertSerialNumber: 10
This hexidecimal value represents the decimal number 16.

• SSLClientCertSerialNumber: 20:0b:3d
This hexidecimal value represents the decimal number 2,100,029.

If, for some reason, the incoming serial number is explicitly encoded as a 
negative value, the string (Negative) appears before the serial number. For 
example:

• SSLClientCertSerialNumber: (Negative) 01
This hexidecimal value represents the decimal number -1.
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Preventing SYN Flood Attacks
Introducing SYN Check
Before you read about the SYN CheckTM feature, it is helpful to understand 
the type of denial-of-service attack known as a SYN flood.

Understanding SYN flood attacks
A SYN flood is an attack against a system for the purpose of exhausting that 
system’s resources.  An attacker launching a SYN flood against a target 
system attempts to occupy all available resources used to establish TCP 
connections by sending multiple SYN segments containing incorrect IP 
addresses.  Note that the term SYN refers to a type of connection state that 
occurs during establishment of a TCP/IP connection.

More specifically, a SYN flood is designed to fill up a SYN queue.  A SYN 
queue is a set of connections stored in the connection table in the 
SYN-RECEIVED state, as part of the standard three-way TCP handshake. A 
SYN queue can hold a maximum number of connections in the 
SYN-RECEIVED state.

 Connections in the SYN-RECEIVED state are considered to be half-open 
and waiting for an acknowledgement from the client. When a SYN flood 
causes the maximum number of allowed connections in the 
SYN-RECEIVED state to be reached, the SYN queue is said to be full, thus 
preventing the target system from establishing other legitimate  connections. 
A full SYN queue therefore results in partially-open TCP connections to IP 
addresses that either do not exist or are unreachable. In these cases, the 
connections must reach their timeout before the server can continue 
fulfilling other requests.

Alleviating SYN flooding
The BIG-IP system includes a feature designed to alleviate SYN flooding. 
Known as SYN Check, this feature sends information about the flow, in the 
form of cookies, to the requesting client, so that the SYN-RECEIVED state 
normally stored in the connection table for the initiated session does not 
need to be kept. Because the SYN-RECEIVED state is not kept for a 
connection, the SYN queue cannot be exhausted, and normal TCP 
communication can continue.

The SYN Check feature complements the existing adaptive reaper feature in 
the BIG-IP system. While the adaptive reaper handles established 
connection flooding, SYN Check prevents connection flooding altogether. 
That is, while the adaptive reaper must work overtime to flush connections, 
the SYN Check feature prevents the SYN queue from becoming full, thus 
allowing the target sysem to continue to establish TCP connections.
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Configuring SYN Check activation
To activate the SYN Check feature, you can configure two basic settings: a 
setting at the global level, and a setting for each virtual server. These values 
are the global variable syncookie_threshold and the virtual server attribute 
syncookie_threshold. The threshold numbers that you assign to the global 
variable and the virtual server attribute specify the number of concurrent 
connections that can be made to one or more virtual servers prior to the SYN 
Check feature being activated.

You can configure either a global threshold or a virtual server threshold, or 
both. When both the global and virtual server thresholds are defined, the 
lower threshold always takes precedence. Thus, if a virtual server’s SYN 
Check threshold is set to 10,000, and the global threshold is set to 2,000, the 
BIG-IP system generates SYN cookies when 2,000 concurrent connections 
have been established.

Activating SYN Check based on a connection threshold
You can configure the BIG-IP system to activate the SYN Check feature 
when some threshold of connections has been reached on one or all virtual 
servers.  To set the threshold on an individual virtual server, you use the 
bigpipe virtual command.  To set the threshold on all virtual servers, you 
use the bigpipe global command.

The default global value for the SYN Check threshold is 150,000. For 
individual virtual servers, SYN Check thresholds are disabled by default.

For example, to set the SYN Check threshold on a global basis to 300,000 
concurrent connections, you type the following command:

bigpipe global syncookie_threshold 300000

Running this command causes the BIG-IP system to activate SYN Check 
when the number of concurrent connections on all virtual servers exceeds 
300,000.

To set the SYN Check threshold on an individual virtual server to 10,000 
concurrent connections, you type the following command:

bigpipe virtual 10.1.2.3:80 syncookie_threshold 10000

Typing this command causes the BIG-IP system to activate SYN Check 
when the number of concurrent connections for that virtual server exceeds 
10,000.

Activating SYN Check for all connections
Rather than activating SYN Check by defining a specific threshold of 
connections, you can configure the BIG-IP system to activate SYN Check 
for all connections, for an individual virtual server only.  
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You do this by setting the virtual server SYN Check threshold to 0.  For 
example: 

bigpipe virtual 10.1.2.3:80 syncookie_threshold 0

By setting the SYN Check threshold on virtual server 10.1.2.3:80 to 0, you 
effectively cause the BIG-IP system to always send SYN cookies after the 
very first connection is established.

Tip

While activating SYN Check for all concurrent connections seems to have its 
advantages, system performance is improved if you define a threshold other 
than 0. This is because when SYN Check is activated, the client, in response 
to the target system, is required to return the SYN cookie, incremented by 1, 
as the acknowledgement number in the ACK flag. This causes some latency 
that can be avoided if you set a threshold of connections that is considerably 
higher than 0.
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Logging Hardware Failures
The system_check script
The BIG-IP system includes a script, called system_check, which monitors 
certain hardware components and notifies the user of their status.  The 
hardware components that the system_check script monitors are:

• Chassis fan speed

• CPU fan speed (one or two)

• Power supply (for platforms that include redundant power supplies)

It is the UNIX cron daemon that runs the system_check script.  The cron 
daemon runs the script on an ongoing basis at a regular interval, specified in 
the /config/crontab file. 

Failure notification
When run, the system_check script reports the hardware status to the 
console. The script also logs all fan and power-supply failures to the file 
/var/log/bigip.

In addition to displaying status to the console and logging failures in the file 
/var/log/bigip, the BIG-IP system also displays an alarm condition on the 
front panel LEDs of the Application Switch platform. Table 5.1 shows the 
LED usage for alarm conditions related to fans and power supplies.

Configuring system_check monitoring
You can customize the behavior of the system_check script in the following 
ways:

• By changing the interval at which the cron daemon runs the script

• By changing the way that the script displays output on the console

• By disabling the monitoring of redundant power supplies.

To change the system_check monitoring interval

You can change the interval at which the cron daemon runs the 
system_check script by editing the interval value specified in the 
/config/crontab file.

Hardware component Status LED Activity LED Alarm LED

Chassis and CPU fans                X                X     Blinking red

Power supply 1 (upper)     Blinking yellow        Solid green     Blinking red

Power supply 2 (lower)       Solid green     Blinking yellow     Blinking red

Table 5.1  LED usage for hardware failures
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To configure the system_check output to the console

By default, the status of chassis fans, CPU fans, and power supplies is 
suppressed from appearing on the console. (This is known as quiet mode.) 
Only error conditions are displayed. This automatic suppression of status is 
specified by default in the /config/crontab file, with the string 
system_check -q.

You can remove the suppression of status and thus cause the BIG-IP system 
to display status on the console.  You can do this by editing the 
/config/crontab file to remove the -q option from the string system_check 
-q. 

To display full SNMP platform table information (that is, run in debug 
mode), type the following:

system_check -d

To enable or disable power-supply monitoring

You can enable or disable the monitoring of redundant power supplies by 
configuring the database key Local.Platform.PowerSupplyMonitor. The 
default setting enables the monitoring of the power supplies.

If the database key is not present or is set to 1, the power supplies are 
monitored. If the database key is set to 0, the  power supplies are not 
monitored.
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