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PROBLEM STATEMENT:

As part of an ongoi ng concern about security and Internet technol ogy,
Conmpaq has identified a potential security hole in the web-enabl ed portion
of the Insight Manager Agent. This security hole can allow read access to
files whose |location and filenane are known or be used to termnate the
process controlling the web agents.

PROBLEM SYMPTOM

Potential read access to files located on the sane file system where the
I nsi ght Manager Wb Agent is installed.

SOLUTI ON:
This potential security problem has been resolved and a patch for this

probl em has been nmade available for Tru64 UNI X V4.0F, only. This
solution will be included in future distributed rel eases of Conpaq’ s



Tru64 UN X.

For Conpaq support personnel, this patch may be obtai ned from

guru. zk3. dec. com / usr/ guest/ m sc/ osf/ BONE/ SSRT0612U i m upd06991.t ar

Patch I D: SSRT0612U_i m upd06991

For those outside of our firewall you will be able to get the
patch from

http://ww. service. di gital.conl pat ches

ADDI TI ONAL COWMENTS:

I nstructions on howto apply this software update

The software update is in a file (SSRT0612U i m upd6991.tar) which
contai ns an updated Wb Agent image (insightd) and an installation script
(install _update.sh).

Copy the patch to the target Tru64 UNI X System extract the files

and run the installation script which will copy the image to the proper
pl ace and restart the Wb Agent.

The follow ng steps provide detailed instructions:

Step 1:

Step 2:

Step 3:

Step 4:

As super user (root) create a tenporary directory on the target
Tru64 UNI X Al pha System ie: /usr/tnp/patch

Downl oad and copy the the tar file and this
README file into that directory.

Extract the target files

# cd /usr/tnp/patch

# /usr/bin/tar xvf SSRT0612U i m upd6991.tar
The following files will be extracted:

bl ocksi ze = 256

- I WXT - XT - X 3/4 1589248 Jun 10 17:05:57 1999 insightd
- T WXT - XTI - X 0/0 1842 Jun 11 13:23:47 1999 install _update.sh

Run the software update installation script on the target server.
# .linstall _update.sh

Verify that the Agents work.

Use Conpaq | nsight Manager to verify that the target server can be seen and
that the agents are providing data.

Step 5:

Del ete the tenporary subdirectory on the target server



If desired, the tenporary directory on the target server which was used
to install the files can be del et ed.

*****************************< NO'I'E >***********************************

*
| NFORVATI ON I N THI S DOCUMENT REPRESENTS OPERATI ONAL EXPERI ENCES AND *
SUGGESTI ONS BY COVPAQ OR PARTNER EMPLOYEES. COMPAQ SHALL NOT BE *
RESPONSI BLE FOR ANY ERRORS OR OVM SSI ONS CONTAI NED IN THI S DOCUMENT, *
AND RESERVES THE RI GHT TO MAKE CHANGES TO | T W THOUT NOTI CE. *

*

*

* % X kX X X

R R R I I b b S S kI S b b Rk kb S Rk I I b b b b S S S R Rk b S S S R R I I

<>UPDATE / TEXT_UPDATE/ UNI QUE | DENTI FI ER=" 009DA0DF- 538A59A0- 1C02A1" -

[ TITLE="[TD 2667-CR] Tru64 UNI X - Conpaq Managenent Agent Security Vulnerability - E
/ BADGE=( AUTHOR="999997" , ENTER="120742", MODI FY="000000", -

EDI TORI AL_REVI EW=" 120742" , TECHNI CAL_REVI EW="999997") -

/ NAME=( AUTHOR="HENRY BONE", ENTER="ANGELA THOVAS", -

MODI FY="", EDI TORI AL_REVI EW" ANGELA THOVAS", TECHNI CAL_REVI EW£" HENRY BONE") -
/ DATE=( AUTHOR="23- JUN- 1999" , ENTER="23- JUN- 1999", -

EXPI RE=" 23- JUN- 2001", FLASH="23- JUN- 1999 09: 00: 38. 33", MODI FY="17- NOv- 1858", -
EDI TORI AL_REVI EW" 23- JUN- 1999", TECHNI CAL_REVI EW" 23- JUN- 1999") -

| GEOGRAPHY="USA"/ SI TE="EI RS"/ OANER="TI M BLI TZ" -

/ FLAGS=( USA_CUSTOVER_READABLE, NOPOST_MESSAGE_DI SPLAY, NOLOCAL, -

EUR_CUSTOVER _READABLE, G A CUSTOVER READABLE, NO NI T_MESSAGE_DI SPLAY, -

EDI TORI AL_REVI EVEED, FI ELD_READABLE, FLASH, TECHNI CAL_REVI EVEED, READY)



